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Pa3symHble ceTu oT komnaHum BiLiM Systems MepeBon RFC 1180

1. BeedeHue

B nmokymeHTe oIMcaHbl OCHOBHBIE acleKThl cTeka npoTokosioB TCP/IP. 3pmeck He paccMaTpuBaeTcsi MCTOPHSI Pa3padOTKUA M Pa3BUTHS
MIPOTOKOJIOB, HE NPUBOAUTCSI IPUMEPOB MPAKTUYECKOr0 UCTOJb30BaHUS U He JaeTcs cpaBHeHUH ¢ nmpoTokosamu ISO/OSI. Onymeno Takxe
MHOKECTBO TEXHMYECKHX AETaJel, CBSI3AHHBIX C PaCCMaTPHBAEMBIMHU NPOTOKOJAaMH. TO, UTO NMpHBENEHO B JOKYMEHTE, COCTABJISET JIMIIb
MHHHMYM HH(pOpManyy, TpeOyomuiics KakaoMy mnpodeccroHany, paboraomemy B cpege TCP/IP. K uwmcny takmx mnpodeccroHanoB
OTHOCSITCSI CHCTEMHBIE aJMIHUCTPATOPHI, CHCTEMHBIE IPOrPaAMMHUCTHI U a[MAHACTPATOPHI CETEH.

B moxymenre ucnosssytorcst mpumepsl 1uist cpegpl UNIX TCP/IP, omHako OCHOBHOE BHMMaHHE OOpalieHO Ha BOIPOCH], HE 3aBHCSIIHE OT
peamuzauuu TCP/IP.

OTOT HOKYMEHT He COIEPKUT ONpeJelieHHi HOBBIX MPOTOKOJIOB, OH NpeAHasHaueH ajsi o0yueHus. [Ipy BO3HMKHOBEHMH BOIIPOCOB IO TEM
WJIM UHBIM CTIelpUKaIMSIM ITPOTOKOJIOB, oOpamaiTech K coorBeTcTBYIomyM RFC.

B cnenyromem naparpadge npusener 063op TCP/IP, 3a KOTOpbIM CliefiyeT JeTalbHOe OMMCAaHUEe OTAEIbHbIX KOMIIOHEHT.

2. O63op TCP/IP

Tepmunom TCP/IP 3auactyio 06003Ha4aloT BCe, YTO OTHOCUTCS K ceTeBbIM npoTokosiaM TCP u IP - gpyrue npoTokoJibl, NPHJIOKEHUS U JakKe
ceteBbie cpeppl. [lpumepamu mpotokosioB MoryT ciyxkute UDP, ARP u ICMP; npumepamu npwnoxennti - TELNET, FTP u rcp. Bonee
TOUHBIM SIBJISIETCSI TEPMHH ‘‘TeXHosorus internet”. CeTb, MCMOJIb3yIOMAs TEXHOJOIHMIO internet Takke MOXET 0003HAYaTbCs TEPMUHOM
internet.

2.1 ba3oBas cTpyKTypa

I[JISI MOHUMAaHUA TEXHOJIOTMU HYKHO CHavaja pa306paTI)C$I C HpPIBe,HeHHOﬁ """"""""""""""""
HUKE JIOTUYECKON CTPYKTYPOH.

IlokazaHHass Ha pHUCYHKE CX€Ma OIMCBHIBAET JIOTMYECKYIO0 CTPYKTYpYy

MHOT'OYPOBHEBBIX IPOTOKOJIOB B KOMIBIOTEpPE, MOIKIIOUCHHOM K ceTH. Bee R N 2 U 2N
KOMIIBIOTEDBI, ~ MOJIEPJKMBAIONIME  MHOJOOHYIO  CTpyKTypy, Moryr | ===== ————o
oOMenuBaTbcs ~ MHpOpMalMeW,  HCIONB3Ys  CETeBble  IPOTOKOJIBIL. | TCP| | UDP |
IIpuBenennas Ha pUCYHKE CTPyKTypa ONpelelseT MOBEJEHWE KomMmpoTepa | —====  —————

B cetn. Kaxkaplii M3 TIpsAMOYTOJIBHMKOB Ha CXEME ITOKa3hIBAET MPOIECC \ /

|
| |
| I
| |
| I
| |
| I
00pabOTKH JaHHBIX B KOMIIBIOTEpPE, a JIMHUM 0003HAYAIOT MOTOKU JAHHBIX. | mmee———- |
Topu3oHTanbHASL JTHHUS B HIDKHEH 9acTH PHUCYHKa IPEICTaBIsIeT Kabemb I | IP | [
Ethernet; "o" moka3piBaeT TpaHcuBep (IIpUEMOIEpPENATUYHK, CETEeBOU I [
amanrtep). CumBon "*" mpencrasusier [P-agpec xommbioTepa, a "@" - aapec I [
Ethernet (MAC-anpec). Drta CTpyKTypa BakHa JUisi TOHUMaHHs CETEBBIX I I
TEXHOJIOTHH, TI03TOMY MBI Oy/ieM HEOAHOKPATHO CChLIAThCS B JOKYMEHTE Ha | |
| |
| I
| |

IPUBECHHYIO 37IECh CXEMY.

|ENET |
2.2 TepmuHonorus B
HasBanue 271eMeHTOB JAHHBIX, IPUHUMACMBIX U3 CETH, 3aBUCUT OT ypOBHA B | _________________
CTEKE INPOTOKOJIOB: |
______________________ Ommm e

¢ s Ethernet Mmonysin nanubix HaspiBaloT Kagpamu (Ethernet frame) KaGenn Ethernet

4 JaHHble MexXay gpariBepoM agantepa Ethernet u mogynem IP nepenatorcs

PucyHok 1. Y3en cemu TCP/IP
B nakerax (IP packet);

¢ nannble Mexay moayisimu [P u UDP nepepnaiorcst ¢ nomompio aeritarpamm (UDP datagram);
¢ MOJyJM NaHHBIX, epenaBaembie Mexay [P u TCP, HaspBatoT cermenTamu (TCP segment) win TpaHCHOPTHBIMU COOOIIEHUSIMU
¢ J1aHHbBIC HA YPOBHE CETEBBIX NMPUJIOKEHUH MepealoTCs C MOMOIIBI0 COOOIEHHIA.

OTHU ompefesyieHUs He SIBJISIIOTCS OOIENPUHSATHIMU U B MyOJIMKAIMSAX Bl MOKETE BCTPETUTh MHOKECTBO MHBIX TEPMUHOB HJIM TOJIKOBaHHUI
MPUBEAEHHBIX 371eCb TepMHHOB. OCHOBHBIE ONpeesieHHst TepMUHOB MokHO HaiTh B RFC 1122 (nmaparpad 1.3.3).

JpaiiBep mpencTasisieT coboil MporpaMmy, B3aMMOJEHCTBYIOIYIO Ha aNlapaTHOM YPOBHE C CETEeBBIM HMHTepdeiicom. Moaynem Mbl Oynem
HasbIBaTh NPOrpamMMy, B3aMMOAEHCTBYIOLIYIO C JpaiBEPOM, NPUKJIAAHON NPOrpaMMOM WIM APYTUM MOAYJIEM.

Tepmunbl ppaiisep, Monyib, Kanp Ethernet, maker IP, petitarpamma UDP, cerment TCP, cooOmeHue MpuKJIagHON mporpamMMel OymyT
MOCTOSIHHO BCTPEYaThCsl BaM Ha NPOTSDKEHUM JOKYMEHTA.

2.3 NoToK AaHHbIX

PaccMOTpHUM MOTOK JaHHBIX, NPOXOAAMA BHM3 1 23 ... n 1 23 ... n
yepe3 CTeK NPOTOKOJOB Ha puc. 1. s \ I
MPWIOKEHUH, HcmoJb3ylomux npoTtokon TCP \

(Transmission Control Protocol - mnportokosn
yIpaBJieHUs] Tepefaued), AaHHbIE MepenalTCs
Mexay npuwiokenueM u mogayiem TCP. Iias
MPWIOKEHUH, HCnoib3ylomux nporokon UDP |
(User  Datagram  Protocol -  mpoTokon 1 1

M0JIb30BATEIbCKUX JenTarpamm), obMeH

AQHHBIMA ~ MIET ~ MEXAY  NPUIOKEHUEM M PucyHok 2. Mynbmurinekcop u 0emyribmurisiekcop

monysnem UDP. FTP (File Transfer Protocol -

MPOTOKOJI nepefaun (paiiyioB) SIBJISIETCS] TUIMYHBIM NIPUMEPOM MCHONb30BaHus npoTokojia TCP. B naHHOM ciiyyae cTek MpOTOKOJIOB OyaeT

| MyneTHMnIEexcop| HOaHHHX | ZeMynBETHMIIIEKCOP | HAaHHBEIX
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Mepesop RFC 1180 Pa3symMHble ceT oT komnaHum BiLiM Systems
umetb Bug FTP/TCP/IP/ENET. ITpunoxennss SNMP (Simple Network Management Protocol - mpocToi mpoTOKOJI CETEBOTO yMpaBJICHHs)
ucnonp3yoT npotokoi UDP u crek 6yaer umers Bug SNMP/UDP/IP/ENET.

B mogynsax TCP, UDP u gpaiisepe Ethernet BrimosHsieTcst MyJIbTUILUIEKCUPOBaHHE N X 1 (MyJIBTMIUIEKCOP MMEET OAMH BBIXOJ, U MHOXKECTBO
BXx0Ji0B). CylecTByeT Takxke oOpaTHasl onepauus - AeMyJbTUIIEKCUpoBaHUe 1 X n  (JeMyJIbTHUIUIEKCOP MMEET OJMH BXOJ M MHOKECTBO
BbIX0JI0B). CXeMaTHUECKOE NPEJICTaBJIEHHE MYJIbTUIIIEKCOPOB U AE€MYJIbTUILIEKCOPOB MPHBEJEHO Ha PUCYHKE 2.

Ecmu xagp Ethernet momamaer B gpaiiBep Ethernet u3 cetu, sToT Kagp mepepaercs MonayJio npeobpasoBanust agpecoB ARP (Address
Resolution Protocol) i mogymo IP (Internet Protocol). Beibop omnoro us stux moayineit (ARP wm IP) onpenensiercs nojeMm tumna B
3arosioBke Kazgpa Ethernet.

Ecnu naker nonagaet B moayJib IP, mocne atoro on nepegaercs monymo TCP unu UDP B cOOTBETCTBHM CO 3HAUEHHEM IOJISI MPOTOKOJIA B
3arosioBke IP.

Hewrarpammel UDP, npuxopsimpe B OJHOMMEHHBI MOAYJb, MpeoOpasyloTcsi B COOOMEHMS] MPHUKJIAAHOTO YPOBHSI M MEpealTcs
IporpaMmam, BHIOOp KOTOpPHIX ompepessieTcst HomepoM nopta B 3arosioBke UDP. Cermentsl TCP B ogHOMMEHHOM MOAyJie mpeoOpasyloTcst B
COOOIMEHHS MPUKJIQAHOTO YPOBHSI M IEPEJAI0TCSI MOJIb30BATEILCKUM IIPOrpaMMaM B COOTBETCTBUM C HOMEPOM ITopTa B 3aroyioBke TCP.

MyJ'II)TI/IHJ'ICKCI/IpOBaHI/IC HUCXOOAIICTO IMOTOKA SBJISAETCA OUCHDb HpOCTOfI 3a;1aqel71, TMOCKOJIbKY Ha KaXJAOM YPOBHE CYMECTBYET TOJIbKO OJUH
nyTh N€penavyu I/IH(I)OpMaLU/II/I; Ka)l(,[[blﬁ IPOTOKOJI IIPOCTO )106a.BJI$IeT B MaKEeT CBOU 3aroJIOBOK, O6eCHe‘IHBaIOH.(PII>i AEMYJIbTUIIJIIEKCUPOBAHUE
JaHHbIX Ha HpHeMHOﬁ CTOpPOHE.

JlaHHBIE IepefaoTcs OT NpuKIagHeX nporpamm yeped TCP nmm UDP, npeobpasyiotcst MmoaynieMm IP 1 nepenaioTcst B CeTh € MCTIOJIb30BAaHHEM
JpariBepa CETEeBOM IUIAThl HA CAMOM HUKHEM YPOBHE.

XOTs1 B CETSIX MOKET UCIIOJIb30BATHCS] MHOKECTBO PA3IMUHBIX TEXHOJIOTHI, BCEe IIPUMEPHI 3[eCh MOCTPOEHBI Ha OCHOBE TexHosoruu Ethernet,
KOTOpasi Ha CErOJHSIUHUN [eHb SIBJISETCSl caMOM pacmpocTpaHeHHoW st nepepaud IP-tpaduka. Kommblotep Ha puc. 1 umeer omHO
coenunenrie Ethernet. IllecTu6aiiroBeiit anpec Ethernet siBisieTcst yHUKaJIbHBIM JUIst Kaxgoro agantepa Ethernet v 3afjaeTcst Ha anmapatHOM
yPOBHE.

Kowmmblotep Takxke umeer 4-Oanitoblii aapec IP. DTor agpec ucnonbdyercs Ha UHTepderice HUKHEro ypoBHs B moayse IP. Dtor anpec
JOJUKEH OBITh YHUKaJIBHBIM B MacTabax ceTH.

PabGotaomuii KommbloTep Bcerga 3HaeT cBou agpeca [P u ——===—-—--------—-—————mm o

MyHbTI/IHHeKCI/IpOBaHI/Ie BBITIOJIHACTCA NPU nepenavye NaHHbIX B

oboux HanpaeneHusix. Moayib IP ¢ HecKOJIbKUME (DPU3MUECKUMHU |ENET | | ENET |

Ethernet. | ceTeBHe IPUIIOKEHMUST |
| |
o .. NI /. NI/ |
2.4 1Ba ceTeBbIX UHTEepdenca | aon T Ll |
Ha pucynke 3 cxemaTuuecKu H300pakeH KOMIIBIOTED C OBYMsI | | TCP| |UDP| |
CeTeBBIMH UHTEpQencamu. | |
g | \ / I
OTMeTuM, YTO KOMIbBIOTED C ABYMsi uHTepdeiicamu Ethernet [ |
HCToNb3yeT 2 uim bosiee agpecos IP. | | IP | |
N R —— [
W3 npuBefileHHOM CXeMbl OUEBHMIHO, UYTO B KOMIIBIOTEPAX C | |
HECKOJIbBKUMHM  (PU3MUECKUMHU  UHTE 7 Ip | IARP| I l |ARP| |
pdeticamu  MonyJib | | | |
paboTaeT Kak MyJIbTUILIEKCOP-AEMYJIbTUILIEKCOP M X . | \ | | / |
| |
| I
unTepdeiicamu Ha caMoM Jiesie GoJlee CIIOKEH, YeM MOKA3aHO Ha | ---@--  ---@-- I
pucyHKe 4, TIOCKOJIbKY TakoW MOJYJb MOXET oOecreuruBaTh || ||
NEepechUIKY OaHHBIX B JpYyrue CeTH (JaHHble, NPUHSTHE uepes | e o o e
OJIH HHTepdeiic, mepejaloTcs uepes Apyrom). | Ethernet xaBemn 2
_______________ O————————

IIpouecc ornpaBku mnakera [P B gpyryio ceTb HaspiBaeTcs
nepecbikoii  (forwarding)  makeros  IP.  KommsioTep,
MPUHUMAIIMK pelleHre O mepechulke makeToB I[P, oOblyHO
HasblBaOT MampyTusaropom (IP-router).

Ethernet kabems 1

PucyHok 3. Y3en cemu TCP/IP ¢ dsymsi adanmepamu Ethernet

1 23 ... n 1 2 3 ... n
N / | \ ] / N Kak MOXHO BUAETb Ha NPUBEJECHHOM PUCYHKE, B
\ / I N\ / | npouecce nepecbuiky naketos IP moxymu TCP u
_______________ NOTOK - ——  OTOK UDP wna wmapmpytusatope IP yvactus =He
| MyneTHIIIEKCOP |  BaHHBX | BeMyneTUnNEeKcop| mammmx ~— [puHHMaoT. Hekoropele w3 peamusauumit  IP-
--------------- | e mm e | MapIIPyTHU3aTOPOB MPOCTO HE BKJIOYAIOT MOLYJIEH
/11 \ [ /1 \ [ TCP u UDP.
/0 \ v /o0 \ |
1 23 ... m 1 2 3 ... m

2.5 IP co3paeT ogHy

PucyHok 4. Mynemunnexkcop u deMynbmuriekcop n x m JTIOrM4ecCKyr ceTb
Mopnyne IP sBisieTcst KpaeyroJibHbIM KaMHEM
TexHoJoruu Internet. Kaxapiit Moysib mim apatisep J0OaBiIsieT CBOM 3arojIOBOK K MAKETy MO Mepe MPOXOkKACHUs HH(OPMALIMK OT BEpXHETro
YPOBHSI K HIJKHEMY uepe3 CTeK MpoToKosoB. Ha npremMHolM cTOpoHe KakAblif MOAYJIb MM ApaiBep M3BJIEKAeT M3 MaKeTa COOTBETCTBYIOMINI
3aroyioBoK. 3aronoBok IP comepxut IP-ampec, mosBossiomuil MOCTPOUTHh OAHY JIOTHYECKYI0 CeTh Ha 6a3e MHOXKeCTBa (PU3MUYECKUX CETEi.
Takoe coeguHeHHE MHOXECTBAa CeTel MexXIy coOOM M MOCIyKMJIO OCHOBOM JyIs co3maHus TepmuHa Internet. MHOXeCTBO cOoeqMHEHHBIX
MeXIy coOoli (pr3nuecKuii ceTelt, 00 be ITUHEHHOE OOIMUMHU TPOCTPAHCTBOM YHHUKAJIBHBIX ajipecos IP, HaspBaeTcs internet.
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Pa3symHble ceTu oT komnaHum BiLiM Systems MepeBon RFC 1180
2.6 HezaBucumocTb ot chusunyeckoro nHrepdenca

IP mpsiuer cereBoe 00OPYIOBaHME HIKEJIEKANUX YPOBHEH OT CETEBBIX MPHJIOXKEHUM. Eciu B cozmanmu TCP UDP
HOBYIO (DU3MUECKYI0 CeTb, €€ MOXHO COCIMHHTb C JpYyrMMH ceTssMd (internet), HCHOJB3YsI \ /
COOTBeTCTBYWIMEe OpadBepsl ¥ Monyau IP. Takum 00pasoM, ceTeBble MPHJIOKEHUS] CTAHOBSITCS \ /
HE3aBHCHMBbIMU OT (PU3MUECKUX MHTEp(erCOB U He MOABEPKEHBI BIUSIHHUIO B pe3yJbTaTe 3aMeHbl ceTeBblx
YCTPOMCTB MM MOAKJIIOYCHHUS] HOBOM TEXHOJIOTHH.

2.7 UHTeponepabenbHOCTb

Ecnu gBa KommbloTepa MOryT OOMEHHMBAaTbCsS JAHHBIMM Uepe3 CeTb, Mbl TOBOPHUM, UTO OHHU
unTeporepabenbHbl. Ecy TexHOMOrMs internet pean3oBaHa Ha XOpOILIEM YPOBHE, 9Ta TEXHOJIOIUs HOJIKHA
obecrieunBaTh MHTeponepadenbHoCThb. [lonp3oBaTenn OObIUHBIX (general-purpose - oOmIEro Ha3HAUCHUSs) / \
KOMIIBIOTEPOB ~ MOTYT ~ BOCHOJIb30OBATbCS ~ NpEeMMyIeCTBaMM  internet 3a  cueT  oOecreueHHs / \
MHTEPONepaGebHOCTH C KOMIBIOTEPAMH APYTHMX THIIOB. B 00mieM cilyuae KYIUICHHBIH BAMH KOMIBIOTED —om BRIXOAR
MOXET OKasaTbCsl HEUHTepornepabesbHbIM, T. €. OH He CMOXET B3aMMOJEWCTBOBATH C APYTMMHU Pucyrok 5. [pumep

nepecsinku nakema IP (IP
KOMIIbIOTEPAMHU IO MPUUYHNHE HCIIOJb30BaHUSI B HEM SK30THUECKUX Y3JIOB U IPOTOKOJIOB. Forwarding)

2.8 Yto panbwe?

IMocne paccMOTpeHHS TEPBOOCHOB MBI OTBETUM Ha CJIEAYIONIHE BOIPOCHL:

¢ Kax onpegensiercs Ethernet-agpec nosyuatesisi mpu oTnpaBKe nmaketos [P?

¢ Kak npotokon IP y3Haet 00 rcnosb3yeMoM Ha (pU3UYEeCKOM ypOBHE MHTepdelice npu nepenpaue naketos [P?
¢ Kak K1meHTcKas mporpaMMa Ha OJJHOM KOMITBIOTEpE CBSI3bIBAETCSI C MIPOrpaMMOM-CEPBEPOM Ha Apyrom?

¢ [louemy ucnonssyiotcst o6a nporokosa TCP u UDP, a He BbIOpaH Kakoli-i1u00 ogun?

¢ Kaxue ceTeBble IPUIOKEHUSI JOCTYITHBI?

OTBeTH Ha BCE 9TH BONPOCH Oy Ay T NMPUBEAEHHI HIKE, TOCHIe KpaTKOro paccMoTpenust TexHosoruu Ethernet.

3. Ethernet

B stom naparpadpe nprBeieHO KpaTkoe omvcanue TexHosnorun Ethernet.
Kapnper Ethernet copepsxat agpeca nosyyaresns (destination) ¥ oTnpaBuTesst (source), IoJie TUIA U JaHHbIE.

Pasmep agpeca Ethernet coctasnsieT 6 OaiitoB. Kaxmoe yctpolicTBo umeeT cBoii agpec Ethernet u ciymaet kagpsl Ethernet, npocmarpuasi B
HUX TI0JIe C aJpecoM MojyyaTess s ONpeAesieHHst C BOMX KajapoB. Bce ycrpoicTBa Takke BOCIpUHMMAOT Kaapsl Ethernet c
mupokoBematesbHbIM (broadcast) anpecom FE-FF-FF-FF-FF-FF (uectHaguaTipuuHbiil hopmar).

Ethernet ucnonbsyer texnosoruro CSMA/CD (Carrier Sense and Multiple Access with Collision Detection - MHOXXECTBEHHBIH HOCTYII €
JeTeKTUPOBaHWEM HecyIlel u oOHapyxkeHneM KoHdmKToB). [Ipu ucnonesosannu CSMA/CD Bce ycTpoiicTBa MOAKIIOUEHBI K o0mel cpefe
(cermeHTy, Kales0), HO B KaXABlI MOMEHT BpeMEHM IepeiaBaTh JaHHbE B o0WYyI0 (pasfesseMylo) Cpefy paspelieHO TOJBKO OJHOMY
ycrpoiicTBy. [lepefaHHble B cpefly KaJipbl CBIIAT Bce ycTpoiicTsa. [1py nomeiTke aByX (M Oojiee) yCTpOMCTB OJHOBPEMEHHO IepeaaBaTh
JaHHBIE B Cpely BOSHHUKAET KOH(UIMKT (MM KoJutusus - collision), KoTopeiil o6HapyskuBaetcs ¢ momompbio CSMA/CD. [Ipu BOSHUKHOBEHUH
KOH(UIMKTa BCe CTAaHIMHM JOJUKHBI IpepBaTh Iepefady M MOTYT IOBTOPSITh MOMBITKY TOJIBKO IO HMCTEYEHWM HEKOTOPOro BpeMeHU
(ompegensieTcst CIyyaiHbIM 00pa3oMm).

3.1 AHanorus
Xopomweri ananoruert Ethernet sinsieTcst pasroBop rpymiisl Jojed B TeMHOM KomHaTe. Cpenoil mepefauyM sBJsieTCsl BO3OYX B KOMHaTte,
obecreurBaomui BO3MOXKXHOCTb PACIPOCTPAHEHU s TOJI0Ca.

Kaxgpiii yesoBek B KOMHATe€ MOKET CJblIAaTh, KOrJa KTO-TO HAUMHAET FOBOPUTH (AETEKTUpOBaHMe Hecyuer). Kaxapiii U3 Haxosmuxcs B
KOMHaTe JIoJel MOKeT HauaTb I'OBOPUTb (MHOKECTBEHHBI JOCTYH K cpeje). EciuM KTO-TO M3 HaXoJsIUXCSl B KOMHATe CJIMIIKOM
PasroBOpPUMB, €r0 MOTYT MOMPOCHUTH MOKUHYTh MOMeEIIeHHe (OTKIIOUMTD OT CETH HEUCIIPABHOE YCTPOMUCTRO).

OJMH yesnoBeK B KOMHATE MOXET MOBOPHUTb, OCTAJIbHBIE CITymIaoT. OJJHAKO CYIECTBYET BEPOSITHOCTb TOTO, YTO HECKOJIBKO UEJIOBEK HAUHYT
TOBOPHUTb OJJHOBPEMEHHO (KOH(JIMKT). B 9TOM cilyyae HUKTO He MOXET yCJIbIIIATh HOPMAJIbHOM PeUr M BCe TOBOPSIME JOJDKHBI 3aMOJIYATh.
[lo ucTeueHUM HEKOTOPOrO BPEMEHH KTO-IMOO MOXET HauaTb MOBOPUTH CHOBAa. Takum oOpasoM, BO M30ekaHHE KOH(JIMKTOB KasKAbIiA
JKEJIAIOMMI UTO-TM00 CKa3aTh JOJDKEH CHavyaia yOeqUThCsl, YTO HE TOBOPUT KTO-TO APYTOil.

Kasxaplit uesioBek B KOMHaTe MMeeT cBoe MMl (YHUKaJbHBIN agpec Ethernet), mosBosisiiomee TouHO afpecoBaTh coobmenus. Korga kro-nmbo
HAuMHAEeT TOBOPHUTH, OH CHAuasia ajgpecyeT CBOM CJIOBa KOMY-TO M3 ciymareied (IpUBET, UMSIPEK, .......... ). Ecmu roBopsimmit xoueT
00paTUTbCS KO BCEM, OH MEpeaeT CBOe COOOIEHHE B IMUPOKOBEIATEIBHOM PEKUME (91, JIOIH, ........ ).

4. ARP

Kaxk npu nepepaue naketa IP onpenenmts Ethernet-ajpec mosyyaresns?

IMporokon npeobpasosanust agpecoB ARP (Address Resolution Protocol) mosossier ompepenuts agpec Ethernet Ha ocHose IP-appeca.
[IpeobpaszoBaHue OCymECTBISETCS TOJIBKO AJISL UCXOASIIMX MAKEeTOB MPU co3gaHuu noseit 3aroynoskos IP u Ethernet .
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4.1 Tabnuua ARP ansa npeobpa3oBaHus agpecoB

[IpeoOpazoBaHne axpecoB BBHINOJHSIETCS IIyTeM MpocMoTpa Tabivipl ARP, xpaHsimeiicst B mamMsiTi Adpec

KOMITbIOTEpa U cojieprkameit cTpoky c mapoit agpecoB (IP u Ethernet) mis xaxgoro Kommsiorepa.

Ipu Tpancisiun IP -> Ethernet B TaGnnie HAXOAUTCS CTPOKa, cofiepKamast Hyxubii IP-agpec nuz 1P Ethernet

BTOPOro IOJIS1 HaWAEHHO! cTpoku Oepercst uckomsiii ajgpec Ethernet. CripaBa mokasaH mpumep 223.12.1 08-00-39-00-2F-C3

HeOobImon Tabaumsl ARP:

223.1.2.3 08-00-5A-21-A7-22
Ins sammcu anpecoB [P ucnosnb3yior 4 necsTUUHBIX MoJist (MO0 OJHOMY JUISl KakJaoro Oaiita),

pasfieNleHHBIX Toukamu. Appeca Ethernet sammchBaioTcsi B IlecTHaguatepuuHom dopmare ¢ 223.1.2.4 08-00-10-99-AC-54
paszesieHieM 6aiiToB MpOOEIOM HIIH 3HAKOM -.

Tabmma ARP HeoOxomuma muis paboThl, mockoibKy anpeca IP u Ethernet HMKak He CBsi3aHBI MEkAy COOON (BO3SMOXHBI MPOU3BOJIbHBIC
KOMOMHaIMK 9THX ajpecoB). Aapeca IP 3ajaloTcs agMUHUCTpAaTOpaMM CeTel U3 BHIAENEHHOTO AJIsl CETU MPOCTPAHCTBa, a afpeca Ethernet
3aJIAI0TCsI TIPOM3BOJUTEINSIME O0OOpYJOBaHMS MPH €ro MpOM3BOACTBE. B ciyuae mepememeHust KommbloTepa B Apyrylo nozacets IP-ampec
9TOro KOMIbIOTEPA U3MEHSIETCS, a 7Sl CMeHBI aapeca Ethernet B koMnboTepe HyKHO 3aMEHMTb CETEBOM ajanTep.

4.2 TUNU4YHLIN BapMaHT Npeodpa3oBaHns agpecoB

[Ipu HopManbHOI paboTe ceTeBbx npriokeHud (Takux, kak TELNET) nporpamma nepefaet coobmenue moayio TCP, sToT Mogynip nuiet
coorBercTBylonmi TCP-cerment IP-monyimo. IP-agpec noiyyaresns usBecteH npukjaaaHon nporpamme, moaymo TCP u monymo IP. Mogyinb
IP 3aBepmiaeT MOArOTOBKY MakeTa M MOXKET mepepath ero npaiieepy Ethernet, Ho cHauama oH HmoyukeH ompenenuth Ethernet-agpec
TOJTyyaTesisi 3TOro MakeTa.

Ins moucka appecos Ethernet ncronpsytorcs Tabmunsr ARP.

4.3 NMapa ARP Request/Response (3anpoc - OTKIMK)

OTKyJia e HOSIBJISIOTCS 3anucu o0 aapecax B Tabnuue ARP?

B nporiecce paboThl crienpanbHas mporpaMma (IeMoH) 3aroJiHsieT TabJuily o Mepe NOsIBJIeHus1 nHgopManuu o0 ajgpecax.
Ecnu nyxHoro azpeca HeT B Tabsuue ARP, BBITONHSIOTCS ceayonye onepamnuu:

1. Tlepenaetcs 3anpoc ARP ¢ mmpokoBemaTenbHbIM agpecoM Ethernet.

2. Hcxopsumit naket IP nomemaercst B ouepep.

Hnrepdetic Ethernet kaxaoro 13 KOMIBIOTEPOB NMOJIyyaeT MMpoKoBemaTenpHbiil Kaap Ethernet ¢ 3anpocom ARP. ITocne sToro kaxapii U3
untepdeiicop Ethernet mposepsieT 3HaueHue nosst Type (THrl) B mosydyeHHOM Kaape u nepepaeT naketr ARP mongymo ARP. IMaker 3ampoca
ARP rosoput: "Ecnu Bam [P-agpec cootBetcTByeT IP-ampecy mosyuartens makeTa, ckaxurte MHe cBoi Ethernet-agpec.” Ilaker 3ampoca
ARP BRIMISIAUT creqyommuM 00pa3om:

IP-appec otnpaButenst  223.1.2.1
Ethernet-agpec otnpaButesns 08-00-39-00-2F-C3

IP-agpec monyuarens 223.1.2.2

Ethernet-agpec nosyuarens <mycroe mojue>
Kaxnpiit mozysis ARP nposepsieT siokanbHble agpeca IP 1 agpec nosyuaTesss Ha npeaMeT UX coBmnanenus. Eciu agpeca coBnagaoTt, MOIyJb
IUIET OTKJIMK Ha 3ampoc, cojepsKkamuil ucKoMbii afpec, no Ethernet-agpecy ornpasutens sanpoca ARP. ITaker ¢ otknukom ARP roeopur:
"Ila, uckomeiii agpec IP mpuHapnexur MHe M s cooOmaio cBoi agpec Ethernet ." Ilaker oTkimka ARP meHseT 3HaueHusi agpecoB
OTHpaBUTENSI/TIOyYaTeNs] B COOTBETCTBUHM C HAalpaBJI€HUEM NepelauM OTKIIMKA:

IP-agpec otnpaButens 223.1.2.2
Ethernet-agpec ornpasutens 08-00-28-00-38-A9

IP-appec nonyvarenst 223.1.2.1

Ethernet-agpec nonyvarens 08-00-39-00-2F-C3
OTKJIMK NpUXOAUT 0OpaTHO Ha KOMIIbIOTEp, NocaaBumii 3anpoc. [paiisep Ethernet npocmarpusaer nosne Type B kagpe Ethernet u nepenaer
nakeT ARP mopyimo ARP. Moayss ARP nposepsiet naket u pobasisier agpeca IP u Ethernet B Tabmuiy ARP.

IIpumep OOHOBJICHHOM TaOJMIIBI TOKA3aH HIKE:

Adpec IP Adpec Ethernet
223.1.2.1 08-00-39-00-2F-C3
223.1.2.2 08-00-28-00-38-A9
223.1.2.3 08-00-5A-21-A7-22
223.1.2.4 08-00-10-99-AC-54

4.4 NMpopaomkeHMe TpaHCNAUUKN aapecoB

HoBast sanuce nmomemaercst B TabJIMIy B TEUEHHE HECKOJIBKMX MMJUIMCEKYHJ INOCJe BO3HMKHOBEHHS! MOTPEOHOCTH B COOTBETCTBYIOLIEM
agpece. Kak Obuto yKasaHo B 1. 2 Bblle, HcXosmuii naket IP 6but momemeH B ouepens. Ha criepyiomem sTarne BHIIOJHSAETCS TpeOyemoe
npeoOpasosanue agpecoB (IP - Ethernet) u xagp mepenaercs uepes cetb Ethernet. CiegoBaTenbHO, [0oOaBjeHHE B MPOLECC TPAHCISILUU
HOBBIX Oreparuii 3, 4, 5 3aBepIaeT CueHapuit IpeoOpasoBaHusI aiPECcOB:

1. Tepemaetcs 3anpoc ARP ¢ mupokosemaresnbHbiM agpecom Ethernet.
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2. Hcxopsamuit naket IP nomemaercs B ouepepb.

3. Ilpuxonmut otkiauk ARP u B Tabnuuy BHOcUTCs HOBas mapa agpecos IP - Ethernet.
4. Jlnga nomeweHHoro B ouepenp naketa IP onpenensiercs agpec Ethernet u3 o6HoBneHHO Tabuipl ARP.
5. Kagp Ethernet nepenaercs B cets Ethernet.

IIpu otcytcTBuM B Tabiuue ARP HyxHoM 3anucu oguH nakeT IP mpocto momemaetcst B ouepens. HyxkHble 1)1 npeoOpa3oBaHUsl JaHHbIE
ObicTpo BHOCSTCS B Tabumy ARP ¢ ncnonp3oBanreM maphl HakeToB request/response v maket [P U3 ouepeny nepefaeTcs B CETh.

Kaxapiii komnbloTep mojnep:xuaeT cBoio Tabmuny ARP mis kaxporo u3 umeromuxcsi B HeM uHTepgeticoB Ethernet. Ecnu vickomblit
KOMITBIOTEP OTCYTCTBYET B JIOKQJIBHOM CETH, AJISI 3alpOIIEHHOTo ajpeca He MpuxoguT oTkimuka ARP, a B Tabimme ARP ne Oyner HyxHOM
sanucu. [Takets IP, mepenaBaembie o aToMy aapecy, OyayT otOpacsBaTscst Mogyiem IP.

Hexkoropeie peanuzanuu [P u ARP He ucnonssyior ouepenu aist naketoB IP B nmpouecce oxupganust otkiauka ARP. Bmecrto pasMemenust B
ouepear MaKeT MPOCTO OTOpAChIBAeTCsl U MOTOM JHOJUKEH ObITh BoccTaHoBiieH moaysieM TCP wm cereBbiM mpunoxkenueM UDP. Takoe
BOCCTAHOBJICHHE BBINOJIHSIETCSI 10 MCTEUEHWH 3aJaHHOTO BpPEeMeHH (TaliM-ayT) MyTeM IOBTOpPHOM mepejgaud nakera. IIOBTOpHBINA makeT
nepefaeTcst yCIelHo, MOCKOJIbKY B Tabiuue ARP y:ke nIpucyTCTBYeT HyXKHasl 3aIHCh.

5. [Ipomokon IP

Mopyns IP siBisieTcst HeHTpaJbHBIM y3JIOM TEXHOJIOTMM internet W cymHocTh [P 3akimovaeTrcst B Tabnuuax mapmpyTtusamud. Monyis IP
KCITOJIB3YeT XpaHsiuyecsl B MaMsTU TaOJuupl MaplIpyTOB IS NPUHATUS pelieHud o nepecblike nakeToB IP. Copepxumoe TaOmuibt
MapuIpyTHU3aHU ONPeJeIIsieTCsl ONUUSIMU, YCTAHOBJIEHHBIMU aIMUHUCTPATOPOM ceTH. OmuOKM B TaOJIMIaX MappyTU3aLUKU MOTYT CHEJIaTh
paboTy ceTH MPOCTO HEBO3MOKHOM.

INoxrMaHKe MporeccoB MapIIpy TU3ALKH SIBISIETCS] OCHOBOMH, obecreunBalomeli ycrnex paboThl CETEBOro aJMUHUCTPATOPA.

UroO6bl Jiydmne MOHATh TaOJMIBl MapHIpyTH3alMMd PacCMOTPUM CHadaja caM IMpPOLEcC MapmpyTH3alMu, u3yuum agpecaunumio IP u Torpa
MPUCTYNHM K JIETaIbHOMY PACCMOTPEHHUIO TabJINI.

5.1 Npsaimasa mapLupyTusaumsa

Ha pucynke 6 nmokasana HeOosbmiast ceTb ¢ 3 Kommblotepamu - A, B u C. Kaxaplit U3 KOMITBIOTEPOB A B Cc

nmeer ctek TCP/IP, nokasanubelii Ha pucyHke 1. Apantep Ethernet B kaxaoM M3 KOMIBIOTEPOB | I |

uMeeT yHHMKanbHb agpec Ethernet. JIns Kakmoro KOMIbIOTEPA aMMHHUCTPATOp CETH Bbiaenun ~ 977777~ o====== o-=

agpec IP, xoTopeiii cBsa3an ¢ unTepdeiicom Ethernet, ycTaHOBJIEHHBIM B KOMIIBIOTEDE. Ethernet 1
IP network "development"

Korpa A nepepaer IP-maker kommbloTepy B, B 3aronoBke makera IP cogepxkurcs IP-agpec
KommbloTepa A (afpec otnpaeuTenst) u agpec Ethernet komnblotepa A. B 3aronoske IP cogepxurcs Pucyrok 6. Cems IP
takxe [P-anpec komnblotepa B (agpec nonyuaresnst) u agpec Ethernet kommnbiorepa B.

Tabnuua 1 Adpeca e kadpe Ethernet dnsi nakema IPom A k B

Adpec Omnpasume o Tlony uamenw
3aronosok IP A B
3arosnosok Ethernet A B

B stom npoctom mpumepe IP moutu Huuero He pobamisieT K cepBucy, obecneunBaeMomy Ethernet. Omnako IP yBemmumBaer pacxop
CHUCTEMHBIX PECYPCOB - TPeOyeTCsl JOMOJHUTEIBHOE MPOLECCOPHOE BPEMS U JOMOJHUTEINbHAS T10JI0Ca KaHasla JUisl TeHepaly, Tepefadn u
pasbopku 3arosioBkos IP.

Korga IP-monyne komnbioTepa B nmpunuMaet nmaket IP ot kommbloTepa A, on nposepsieT IP-agpec nonyuarenst (Ha npeAMET COOTBETCTBUS
CBOEMY afIpecy) M MepeaeT IeTarpaMMy BhIIIEJIEKAIIEMY YPOBHIO (ECJIM afpeca COBIAAIT).

OOMeH naketamu Mexay A 1 B ucnosns3yer npsimylo MapupyTtusanuio (direct routing).

5.2 Henpsimas mapLipyTmusaumsa

Ha pucynke 7 mpencraeneH Oosee peanpHBIi mpuMep internet - ceTh comepxkut Tpu cetd Ethernet (tpu cetu IP), coemuHenuwix IP-
MapupyTusatopom (kommsiotep D). Kaknas us cereit IP conep)ut no 4 KOMIbIOTEPa M KaXABIA M3 9TUX KOMIIBIOTEPOB UMEET CBOM ajpeca
IP u Ethernet.

Ha Bcex KommbloTepax, 3a HWCKIIOUeHHEM D, A B c -==-D---- E F G

ucnonbayercs crek TCP/IP, nokasaHHblil Ha pucyHke 1. I | I I I I I I I

Kommbiorep D siBnsietcst IP-mapmpytusatopom - oH  ~©7777~~ O-===== O===="=" o= “O-~T——- O-=——== O=————= o-=
Ethernet 1 Ethernet 2

MOJKJIIOYEH KO BCEM 3 CEeTsIM M, CIel0BaTeIbHO, UMeeT
Tpu agpeca IP u 3 agpeca Ethernet. B xomnblotepe D
HCIIOJIb3YETCSI CTEK TCP/IP, CXEMaTUYECKU
M300pakeHHBI Ha prCYHKe 3 (BMECTO JIBYX aJialTepoB

IP network "development" IP network "accounting"

H I J
ucnosbsyercs: Tpu). B xomnbiorepe D ucnonesywores 3 | | |
moayns ARP u 3 ppaiisepa Ethernet, Ho mogys IP no- ——o————— O—————— O—————— o--
MpEeKHEMY OJIVH. Ethernet 3

IP network "factory"

PucyHok 7. Tpu cemu IP 8 o0Hol cemu internet
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AJIMMHHCTpATOp CeTH MpUCcBaMBaeT yHUKalbHbI HoMep (IP-agpec) kaxmomy us agantepos Ethernet. Anpeca IP He mokasaHel Ha pucyHKe 7
- ceT 0003HaUEHBI UMEHAMU.

Korpa xommbiotep A nepepaet naket IP kommblotepy B, mpouecc He oT/MuaeTcs OT ONMMCAHHOM BhIEe MpsIMOM MapmpyTusanuu. JlioOoi
00OMEeH MmakeTamMy MeXJly KOMIbloTepaMu ofHol ceTu [P ocymecTBisieTcst ¢ UCNOJIb30BaHUEM MPSIMON MapLIpy TH3aLKH.

[Mpu B3aumogeWcTBMM KoMmbploTepoB D M A Takke HCHIOIb3yeTCs NpsiMas MapLIpyTH3alMsi, AHAJIOTMUHO IPOTEKAeT W MpOLecc
B3aUMOIeUCTBUS Mexay Komnbiotepamu D 1 E, D u H (kaxpas u3 9Tux nap Haxogurcst B ogHol cetu IP).

OpHako mpu oOMeHe MakeTaMd MeXJy KOMIBIOTEpPOM A, pPacloJIOKEHHBIM IO OJHY CTOPOHY MapIIpyTH3aTOpa, M  KOMIIBIOTEPOM,
PAacCIOJIOKEHHBIM TI0 JPYrylo CTOpoHy MapmpyTtusatopa IP, mpsivass mapmpyTusamust yxe He Oymer paborats. Kommeiotep A pomken
HCIOJIb30BaTh MapupyTusatop D s nepeceuiku naketos IP B apyryio IP-cets. Tako# mpouecc HasbiBaeTCsl HENMPSIMOM MapIupyTH3aLUen
(indirect routing).

MapmpyTtusanus naketos IP ocymectsnsietcst IP-mopynsimu u npospauna st TCP, UDP u ceTeBbIX NpHIIOKEHHI.

Ecmu A nepepaet naker IP xommnblotepy E, B kKauecTBe afgpecoB oTnpaButens ykasansl agpeca IP u Ethernet kommbiotrepa A. Tlonyyarenem
naketoB IP sBnsietcs kommnblotep E 1 ero agpec IP ykaspiBaeTcsl B 3arojioBke nakera, HO, OCKoJibKy IP-monysib komnbioTepa A mocbulaeT
naket Mapupytusatopy D st nanpHermeit nepecsuiku, B KauectBe Ethernet-anpeca nosyuaresst ykassiBaercst agpec D.

Tabnuya 2 Adpeca 8 kadpe Ethernet dns nakema IP om A k E (0o D)

Adpec Omnpaesumenb Monyyamenb
3aronosok IP A E
3aronosok Ethernet A D

Mopynp IP komnbiotepa D monmyuaet naker IP u mposepsietr IP-agpec nosyuaTtesisi, mocjie 4ero MOXeT cKaszaTb: "DTO He Moi azapec,” - U
nepecnathb naket IP komneotepy E, ucnosnb3ys npsimyio Mapuipy TH3aLuIoO.

Tabrnuya 3 Adpeca 8 kadpe Ethernet dns nakema IP om A k E (nocne D)

Adpec Omnpaesumenb Monyyamenb
3aronosok IP A E
3aronosok Ethernet D E

B zaxymoueHHM OTMETHM, UTO JUIS MPSIMOM MAapIIPYTH3alHM HCTIOJB3YIOTCS SIBHO yKasaHHble mapel agpecos IP - Ethernet ormpasutens u
MoJIyyatesis, a B CJIy4yae HeNpsIMOil MaplIpy TH3alK TaKHe Mapsl CTIOJIb30BaThCSI HE MOT'YT.

IpuBeneHHbIit TpUMep internet OYeHb MPOCT. B pEaNbHBIX CETSIX CUTyaUMsi OCJOKHSETCS MHOXECTBOM (DAaKTOPOB U TIPUXOMUTCSI
KCTIOJIb30BaTh MHOTOUHCIICHHBIE MapIIpyTH3aTOphl [P U pasnuunble THITH (prsrueckux cetei. [IpuBeieHHBINM BhIIe TPUMEp MOKAa3bIBaeT, KaK
AJIMUHKUCTPATOP MOXKET pasduth Ooubimyo ceTh Ethernet Ha HECKOJBKO CeTeM IJIsi CHIKEHHUSI pasMepoB O0JacTell pacrpoCTpaHeHUst
mypoKoBemaTenpHoro Tpaguka Ethernet.

5.3 MNpaBuna mapwpyTtusaumm moayns IP
B 9TOM KpaTKkoM 0030pe pacCMOTPEH JIMIIb caM MPOLECC MapUIPyTHU3alUU O6e3 ONUCcaHKsl MEXaHU3MOB NocieaHel. Mbl MOroBopuM JUIIb O
npaBwiax (IrOPUTMax), UCHOJb3yeMbIX MoayJiem IP.

Ins ucxopssmux mnaketoB [P, NoyuyeHHBIX OT BBILEJNEKAIEr0 YPOBHS, MOAyJb IP JojokeH pemmTh ciefyeT NochulaTh MakeT ¢
HCTIOJIB30BAHKEM IIPSIMOM MJIM HETIPSIMON MapIIPy TH3aLUH, TIOCJIE Yero IakeT MepeaeTcsi CeTeBoMy MHTepdericy. st IpHHSTHS pemeHus o
crnocobe MapIIpyTH3alKK UCHOJIb3yeTCs TabJMIa MapIIpy TU3ALWH.

st BXogsmux maketoB IP, mpuHMMaeMmBIX OT cereBoro uHTepderica, Momysp [P HomkeH pemmTh ciemyeT JiM IepefaBaTh IMakeT
BBIIIEJIEKAEMY YPOBHIO. Eciii makeT noJukeH OBITh MepelaH Ha IpYrou ceTeBoM MHTepdeiic, OH TPaKTyeTCs yKe KaK HCXONSIIUM MaKeT
(cm. Bbme). [IpuHATHI OT ceTeBOro HHTepderica MakeT HAKOTja He IePechUIaeTCs B TOT JKe CaMblii HHTepdelic.

5.4 IP-agpec

ApmuHHCTpaTop ceTu pacnpefnensietT IP-agpeca Jyiss KOMIBIOTEPOB B COOTBETCTBUM C (PM3UUECKON CEThIO, K KOTOPOW TOJKIIOUEH KaX bl
KommbloTep. YacTe 4-0aiitoBoro agpeca IP 3agaet Homep IP-ceTu, octasnbHble OMTH afipeca OnpeaesiioT HOMEpP AaHHOIO KOMIIbIOTEpa B CETU
IP (nomep xocta uau host number). it kommbloTepa, npuBeAeHHoro B Tabauue 1, agpec IP umeer 3Hayenue 223.1.2.1, HoMep ceTH -
223.1.2, a HOMep KOMIIbloTepa B ceTH - 1.

CeTeBast uacTb afpeca (HOMep CeTH) 3aJjaeTCsl CTapIIMMK OUTaMM afipeca, a HoMep XOCTa - Miammumu outamu. Bce npumepst anpecos IP B
JAHHOM JIOKYMEHTe JaloTcsl mJis cereil knacca C, 9TO O3HayaeT, YTo TpH crapmux Oaiira (24 crapmmx OuTa) onpenessioT HOMEp CeTH, a
BOCEMb MJIaJuIMX OUTOB - HOMep XocTa. Takas ajpecanus Mo3BoJsieT opranusoBaTh 2,097,152 cerelt kiacca C, Kaxgast U3 KOTOPBIX MOXET
comepxarb 1o 254' xocra.

Appeca IP pacnpepensiiorcst cereBoiM nHpopMmarpionHbiM ieHTpoM - NIC (Network Information Center). Bee ceTu, mogkioueHHble KO
BCceMUpHOM ceTu Internet, JOJKHBI MCIOJB30BAaTh CETEBble HOMEpPa B COOTBETCTBUM C moijyueHHbIMH oT NIC 3HaueHusimu. Ecim Bbl
OpraHu3yeTe YacTHYIO CETh U He IUIAHUpYeTe HAapsIMYI0 MOJKJIIOUaTh 3Ty ceThb K Internet, Bbl Bce paBHO JOJUKHBI ONyunTh ajgpeca B NIC. Bl
MOXeTe BhIOpaTh ajipeca Jyisl UacTHOM cetH 1 Oe3 obpamenus: B NIC, HO IpH 9TOM HaBepHSIKA BO3HUKHYT MPOOJIEMBI B CITy4yae COSJUHEHHS C
APYTUMH CETAMUZ.

' Anpeca 0 1 255 ucnonb3yrorest s cyKeOHbIX neneit. Ilpum. nepes.
% Jlnst 4acTHBIX ceTell BBIIEIIEHBI ClelualbHble Tpymnisl anapecos (cm. RFC 1918 ), B uactaoctu - 192.168.0.0. IIpum. nepes.
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5.5 UmeHa

BonpmmHCTBO Moel NpeanovYnTaioT UCTIOJb30BaTh il 0003HaYeHHMST KOMITBIOTEPOB MMEHa, a He UMCJIOBBIE ajpeca. B mpuBeieHHOM HuKe
criicke Kommblotep alpha ucnosssyer agpec 223.1.2.1. JIns HeOoibmIoi ceTH nmpeoOpa3oBaHME MMEH B aipeca MOXKET OCYIIECTBISITBCS
MyTeM IPOCMOTpa (paiia, CoAepKamero napsl UMs - aipeC M XPaHSIIErocst Ha KakJA0M KOMIIbIOTepe ceTH (0OBIYHO 9TOT haiiyl Ha3bIBAETCSI
hosts). 17151 KPYIHBIX CeTel UCIOJB3YIOTCSI CHEelMaNIbHbIE CepBEPHI, Ha KOTOPBIX XPAHSITCS JaHHBIE ISl TPeoOpa3oBaHUs UMEH KOMITIOTEPOB
B ajpeca. K takum cepepam oOecrieumBaeTcst focTyn u3 yioboit Touku cetn. Mudopmanus o6 agpecax M MMeHaX XpaHHUTCSI B ¢opMe,
Mo00HOM MOKAa3aHHOMY HU3KE CIIUCKY:

223.1.2.1 al pha
223.1.2.2 bet a
223.1.2.3 ganmma
223.1.2.4 delta
223.1.3.2 epsil on
223.1.4.2 iota

B nepBoit kKoyioHKe yKasaHsl [P-ajjpeca, a BTopasi KOJIOHKa COAEPKUT MMEHa KOMIIbIOTEPOB.

Bo MHOTrHX citydasix BO3MOKHa YCTaHOBKA MJEHTHYHBIX (paiiyioB hosts Ha BCe KOMIBIOTEPH! CETH. BBl MOTJIM 3aMETHTh, UTO B MPUBEIEHHOM
npuMepe Kommbiotepy delta cOOTBETCTBYET TOJNBKO ORHA CTPOKA B CHMCKE, XOTsI 3TOT KommbioTep mmeeT 3 axpeca IP. Ins moctyma k
rkommbloTepy Delta MokeT Hcrosb3oBaThCsl JMOOOI M3 CBS3AHHBIX C 9TMM KoMmrbloTepoM ajpecoB IP. Korpa xommblotep delta mpuanmaet
naket IP 1 mpocMaTpuBaeT ajipec nmosrydyaressi, OH BOCIPUHUMAET MTAKeTH JIsl BCeX CBOMX ajapecos IP.

CHMBOJIbHBIC IMEHA UCTIONB3YIOTCs U Jiist ceteld IP. Ecim y Bac umeetcs 3 cetu IP, B (paitine networks OyayT cofiepkaThbCsl 3aIMCH THIA:

223.1.2 devel oprent
223.1.3 accounting
223.1. 4 factory

B niepBoii kKosoHKe yKazaHsl Homepa cetelt [P, Bo BTopoit - ux uMeHa.

U3 npuBeieHHBIX IPUMEPOB BBl MOJKETE CHEJIaTh BBIBOJ, uTO KommbioTep alpha umeer Homep 1 B cetu  development, a kommbioTep beta -
HOMep 2 B TOU ke ceTH. BBl MOKET MCHOJb30BaTh JJIsI 9TUX KOMIbIOTepoB obo3HaueHus: development.1 (alpha), development.2 (Beta) u T.
..

OrnicanHble (paiuisl yIOOHBI 1JIs TOJIb30BATEN s, HO aJMUHHUCTPATOP MOXET MpeIIoYecTb MHOM BapHaHT 3alMcH AJisl KommbloTepa delta:

223.1.2. 4 devnetrout er delta

223.1.3.1 facnetrouter

223.1. 4.1 accnetrouter
B Tpex crpokax daitna ykasansl IP-agpeca u umena. ®@akTuyecku, nepBasi CTpOKa 3ajaeT gBa UMeHM - delta m devnetrouter, KoTopble
ABJISIIOTCST CMHOHHMMaMu. Hwms delta CIIyKUT A 06].[181"0 IIOJIb30BAaHHUsI, a OCTaJIbHbIC 3 HWMEHU TMPUMEHAIOTCA TOJIBKO IJIst

aAMUHHCTPUPOBaHUS TabaMLpbl MapmpyTusanuu IP.

Otu ailyibl UCTIOJB3YIOTCSL MIPOrpaMMaMu JJIsl HAXOXKJEHUS COOTBETCTBUI MeXJy HMMEHaMM U ajpecaMu KommbloTepoB. CeTb MOxeT
paboTaTb ¢ Ge3bIMSHHBIMU KOMIIbIOTEpaMU, HO UMeHa yJOOHe! Jjis1 MoJb30BaTeel.

5.6 Tabnuua IP-mapwpyTunsaumm
Kak monynb IP ysHaeT, Kakod U3 ceTeBBIX HMHTepQeicOoB UCIOJAb30BaTh i nepefaud nakera IP? Mopgyns IP mpocmarpuBaeT Tabmiuiy
MapuIpyTHU3aIMH, UCIOJIB3YsI B KauecTBe KJNouel IorcKa HoMepa ceTell, onpejeneHHsle u3 IP-agpecos nomyvareneit.

Tabnuia MapmpyTH3alKMU COAEPXKHUT MO OFHOM CTpPOKE IJIsS KakIOoro Mapmpyta. [lepsas KOJOHKa TaONWIBl yKaspiBaeT Homep cetd IP,
BTOpast - ¢ar direct/indirect (mpsiMasi/HenpsiMasi MapImIpyTH3aIys), TpeThbsl - IP-agpec MapmpyTnsaropa U MOCHeAHsIsl - HOMEpP CETEeBOrO
unTepdeiica. [To 9Tol TabMMIE MOKHO ONPENeUTh HHTEP(ENiC, yepe3 KOTOPBIH CIielyeT MepeaBaTh NaKeThl C KaKAbIM U3 agpecos IP.

Ha OonpmmHCcTBE KOMITBIOTEPOB Ta6nm1y MapmpyTHU3aluy MOKHO NPOCMaTpHMBaTh W MEHSTH C IIOMOIIbI0O KOMaHJIBI route. CO,Hep)KI/IMOC
Ta6JII/ILIbI MapHpyTHU3aluH1 3aJa€TCd aAMUHHUCTPATOPOM CETHU, ITIOCKOJIBKY OH OTBEUAET 3a paClpeeI€HUE aiIpECOB 1P MEXKAY KOMIbIOTEpaMH.

5.7 eTtanu npsiMmon mapwpyTusauum

Jlnst moHMMaHMs mporecca MPSIMOM MapUIpyTH3allMd BEPHEMCSI K paHee PacCMOTPEHHOMY - -------- -=-=-------

HpUMepy. | al pha | | beta |
I 1 |1 I
Tabnuna MapmpyTHsanuy Ajast Kommnbelotepa alpha 6yger umets BUL: ~ _________ o ___._.._.

I I

Tabnuya 4 lNpumep npocmoti mabnuusl Mapwpymu3ayuu ¢ UMeHaMu- - - - - - - - O cmmmmmmm e - o-
Et hernet 1
Cem Dz direct/indirect | wpupy musamop Homep unmepdgbeiica | | p net work " devel opment "
development direct 1

PucyHok 8. ®paemeHm IP-cemu
IMonyunts 5Ty Tabmumy Ha 9KkpaHe B OompmuHCTBe UNIX-cHicTeM MOXKHO C IOMOIIBIO
KOMaHJpI netstat -r. B mpocToit cetr Tabiumbl MapmpyTH3aIMy Ha BCeX KOMIBIOTEPax OymyT MICHTHYHEL.

Hwxe NPUBEAEH BapUAHT TOM xe TaGJ’[I/II_H)I C agpecaMun ceTel B3aMeH X UMEH.
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Tabnuua 5 MNpumep npocmoti mabnuusl Mapwpymu3ayuu ¢ adpecamu

Cem Daaz direct/indirect MPpWpy mu3ano p Ho mep unmepdgbeiica

223.1.2 direct 1

5.8 CueHapui npsiMon MapLipyTu3sauum

Alpha nepenaer naket [P komnblotepy beta. [Taket IP Haxomutcs B moayse IP komnbiotepa alpha u B Hem ykasaH IP-agpec nonyuarens -
beta wm 223.1.2.2. Mogyne IP Bbigensier ceteBylo yacTh aipeca IP m mpocmaTprBaeT mepByl KOJOHKY TalOJMIBl MapmpyTH3alUd B
MOUCKAX HYKHOH 3anKcu. B HameMm cityuae 9Ta 3anuch sIBJISIETCS € AMHCTBEHHOM.

OcTaJibHble KOJIOHKH 9TOM 3alKCH MOKa3bIBAIOT, UTO KOMITBIOTEPH! 9TOM CETH NOCTYIHBI C UCIIOJIB30BAHUEM MPSIMOM MapLIpyTH3aLMK uepe3
untepdeiic 1. Tabmuma ARP nossosser onpenenuts agpec Ethernet myis kommnbioTepa beta M makeT mepefaeTcst STOMY KOMIBIOTEPY dyepes
uHTepdeiic 1.

Eciu mpunoxeHue mbITaeTcs mepejate AaHHpe mo 0 —--------  —--=----—  ———————-—-
apyromy agpecy IP, He BXojsmeMmy B CeTh | alpha | | delta | lepsilon|
development, wmoxgyne IP He cMmoxer HalTH | 11 1T 2 3] | 1 |
COOTBETCTBYIOIIEH 3anucu B Tabnuue mapwpyTrdsauaad. —  _  ~—————=—/"/™"™= “~7/7/7//U777
B Takom ciyuae mopmyine IP mpocto otOpachiBaeT
MakeTbl, a MPWIOKEHHEe NOJIydaeT coolmeHne o0
omubke Tuma Network not reachable (cers
HEJJOCTYIHA).

Ethernet 1 | Ethernet 2
IP network "Development" | IP network "accounting"

5.9 Odetanu Henpsimon
MapLupyTM3aumm

Bepnemcs K Oonee CJIOKHOMY puMepy
MapuIpyTHU3aly, KOTOPHIH Mbl YXk€ paccMaTpUBaIU O ——— O————————
panee. Ethernet 3

IP network "factory"

Tabnuua MapmpyTuzanuu B Kommblotepe alpha Oynmet

VIMETE B PucyHok 9. Henpsimasi mapwpymu3sauyusi onst mpex cemeli IP
Tabnuua 6 Tabnuuya mapwpymu3sayuu Alpha
Cemb ®nae direct/indirect Mapuwpymu3zamop Homep uHmepdpelica
development direct 1
accounting  indirect devnetrouter 1
factory indirect devnetrouter 1

Hwuxe TMpUBENCH BapHUaHT TOM ke TaGJ’II/ILII)I C agpecamMu ceTel B3aMeH UX UMEH.

Tabnuua 7 Tabnuuya mapwpymu3sayuu Alpha

Cemb ®nae direct/indirect Mapwpymu3amop Homep uHmepdpelica
223.1.2 direct 1
223.1.3 indirect devnetrouter 1
223.1.4 indirect devnetrouter 1

B kavecTBe ajpeca MapipyTH3aTOpa B TabJMIle MappyTH3auuu KommbloTepa Alpha ykasan IP-agpec nntepdeiica delta, mogkimoueHHOro K
cetu development.

5.10 CueHapui HenpsiMOX MapLUpyTU3aLUmn

Alpha nepenaet naket IP xommbloTepy epsilon. [Taket IP Haxomutcs B Moxyine [P komnbioTepa alpha v conepkuT agpec nojyudatesns epsilon
(223.1.3.2). Mopgynb IP Beimensier ceteBylo yacTth aapeca IP (223.1.3) u mpocMmaTpuBaeT NepBYI0 KOJOHKY TaOJMLBI MapIIPyTH3aLUUA B
TIOUCKAX COOTBETCTBUS. FIcCKOMast 3ammch HAaXOAUTCSI BO BTOPOM CTPOKE TaOJIUIBL.

3ra 3ammch MOKa3bIBaeT, YTO AOCTYH K KoMIbioTepam cetd 223.1.3 MoxeT ocymecTBIsIThes uepe3 IP-mapmpyTusarop devnetrouter. Moy b
IP B kommbioTepe Alpha BBINOJHSIET TPAHCIAIMIO anpecoB ¢ momoipio Tadmnsl ARP st IP-anpeca mapmpyTtusatopa devnetrouter u mieT
nakeT IP sTomy mapmpyTtusatopy udepes cBoil ceteBoi mHTepdeiic 1. [Taker IP no-npesxHeMy B KadecTBe afipeca MOJIydaTelsl COUEPKHUT
anpec epsilon.

[Taket IP mpuxomur Ha cereBol UHTepdeiic komnbloTepa delta u nepepaetcs monyJo IP. Monynab npoBepsieT aapec mosydatensi M, He
HaiiJisl COBMAJICHUs] HU C OJTHUM U3 CBOMX UHTep(elcoB, pemaeT nepecyars naker IP.

Mopnys IP B kommbioTepe Delta BrigensieT ceTeBylo yacTh afpeca noxydatess (223.1.3) 1 npocMaTpuBaeT CBOIO TaOIMIly MapIIpy TH3ALUH:
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Tabnuuya 8 Tabnuuya mapwpymu3sayuu Delta

Cemv Dz direct/indirect MapuLpymu3anop Ho.mep unmepdgpeiica
development direct 1
accounting direct 3
factory direct 2

Huxe nmpuBeeH BapUaHT 9TOM TabJIMIIBI C af[pecaMM ceTel B3aMeH UX UMEH.

Tabnuua 9 Tabnuua mapwpymusayuu Delta

Cemv Dz direct/indirect MapuLpymu3anop Ho.mep unmepdgpeiica
223.1.2 direct 1
223.1.3 direct 3
223.1.4 direct 2

HyxHas 3amuch HaxoAUTCs BO BTOPOH cTpoke Tabuuuel. Moayss IP nepechinaet naket IP kommbloTepy epsilon Hanpsimylo yepes uHTepderic
3. ITaker conepxut anpeca IP u Ethernet kommbioTepa epsilon.

[Taker IP mpuxogut B KommbloTep epsilon u mepenaercst mogymo IP, koTopsiii npoeepsier IP-afgpec M, HaliAsi COOTBETCTBUE CO CBOUM
aJIpecoM, MepesiaeT MaKeT Ha BhIIIEIEKAIUNA YPOBEHb.

5.11 MapwpyTunsauma B 60nbLINX CETAX

[Ipu nmepemave naketoB IP uepes OoJpImy0 ceTh OHM MOTYT MPONTH Uepe3 MHOKECTBO MapLIpyTH3aTOPOB Ha MyTH K mojydarteno. I1yTh
MaKeTa He MOXET OBITh 3ajaH OTIPABUTENIEM M ONpPEAesieTCsl BCSKUN pa3 MyTeM IMPOCMOTpa TaOJIUI MapUIpy TU3AHUU BIOJb MYTH AOCTABKU
nakeTa. Kaxplif U3 KOMITBIOTEPOB (MapIIpyTH3aTOPOB) 3aJaeT TOJBKO aJipec CIeAYIIero MapupyTtusaropa (next hop), Koropomy makeT
nepepacTcs IS JaJbHEHIEN EPEChUIKY.

5.12 YnpaBneHune mapLupytamm

INonnep:kka KOPPEKTHBIX TaOJML MapuIPDyTH3alMM Ha BCeX KOMIBIOTEpax OOJBIIOH CETH SIBJSETCS] CJOXKHOM 3ajiaueil, MOCKOJIBKY
KOH(HUrypamusi CeTd IOCTOSIHHO M3MEHSIeTCSl aAMHHHCTpaTopaMd C ydyeToM TpeOoBaHuil mosb3oBaTenell. OmumOku B Tabiaumax
MapuIpyTHU3aHUU MOTYT MOJHOCTBIO HAPYIIUTH PabOTY CETH, a MMOUCK TaKMX OIIMOOK SIBJISIETCS AOCTATOUHO CJIOKHOM 3afayeil.

CoxpaHeHue NpOCTOTHl B CETEBOM KOH(UIypalMy WIpaeT BaXHYI0 poJib IPH CO3[aHUM HadexkHoW ceTu. Hampumep, Haubonee mpocThIM
cniocobom pactipenenenus [P-anpecos s cereit Ethernet siByisieTcs Beigenenre earHoro Homepa cetH [P s Beeit cetu Ethernet.

[Ipu HacTpoiiKe MappyTH3alMM MOTYT OKas3aTh IOMOLIb HEKOTOpBIE CEeTeBble MPOTOKOJb U mpuioxeHus. [Ipotokon ICMP (Internet
Control Message Protocol) mosBosisieT HaxoAUTh NPOOJIeMbl B MapmIpy TH3ALMK. [j1st HeOOJbIKX ceTel TabauIbl MapIIpPy TH3ALUH CO3OAI0TCS
aJMUHHUCTPATOpaMH BPYYHYIO Ha KaXkJoM KommbioTepe. st G0JbIMX ceTed UCHOJb3YITCs CHEelHabHble MPOTOKOJIB MapIIpyTH3ALUH,
obecrieyrBaroIye pacpocTpaHeHue TabJINI MapIIPy TH3AIUH 110 CETH.

[Ipu nepenoce xommbioTepa U3 ogHol IP-cetu B apyryio, IP-agpec aToro komneotepa JoJkeH ObITh U3MeHeH. [Ipy yaneHun KoMIbloTepa
u3 cetu ero IP-agpec nepectaeT OBITH KOPPEKTHBIM. Takue M3MEHEHHSI B CETH TPeOYIOT MOCTOSIHHOTO OOHOBJEHHs daitios hosts. B cersix
Jaxe CPeJHHX pasMepoB peleHHe 9TOM 3aJaud MOXET MOTpeOOBaTh 3HAYUTENBbHBIX pecypcoB. CHCTeMa HOMEHHBIX MMeH U ciy:kO0sr DNS
(Domain Name System) MoMoraioT pemuTb 3Ty IpodJemMy.

UDP sBasiercsi ofHMM M3 2 OCHOBHBIX IPOTOKOJIOB, MCIIOJB3yeMbIX MoBepX IP. DTOT mpoToKoN mMpemocTaBisieT CBOM CEpBUC
MOJIb30BATEJILCKUM CETEBBIM MporpamMam. [Ipumepamuy ceTeBbIX NpuiioxeHuit Ha Oase mpoTtokosna UDP seisorcss NFS (Network File
System - ceteBasi daitoBas cuctema) 1 SNMP (Simple Network Management Protocol - npocTolt npoTOKOJ yrnpaBJieHHUs CEThIO).

UDP obecnieunBaeT cepBHC IO JocTaBKe AaenTtarpamm (datagram) 6e3 opraHusaluu cOeIMHEHMH (connectionless) M rapaHTHil HOCTaBKH.
[Tpotokon UDP He opranusyer ckBo3HbIX (end-to-end) coepuHeHuit ¢ yganeHHsIMU MonyJisimu UDP, oH npocTto nepenaer aedTarpamMsl B
CeTb ¥ MPUHUMAET UX U3 CETH.

UDP no6aBisieT ABe HOBBIX YCJIYI'M K T€M, UTO MpefocTaBisioTcs mpoTokosoM IP. TlepBoii siBisieTcst MyIbTUILIEKCUPOBaHHE UH(MOpMALU
MEX Iy TTPUIIOKEHUSIMH IO HOMEpaM MOPTOB, a BTOPOH - MOJAAEPKKa MPOBEPKH LEJOCTHOCTH MAKETOB C TIOMOIIBIO KOHTPOJIbHBIX CYMM.

6.1 MNMopTbl

Kak knueHTcKast nporpaMMa Ha OTHOM KOMIIBIOTEPE MOKET CBA3ATbCs € CEPBEPOM Ha IPYTromM KOMHI)IOTepe?

Csi3p Mexnay npuioxkendsmu u UDP ocymectBisietcsi uepe3 noptsl UDP, 3amaBaemble Homepamu (¢ Hyust). [Iporpamma, koTopasi
MpeJiaraeT CBOU YCJIyrH (cepBep), KAET COOOMEHUH, aipeCOBaHHBIX B MOPT, BBIICJCHHBIN sl 9TOro ceppuca. CepBepbl TEPHEIMBO JKAYT
JOOBIX 3aITPOCOB OT KJIMEHTOB.

Hanpuwmep, cepsep SNMP (ux nHaseiBatoT areHtaMu SNMP) Bcerpa ciymaer nopt 161. Ha kommblioTepe MOKET HCIIOJIB30BATHCS TOJBKO
oauH areHT SNMP, nockosbKy mjsi Takoro cepBuca BbiaessieTcst eauHcTBeHHbI nopt UDP. Homep aroro mopra M3BecTeH Ipyrum
npwioxkenusiMm (well known) u kimventst SNMP, xkenalomue npuOerHyTh K ycjyraM areHra, ajpecyloT CBOW 3ampochl B mopt 161 mo
nporokosly UDP Ha nHTEpecyomeM X KOMIIbIOTEPE.
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Korpa npunoxenue nepenaet gaxusie ¢ nomomupio UDP, 9Ty faHHble MPUXOAST yAaleHHOMY agpecaTy B eauHoM Onoke. Hampumep, ecnu

nporpaMma aenaet 5 3anucei B nopt UDP, mporpaMma Ha yganeHHON cTOpoHe OyAeT 5 pas BBIIOJHSTH onepauuio utenus us nopta UDP.

Pa3meps! 3anucbiBaeMbIX B IOPT OJIOKOB JIaHHBIX TaK)Ke COBHAJAIOT C pa3MepaMy UMTAEMbIX U3 IOPTa OJIOKOB.

UDP coxpaHsieT rpaHuIbl COOOIIEHNH, 3aJaHHBIE IPUJIOKEHUSIMH, IIPOTOKOJI HUKOTIa He 0Obe AMHSIET COOOMIEHHS U He AEJIUT UX Ha YacTH.

6.2 KoHTponbHasa cymma

Korpa npunumaemsiit naket IP comepxut B none tuna 3Hauenne UDP, takoi maket nepepaetcst mogymo UDP. Korga UDP-monyins
nostyvaeT geditarpammy UDP ot moayins IP, on mposepsier koHTposibHyl0 cymmy UDP. Eciu nojie KOHTPOJIBHOM CyMMBl UMEET HyJIeBOe
3HaueHHe, 9TO TOBOPUT O TOM, UTO KOHTPOJIbHASI CyMMa He ObIa 3ajiaHa OTIPABUTENEM UM He HOJUKHA IMPUHUMAThCs BO BHUMaHUe. Moayib
UDP Ha KoMmmbloTepe OTIPaBUTENsT MOXKET yKasblBaTh KOHTPOJIbHYI0O CyMMYy MJM omyckaTh ee. Eciu mexny asyms mopyismu UDP
HaxopsTcsl TosbKo cetr Ethernet, KoHTposbHAast cymMMa MOXeT M He notpeboBaTbesl. OIHAKO, PEKOMEHAYETCs UCTIOJb30BaTh KOHTPOJIbHBIE
CYMMBI, IIOCKOJIbKY JaHHBIE MOT'YT NI€peJaBaThCsl U Uepe3 MeHee HaJleKHble CPeJibl.

Ecnu KoHTpoJIbHAsI cyMMa UMeeT KOPPeKTHOe 3HaueHHe wid paBHa 0, MpoBepsieTcsl MOPT Ha3HAUeHHsl U (PU HAJIMUMM CBSI3U MEXKJY STUM
MOPTOM U NPUJIOKEHUEM) NaKeT MOMelaeTcsl B ouepeib NPUIOKEHUsT [JIsl MOCeyIomero npouTeHus. B MpoTUBHOM ciyyae geHTtarpamma
UDP mnpocto otbpachiBaetcsi. Ecnu geritarpammbl - UDP mpuxopdar us cetd ObicTpee, 4eM MPHIIOKEHHE MOXET MX UHTATh U Ouepe]b
nepenoHsiercs, npotokoi UDP takike Oynet otOpaceBaTh AeHTarpaMMel, He IOMELAIOIUECS B OYEPEeb.

7. lMpomokon TCP

Iporokon TCP obGecneunBaeTr nomosHUTENbHbIN cepBrc. TCP oOecrneunBaeT moajep KKy MOTOKOB AAHHBIX Ha 0ase OpraHHU30BaHHBIX
COeJIMHEHHH B OTJIMUME OT Nepefaur AeiitarpaMm Oe3 OpraHusalliy COeqUHeHHH, UcrobdyemMoit mpoTokosnom UDP. Kpome Toro, mpoTokoJ
TCP obecrieurBaeT rapaHTUPOBAHHYIO JOCTABKY.

TCP ucrosnb3yeTtcst CeTeBbIMU MPHIIOKEHUSIMH, KOTOPBIM HYy’KHA TapaHTHsl JOCTaBKH. OCHOBHBIMU NPWJIOKEHUSIMHU, Hctionb3yomumu TCP,
seisiorest FTP (File Transfer Protocol - mporokoun nepenaun ¢aitnos) u TELNET. K nonysipasiv nproxenusim TCP otHocsiTest Takxke X-
Window, rcp (remote copy - yAajJeHHOe KONMpOBaHME) U KOMaHAH r-cepuu. Pacmmpenne BoamoxHocteit TCP He mpoxoaut GecceiHo n
IUIT TIOAJEPKKH MPOTOKOJNA TpeOyIOTCsl JOMOJHUTENbHBIE pPEecypchl Tpoleccopa M Iojioca KaHaja CBsi3u. YcTporictBo moayns TCP
3HAYUTEJILHO CJIOJKHEe Mo cpaBHeHHUIo ¢ MoayJieM UDP.

IMopgo6Ho UDP ceteBble npuiiokeHHs nopkimovaiotcst K nopraM TCP. Xopomo u3BecTHsle HOMepa IOPTOB BBIAENEHBI IS MOITYJISIPHBIX
npunoxenuii. Hampumep, cepeep TELNET ncnonbsyet nopt 23. Knuentst TELNET moryT HaiiTi cepBep, IpocTo NOAKJIIOUMBIINCH K MTOPTY
23 Ha HyKHOM KoMmIbloTepe 1o npotokonsy TCP.

Korpa npunoxenue HaurHaeT ceanc pabotsl ¢ TCP, moaynu TCP Ha KJIMEHTCKOM KOMITBIOTEpE U cepBepe OPraHU3yloT MexXJy coOol ceaHc
cBs3u (ceccuro). MHdopmanysi 0 COCTOSIHUM COEAMHEHMs] MEXAY KOHEYHBIMU TOUKAMH OIpeJesiseT BUPTyaJlbHOE YCTPOMCTBO (virtual
circuit). Takoe BUpPTyaJbHOE YCTPOMCTBO NOTPeOJIsieT pecypchl Ha 0beux cTopoHax coeauHeHust TCP. BupTyanpHoe yCcTpOMCTBO sIBAsieTCs
MOJIHOAYIUIEKCHBIM - JIaHHBIE MOTYT OJHOBPEMEHHO IepefaBaThCsl uepe3 Hero B 000MX HampasiieHUsiX. [IpuiioxeHue 3anvchBaeT JaHHbIE B
nopt TCP, a1 gaHHbIe NepeJaloTCs uepe3 ceTb U MPOUUTHIBAIOTCS IPUJIOKEHUEM Ha JPYroM KOHIE COeAUHEHUSI.

TCP npeBpamaeT NoToK 0GalTOB B MaKeThl, HE COXPaHsisl TPAHMUI MOJIb30BATENbCKUX coobOmennit. Hampumep, ecim npuiioxenue aeiaet 5
sanmceii B mopt TCP, npunoxenye Ha Opyrod CTOPOHE MOKET IMpouecTh U3 3a 10  MpHeMOB WJIM MOXKET CJIYUMTBCS TaK, UTO BCE JAHHBIC
OyAyT MPOYMTAHBI 32 OJJHO OOpalleHre K MOpTy. 3/leCh HET KOPPEJSIMUA MeKy YHCJIOM M pasMepoM 3amucel B MOPT M YUCIOM oOpaleHuit
JUIS1 IPOUTEHHUS IaHHBIX Ha yAAJICHHOM CTOPOHE COeUHEHHUS.

TCP sBisieTcsi IPOTOKOJIOM CO CKOJB3SMMM OKHOM (sliding window) W moppmep Kol TalM-ayTOB M MOBTOPHHIX Mepenau. Y JajeHHas
CTOpOHA [IOJUKHA NMOATBEPAMUTb MPHUEM OTIPABJICHHBIX el JaHHBIX (HOJTBEPXKACHHsSI MOTYT HPULEIUIATHCS K MepeJaBacMbiM JAAHHBIM).
YrpaBiieHHe MOTOKOM JaHHBIX Ha 00eHMX CTOPOHAX COEJMHEHHs PEAOTBpAIIAeT IeperonHeHne 0ydepos.

Kax u Bce mpoTokosl co ckoJb3smumM okHoM, TCP 3amaet pasvep aToro okHa. Pasmep okHa onpepensieTcst KOJUMYECTBOM JaHHBIX, KOTOPBIE
MOKHO mepenats go npuema nonrepxkaenust. s TCP pasmep okHa 3amaercst He umciioMm cermeHToB TCP, a umcioMm mepenaBaeMbIx
0aiToB.

8. Cemeenblie npunoxeHus
3ayem HyxHbI dea npomokosia TCP u UDP?

Ha camom pesie 9TH NpOTOKOJIBI 0OECTIEUNBAIOT Pa3Hble HAOOPHI ycayr. MHOrMe NpUJIoKEHHs CIIOCOOHBI paboTaTh TOJBKO C ONPEJeJIEHHbIMU
Tunamu cepauca. Eciu Bbl paspabaTbiBaeTe ceTeBble NPUIOKEHUS, BIOMpaiiTe MPOTOKOJ, KOTOPHIH CIOCOOEH Jlyullle PelMTh OCTaBIEHHbIE
3agaud. Ecim TpebyeTcs monaep:kka HafeKHOM JOCTABKM MOTOKA AAaHHBIX, JIydlle McroJib3oBath npoTokod TCP. Eciu ke Bam TpeOyercs
nojjepxkka jeirarpamM, npotokon UDP Oyner npeamouturtensHeil. Ecim HyxHa ad@eKkTvBHas nepejava JaHHBIX Ha 3HAYMTEJIbHOE
paccrosiuue, TCP obecnieunt sydniee pemreHue, a 4Jist epejaud JaHHBIX B CKOPOCTHBIX CETSIX C MaJIBIMH 3afIepXKKaMU NPeArovTUTEIbHEeH
ucrnonbp3oBath nporokos UDP. Ecin Bamm 3ajjaud He MOAXOAST MOA MepevrcIIeHHbIe KaTeropuu, BbIOOP MPOTOKOJIA CTAHOBUTCSI Oolee
CJIOXKHOM 3ajauet. OTHAKO MPHJIOXKEHHE MOXKET B3SITh Ha ce0s1 yacTh (DyHKIMH, KOTOPBIE HE pealn30BaHbl IPOTOKoJIOM. Eciii Bam TpeOyeTcst
o0ecreunTh HafleXXHYI0 JOCTaBKY AaHHBIX Ha ocHoBe UDP, Bompochl HaJie:kHOCTH HOJIKHBI OBITH pPEIleHbl B MPUKJIAAHON mporpamme. Eciu
BH BBIOpaym niporokos1 TCP u motpeboBaock opraHu3oBaTh CEpBUC Ha 0ase 3amuceil, NPIJIOKEHHE MOKET MOMEeImATh B IIOTOK HH(MOPMAUH
MapKepsl, 0003HavaIoI1e IPAHULBl KK A0N 3aMHCH.

Kakue cemesbie npunoxeHusi docmynHbI?

CrHcoK CeTeBbIX NPIJIOKEHUI OUeHb BEJIMK U YHCIIO MX IMOCTOSIHHO Bo3pacTaeT. HeKoTopbie MpuiokeHus MOSIBUIINCh BMECTE C TEXHOJIOTHeH
internet (sanpumep, TELNET u FTP), a apyrue - cpaBHHTeNbHO HeflaBHO (cKaxkeM, X-Windows mwm SNMP). Huke npuBeneH KpaTkuit
0030p TOITYJISIPHBIX CETEBBIX TPUJIOKEHHUI.
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8.1 TELNET

TELNET o6ecnieunBaeT BO3MOKHOCTD YJAJIEHHOTO BX0Ja B cucteMy 1o nmpoTtokony TCP. Opranusanusi yjaJIeHHOTO BXOJja B CUCTEMY UeM-
TO HANlOMHMHAET COEJMHEHHE C yAaJeHHBIM aOOHEHTOM uepe3 TeledoHHyo ceTh. Beenst komanny telnet delta, mons3oBaresns moaydur Ha
9KpaHe NpUrjalleHre Ha BBOJ MMEHH MOJIb30BaTelIsl KommbioTepa delta.

TELNET paboraet xopomo - 9Ta mporpaMma paspaboTaHa JaBHO U IPOBEpeHa roJlaMy NMPaKTHUECKOro MCI0Jb30BaHusl. JIOCTyI ¢ TOMOIIBIo
TELNET 0OBYHO HE 3aBHCHT OT HCIHOJB3yeMOM Ha KJIMEHTCKOW MammuHe omnepanuoHHoN cuctembl. Hampumvep ximeHt TELNET moxer
HCTIOJIb30BaThesl Ha KommbioTepe VAX/VMS, a cepep MoxeT paborats B cpeae UNIX System V.

8.2 FTP

[Ipotokon nepepaun ¢aiinos FTP cronb ke ctap, kak TELNET, u Takxe ucnonsdyer TCP. Pabora ¢ FTP noxoxa Ha ceancsl TELNET u
OTJIMYAETCS], IPEXKAE BCEro, UCTOJb3yeMBIM HAOOPOM KOMaH], KOTOPBIH CreNHaIn3UpOBaH UMEHHO JUis (paliyIoBBIX onepaunuii (KomupoBaHHe
¢haiiioB ¢ OJHOrO KOMIBIOTEPA HA APYroif).

8.3 rsh

Remote shell (rsh num remsh) siBnsieTcst ogHol U3 cepuu ypaan ennbix komang UNIX (nanpumep, komanja konupoBanust UNIX - cp umeer
YAAJEHHBI aHaJIor - rcp, KoMaHaa who - umeet ananor rwho u 1. 1.).

Komanpp! r* paboTatot npexje Bcero Mexy cucremamu UNIX 1 npejtHa3HaueHs! [J1s1 OpraHM3aIi B3aMMOAEHCTBHS MEXKJLy AOBEPSIOMIMHI
Ipyr apyry (trusted) xocramu. Mcronb3oBaHye TakUX KOMaHJ HECKOJIBKO CHHKAeT yPOBEHb O€30ITIaCHOCTH, HO obecrieunBaeT Maccy yaoocTs
IS TTOJTb30BATEJNEH.

Jlns BeimosiHeHUst koMauapl cc file.c (TpaHcsiuus nporpamMel C) Ha yJaleHHOM KOMIIbIOTepe AOCTaTOYHO BBeCcTH KoMaHny rsh delta cc
file.c. Iy kommpoBanus ¢aiina file.c Ha kKommbioTep delta mpocto HaGepuTte rep file.c delta; nist Bxoga B cuctemy delta cirykuT KomaHzaa
rlogin delta u T. 1.

8.4 NFS

CereBas ¢aitnoBas cuctema NFS, paspabotannass Sun Microsystems Inc, ucronssyer nporoxos UDP, u ouenp ynoOHa [jisi MOHTUPOBaHHUSI
¢aitnoeeix cuctem UNIX Ha MHOXeCTBe KOMIBIOTEpOB. Be3fiMckoBble cTaHIMK MOTYT paboTaTh ¢ AUCKaMH cepBepa (Kak OyATO 9TO JMCK
JIaHHOM cTaHUuM). Basa maHHBIX, XpaHsmascs Ha KoMmnbioTepe alpha, MOXeT UCTIONB30BAThCSI ¢ KOMIIbIOTEpa beta, eciu aityioBast cucTemMa
CMOHTHPOBaHa Ha 9TOM KOMIIbIOTEPE.

HcnonpsoBanne NFS cymecTBeHHO NOBBINIAET ceTeBOM TpaduK M Ha MemyieHHBIX KaHaimax NFS moxer He obecneunmBath TpeOyemoit
MPOM3BOAUTEIBHOCTH, HO MPEUMYILECTBA MCIIOJIB30BAHHS JUCKOB Uepe3 CeTh Bce PaBHO JOCTATOUYHO BeJkH. Kimentst NFS peannsoBatbl B
siape UNIX, uTo 103BOJISIeT BCeM MPUIIOKEHUSIM HCTIOJIb30BaTh pasfiesbl NFS Kak JIoKaibHbe JUCKH KOMIIbIOTEpa.

8.5 SNMP

ITpotokon SNMP (Simple Network Management Protocol - npocToii mpoTokos ynpasiieHus ceTblo) ucnoybsyer UDP u npennasHaueH jjist
OpraHu3alldy YNpaBJE€HUs] CEeThI0 C LEHTPAJbHOH KOHcoJM. OueBHWAHO, UTO MpPU HAJIMYUMM JOCTaTOYHOro oObeMa HHQOpManuu
aJIMUHUCTPATOPY Tpolle OOHAPYXUTh M PENIMTh BOSHUKAIOIIUE B CETU MpobieMbl. KOHCOMb aqMUHUCTpaTOpa HCHOB3yeT poTokos SNMP
Uit cOopa JaHHBIX OT Apyrux ycrpoiictB cetu. SNMP ompenenser ¢dopMaTbl JaHHBIX, OCTaBJsisl BOINPOCH HMX HMHTEpPHpETalMU Ha
YCMOTPEHHUE YNpPaBJISIOWEeN CTAHIMHY U aJMUHUCTPATOpa CETH.

8.6 X-Window

OxonHast cucteMa X Window wHcmosnp3yeT OgHOMMEHHBIN MpoTokos moBepx TCP mns opraHmszanyu rpadpuuecKod OKOHHOM Cpefbl Ha
padounx cranmusx. X Window mnpezacraBiseT coOoii MHOro OoJiblle, HEXENW MPOCTO CUCTEMY BBIBOAA OKOH Ha 9KpaH - 9TO ILienas
¢rocodust opraHU3aIyH MOJIb30BATENBCKUX HHTEP(DENCOB.

9. JononHumenwbHas uHghopmayus
B aTo KpaTKO€ PYKOBOACTBO BKJIIOUEHA JIMIIb MU3EpHas 4aCTb I/IHCI)OpMaL[I/II/I 0 TeXHoJIoruu internet. B JaHHOM naparpacpe NMEPEYUCIICHBI
BOIPOCHI, TOHUMaHHE KOTOPbIX MO3BOJIUT NEPEHTH Ha OoJiee BHICOKMI YPOBEHb TEM UMTATEJISIM, KOTOPbIE 9TOT'0 MOKEJAIoT.

¢ Komanpl afMUHUCTPUPOBAHUSL: arp, route, netstat

¢ ARP: nocTosiHHBIE OOBEKTHI, MyOJIMKYyeMble OOBEKTH, YCTapeBIKe 00bEKTH, MOJCTAHOBKH (spoofing)
¢ Tabymma MapmpyTusanyy IP: XoCT, HCIOb3yeMBblil 0 YMOJIYAHHIO IUTI03, TIOACETH

¢ [P: Bpems ku3HM MakeToB, pparmentanus, ICMP

¢ RIP, netnu B mapmpyTH3auuu

& cucreMa qoMeHHBIX uMeH DNS
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11. Cesizu ¢ dpyeumu RFC

OTOT HOKYMEHT sIBJIsSIeTCsI y4eOHBIM; OH He 3a MeHsieT U He o0 HoBiisieT npyrue RFC.

12. Bonpockl 6e3onacHocmu

ITpu ucnoss3oBanuu crexa npotokojioB TCP/IP BO3HMKaOT BONpPOCHI, CBSI3aHHBIE ¢ 0e30MacHOCTbIO. HekoTopble CUMTAalOT 9TH BONPOCHI
BaXHEUINMMH, NPYrUe MPOCTO UTHOPUPYIOT UX - BCE 3aBHCUT OT TpeOOBaHMI CUCTEMBI M TIOAXO0/]a aIMUHHUCTPATOPA.

B 3TOM JJOKyMeHTe BOIPOCH 0e30IaCHOCTH HE pacCMaTpPHBAIOTCS], HO €CJIM BBl XOTUTE Y3HATb 00JIble 0 GE30MacHOCTH MPOTOKOJIOB, HAUHUTE
¢ mofIcTaHOBOK apecoB (ARP-spoofing) u npoutute nmaparpag ” Bonpocs 6esonacnoctu” B RFC 1122°,
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