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Pe3rome

[JaHHbIA  JOKYMEHT OMWCLIBAET METOAMKY oOnpeaeneHnss maximum transmission unit
(MTU) Ha npousBonbHOM MapuupyTe B Internet. OH onpepensieT HebonblMe N3MEHEHNS
AN MapLpyTu3aTopoB, reHepupylowmx oanH tun ICMP coobuleHuit. Ans MapLupyTa,
MpO/EeraloLero Yepes MapLIpyTM3aTop, KOTOPbI He 6bll U3MEHEH, MOXET MeToaMKa
MO>XET BblaBaTb He BepHoe 3HaveHne MTU.

BbnarogapHocTu

STO AOKYMeHT siBnsieTcs npoayktom IETF MTU Discovery Working Group.

MexaHu3M, NpeanoXeHHbI 3aeck 6bln NepBOHaYvanbHO npeanoxeH xedoM Kynepom
(Geoff Cooper) [2], KOTOpbIVi B ABYX KOPOTKMUX ab3aLiax M3MoXui BCE OCHOBHbIE WUAEW,
notpeboBaBLuMe OT paboyen rpynnbl MecsiLes paboTol.

1 BBepeHue.

Koraa oamH IP xocT uMeeT 60/blUoi 06bEM AaHHbIX, KOTOpble TpebyeTcs OThnpaBuTb
APYroMy XOCTy, TO AaHHble nepeparoTcs Kak cepumn IP gatarpamm. XenatenbHo, 4TobbI
JatarpamMmbl 6bIIM  MakcMManbHOrO pasmepa, He Tpebytowero dparMeHTauMmM M Ha
OOHOM M3 Y4YaCTKOB MaplipyTa OT OTMNpaBuTeNsl K rnofydatento. [aHHbii pa3mep
JatarpamMmbl ganee ynommHaetcsl kak Path MTU (PMTU), n paBeH HaMMeHblUEMY M3
MTU, ncrnonb3yeMbiX Ha Kaxzaom xore MapuwpyTta. HegoctaTkoM IP aBnseTca oTcytcTeune
CTaHAApTHOro MexaHnsMa ans onpegenexdms PMTU Ha NpoM3BO/IbHOM MapLupyTe.

3ameuaHue: Path MTU, aTto Toxe, uTo B [1] MMeHyeTcst kak «3ddekTnBHbIi MTU ansi
otnpasku» ("Effective MTU for sending" (EMTU_S).) PMTU accoummnpyetcs c
MapLLUPYTOM, KOTOPbI ABAseTcs cneumduyeckoin kombuHaumeli IP agpecoB oTnpaBuTens
W nosly4atenst u BO3MOXHO TUMoM obcnyxumeaHusl Type-of-service (TOS).

B cywecTBytowen npaktuke [1] ncnonb3yetcst MeHbllee U3 576 n MTU ans nepBoro xona
B kauectBe PMTU ansa noboro agpecata, KOTOPbIM HE MOAKMOUYEH K TOW Xe CETU WK
NoACeTU, YTO U UCTOYHMK. BO MHOrMX criyyasx pesynbTaToM SBASETCS WUCMOoJSIb30BaHue
pa3MepoB AaTarpamM, MeHbLIMX, YeM He06X0AUMO, MOTOMY YTO B 6ONbLUMHCTBE CyYaes
MapwpyTbl uMeroT PMTU 6onbliee, Yyem 576. XOCT, NocCbaloWmMi faTarpaMMbl HAMHOMO
MeHblune, 4yem PMTU HanpacHo TpatuT pecypcbl Internet u BO3MOXHO AocTuraet
MpOM3BOAMTENBHOCTY, 6/IM3KOM K OMTUManbHOM. KpoMe Toro, cywlecTsytowas npakTvka
He nNpeaoTBpaLLaeT NOSHOCTLI0 dhparMeHTaUmMIo AaTarpaMM, Tak Kak CyLLeCTBYIOT TpaKThl
nepegayn ¢ PMTU MeHbwNM, YeMm 576.

OxupaeTtcs, yTo Byaywme npoTOKOsbI MapwpyTusaumm 6yayT cnocobHbl NpeaocTaBnsiTb
TOYHYl0 MHdopMaumio o PMTU B npeaenax cBoei 061acTv MapLupyTM3auumn, BO3SMOXKHO
32 UCK/IOYEHNEM MHOMOYPOBHEBbIX MapLUPYTU3MPYIOWMX MepapXusix. He NoHATHO, Ha
CKONIbKO CKOPO OHW CTaHyT AOCTYMHbI, TaK YTO B TEYEHWE CredylowmnX HECKObKUX NeT
Internet Hypgaetca B NpOCTOM MexaHu3Me onpedenedus PMTU 6e3 nepepacxopa
pecypcoB M A0 TOro, Kak BCe XOCTbl M MapLUpyTM3aTopbl 6yayT MOAEPHM3NPOBaHSI.

2 KpaTtkuii 0630p npoTokona.

B 3TOM QOKyMeHTe Mbl OMNMUCbIBaEM TEXHWUKY, Mcnonb3ytowyo 6ut Don't Fragment (DF) B
3aronoBke IP patarpammbl ans  AMHaMudeckoro onpegeneHvs PMTU  mapuwpyTa.
OcHoBHast nges CocTtouT B TOM, UTO XOCT UCMNonb3yeT B kadectse PMTU 3HaveHne MTU
nepBoro xona Ans JAaHHOro MapupyTa. Bce patarpamMmbl OTAPaBAsOTCA  C
yCcTaHoBfneHHbIM ¢naroM DF. Ecnm kakas-To gatarpamma C/IMLWIKOM Benvka Ansl TOoro,
yTO6bI 6bITH OTNPABNEHHON OAHUM U3 MApLLPYTM3ATOPOB Aasblie 6e3 dhparMeHTaumu, To
[aHHbIA MapLUpyTU3aTop OTOpackiBaeT 3Ty AatarpamMmy M nocbinaet ICMP cooblueHne
Destination Unreachable ¢ kogom «fragmentation needed and DF set» [7]. MNMone Toro,
KaK XOCT nofyuyun Takoe coobleHne (B AaNbHEMWEM Ha3blBaeMoe <«aaTarpamma
CNMWKoM 6osbLuas»), XOCT yMeHbLIaeT 3HaveHne PMTU ans sToro mapupyTa.

MNpouecc onpegeneHns PMTU 3akaHuMBaeTCcs MOCne TOro, Kak XOoCcT oueHut PMTU
[AOCTAaTOYHO ManeHbKUM, Ans Toro Ytobbl OTNpaBnsATb AaTarpaMMbl 6e3 dparMeHTaumm.



XOCT MOXeT 3aKOHYMTb npouecc onpeaeneHns PMTU, npekpaTvB ycTaHaBnueaTb dnar
DF B 3aronoBke fJaTarpaMmbl. 3TO MOXET MPOM30MTM, HaMpuUMep, €Cin XOCT cYuTaeT
L0MYyCTUMbIM OTnpaBnAThb (pparMeHTUpoBaHHbIE fatarpamMmsl B [aHHbIX
obcTosiTensCcTBax. B HOpManbHbIX YCIOBUAX XOCT AO/MKEH OTMPaBNATb BCE AaTarpaMmbl C
yCTaHOBNEHHbLIM naroM DF, Tak 4TO ecnn MappyT uU3MeHuTCs U HoBbld PMTU cTaHeT
MeHbLUe, TO 3TO byaeT obHapy>xeHo.

K coxaneHuto, cooblieHre «aatarpamMmma CIMWKOM 6onblias», B TOM BUAE, B KakOM OHa
onpefeneHa B HacTosillee BpeMsl He coobuwaer MTU agns Toro xona, nepes KOTOPbIM
6blna OTOpoLUEHa AaTarpaMMa, SIBASIOLWAsICS CMIIKOM 60nblioi. Takum obpa3oM xocT
OTnpaBuTeNb  JatarpaMMbl TOYHO HE MOXET oOrpefenutb, Ha CKOJIbKO crneayet
YMEHbLWMT 3HaveHuss PMTU. Ytobbl mncnpaBuTb 3TO, Mbl MpeanaraeM WUCMNosib30BaTb
HeMcnosiblyemMoe rose B 3arofioBke CoobLieHns «aaTarpaMMma CMWKOM 6onbluas» ans
nepeHoca 3HadeHnss MTU pgns cnegytowero xona. 3TO e€AMHCTBEHHOe TpeboBaHue K
MapLpyTusaTopaM B noaaepXKKy onpegeneHns PMTU.

PMTU MOXeT W3MEHSITbC C TEYEHMEM BPEMEHW, M3-3@ W3MEHEHMN B TOMOMOrMU
MapLipyTusauum. YMeHblieHns PMTU  pgeTekTupyloTcd € MOMOLWb — coobLieHunst
«AaTarpamma C/iMLwKoM 60onbluas», 3a UCKIKOYeHNeM Tex Cly4aeB, Koraa XOCT NpeKkpaTu
ycTaHaBnmBaTb 6ut DF. YT0bblI AeTekTMpoBaThb yBenuueHne PMTU, XOCT nepuoanyecku
yBenuMuMBaeT 3HadeHne MTU. B O6onblUMHCTBE CNiydaeB pe3ynbTaToM  SIBASETCH
oTtbpacbiBaHVe aatarpaMmbl U OTNpaBka COObLIEHNs «aaTarpaMma CAUWKOM 6onbLuas»,
NMoTOMY YTO B 60/IbLUMHCTBE Cly4daeB 3HavyeHne PMTU He MeHsieTcs.

Tak Kak 3TOT MeXaHM3M MO CylWecTBY rapaHTUMPYeT, YTO XOCT He OyaeT nony4aTtb
HUKaKNX (PparMeHTOB JaTarpamMM OT XOCTa OCyLleCTBAsHowWero onpegenexduss PMTU, aTo
MOXET MoMoraTb BO B3aMMOAEMCTBUM XOCTOB, KOTOPbIE HE MOMyT MPOU3BOAUTL COHOPKY
(bparMeHTMpOBaHHbIX AaTarpamm.

3 Tpe6boBaHMA K XOCTY.

Korga xoct nonyyaeTr coobuieHne «gaTarpamMMma cnvwkoMm 6onblias», oH JOJDKEH
YMEHbLUNTb 3HadeHne PMTU B cootBeTctBMM C noneM Next-Hop MTU (cM. n.4). Mbl He
onpegensieM TOYHOE MOBEeAEHME XOCTa B 3TUX OOCTOSTENbCTBaX, Tak Kak pasfinyHble
NPUIOXEHUS MOryT MMETb pas3nnuyHble TpeboBaHUS W  pa3fMYHble apPXUTEKTYPHbIE
peanu3aumn MOryT UMETb pasfinyHbIe MNoJie3Hble CTpaTeruu.

Mbl TpebyeM, 4TObbl MOC/e Mony4YeHust cooblueHnsl «aaTarpaMMa C/MWKOM 6Gonbluas»
xoct OAOJDKEH nbitatbcd wu3beratb nosiBneHnss 60/bLIOMO0  KOJIMYECTBO  TaKMX
cooblLeHunin B BnvpkaiiieM 6yayLieM. XoCT MOXET WX NPeKpaTUTb YMEeHbLUaTh pa3Mepsl
fJaTarpamMM Wnun npekpatutb yCcTaHaenmeaTb ¢nar DF B 3aronoske gatarpaMM. MOHSATHO,
4yTO (hopMMpoBaTENb CTPAaTErMN MOXET NPOAOKaTh BbISIBNATbL COODLLEHNS «aaTarpaMma
CIVILLKOM 60nbllast», HO KaXI0E€ M3 3TUX COOo6LeHWUN (TaK e KakK M OTOpOLIEHHblE
JatarpamMmbl) noTpebnsaoT pecypcbl Internet, nostomy xoct OOJIKEH 3actaButb
npouecc onpeaenenns PMTU cxoauTbes.

XocT ucnonb3ytoulen onpeaenerHne MTU AOJDKEH pearvpoBatb Ha yMeHblueHne MTU
HaCTo/IbKO ObICTPO, HACKOMbKO 3TO BO3MOXHO. XocT MOXET onpeaenstb yBeluMdeHue
PMTU, HO Tak Kak 3T0 TpebyeT nocbinkuM patarpamMMm 6onblliero pasmepa, 4em
aencreytowmii PMTU, 1 notoMy 4yto PMTU BeposiTHEE BCEro He 6yAeT YBEIMUMBATLCS, TO
xoctT AOJDKEH penatb 3TO He odeHb 4acTo. [lonbiTKa AETEeKTUPOBaTb YBENIU4YeHue
PMTU (nocbinkon aaTarpaMmbl 60MbLIEr0 pa3Mepa, YeM AeWCTBYIOLEE 3HauYeHne PMTU)
HE AOJDKHA 6biTb paHblle, 4YeM uyepe3 5 MMHYT nocne nonyyeHus cooblyeHus
«AaTarpamma camwkom bonblias» Ans AaHHOMO aapecaTta, WM He paHblue YyeM yepes 1
MWUHYTY MOCNe TOro, Kak 6bl10 NpeanpuHATO nocnegHee ycnewHoe ysenuyenHne PMTU.
Mbl pEKOMEH/YEM YCTaHOBWUTb 3HAYeHUsi 3TUX TaliMEpPOB B ABa pasa 6orblle, YEM 3TU
MWHMMasIbHbIE 3Ha4YeHus (10 MUHYT ¥ 2 MUHYTbI COOTBETCTBEHHO).

Xoct pomkeH 6biTb crnocobeH paboTtaTtb € COOBWEHMAMM «aaTarpaMmma  C/IMLLIKOM
6onbluas» He cogepxawmmm nHgopmaunm 06 MTU Ha cneayrowem xore, B CBSI3U TeM,
YTO He BbIMOMHMMO BbIMOSHUTL MOAEPHU3AUMIO BCEX MapLlipyTu3atopoB Internet 3a
KOHeyHoe Bpems. CoobuleHust «paTarpaMMa CAMWLKOM  borbluasi»  OT  He
MOAEPHM3NPOBAHHOIO MapLupyTU3aTopa AO/HKHO OnpeaensitbCd Mo HaNMuMio Hyns B



(HoBoM) none Next-Hop MTU. (3toro Tpebyet cneundwmkaums npotokona ICMP [7] —
HeMcnosib3yemble NoNs A0/MKHbI ObITb 3anonHeHbl HynisiMKu). B pa3gene 5 Mbl 06cyxaaem
BO3MOXHble CTpaTerMmM QAnsi XoCTa, oOTpabaTbiBalolieMy cooblleHne «aatarpaMmma
CAVWKOM 6onbliasi» B CTapoM ctune (Nony4yeHHOM OT He MOAEPHM3NPOBAHHOrO
MapLLpyTM3aTopa).

Xoct HUKOIAA HE AOJDKEH npvHumaTh 3HavyeHne PMTU MeHbLue YyeM 68 OKTETOB.

Xoct HE AOJIKEH yBennumeaThb 3HayeHne PMTU B OTBET Ha coaepXmMMmoe coobLLeHus
«paTarpaMmMa CrmwkoM bonbluas». CooblieHne npepnonaratouwee ysenndeHve PMTU
ABNseTca NMbo cTapoi AaTarpaMmoi, nnasatoulen no Internet, NM6o hanblUMBbIA NAKET,
ABNSOWMINCA 4YacTbl0 aTakM Ha OTka3 B 06CNyXuBaHuWM, J5Mb6O pe3ynbTaToM
MHO>XEHOCTBEHHOCTM MapLUpyTOB A0 agpecarTa.

3.1 Onyns TCP MSS

XocT, npousBoasawwmit onpeaenenme PMTU gomkeH NpuaepX1BaTbCs npaBuia, YTto OH He
[JO/KEeH MocbinaTh Aatarpammbl 6onee 576 OKTETOB, €C/IM OH HE WMEeT pa3pelleHunst
nony4yatens Ha 370. nsg TCP coegnHeHUs 3TO 03HAYaeT, YTO XOCT He AO/MKEH NoCkbinaTthb
paatarpammbl 60onbliue YeM 40 OKTETOB M/OC MakCUMasibHbIM pasmep cermeHTta (Maximum
Segment Size-MSS) nocnaHHbIN ero NapTHEPOM.

3ameuaHune: TCP MSS onpeaeneH Kak AOMYyCTUMbIN pa3Mep AaTarpamMmbl MUMHYC 40 [9].
3HayeHne Mo YMON4YaHuio 576 OKTETOB Kak MaKcuMMalbHbil pa3Mep AaTarpaMMbl
onpegensieT pa3Mep no ymonyanuto gns TCP MSS B 536 okTeToB.

Pasnen 4.2.2.6 «TpeboBaHus ansa xocta Internet-koMMyHUKALUMOHHBIA YpOBEHb>» [1]
rOBOPUT:

HekoTopble peanuzauumn TCP, nocbinaoT onumio MSS ToNbKO ecnu XOoCT nony4vaTenb
noaktodeH K apyron nocetv. KoHeyHo, B uUenoM ypoBeHb TCP MOXET He WMETb
COOTBETCTBYIOLLEN  MHDOPMaUMM ANl MPUHATAS  3TOFO  pEeLleHWsl, TakK  4To
npeanoyTUTENbHO OCTaBUTb YpoBHIO IP 3agady onpegeneHus noaxoaswero MTU ans
MapuipyTa.

dakTnyeckn, MHorne peanu3auum TCP Bcerga nocbinatoT onumo MSS, ogHako
yCTaHaBAMBalOT 3TO 3HayeHue B 536, ecnuM agpecaT He SBASETCS OKasbHbIM. JTO
nosegeHne 6bin0  MpaBwibHbIM, Korga WHTepHeT O6bln1 MOMOH  XOCTOB, HE
NPUAEPXMBABLUMXCS AAHHOrO MpaBwWia, YTO Adatarpammbl 6onbwe 576 OKTETOB He
[OSKHbI OTNPaBnsATbCS Ha HENOKanbHble KOMMblOTepbl. Tenepb, koraa 60MbWMHCTBO
XOCTOB CfneayloT 3TOMy npasuny, orpaHudeHue onumm TCP MSS He gBnsetcd
HeobxoaAnMbIM.

KpoMe TOro, BbIMOMHEHWE 3TOr0 MpaBWia AefaeT HeCrnocobHbiM MexaHu3M PMTU
Discovery onpegensats PMTU 6onee 576, Tak uto xocTbl 6onblwe AOJIKHbI ymewats
3HauyeHne, nocbllaeMoe B onuunm  MSS. 3HauyeHne MSS AomMKHO 6biTb Ha 40 6aiT
MeHblle, uYeM pa3Mep camol 60nblION AaTarpamMMbl, KOTOPYKO XOCT CrocobeH nepe
cobpatb (MSS_R, kak onpegeneHo B [1]). Bo MHorux cnyyasix 6yaetr uMeTb MecTo
ApXUTEKTYpHOE orpaHnyeHme B 65495 (65535-40). XocT MOXeT nocbinatb 3HadeHne MSS
nony4yeHHoe m3 MTU NpUCOEAMHEHHOW CETWU; 3TO HE AOHKHO BbI3bIBaTb MPO6MEMbI C
PMTU Discovery.

3amevaHue: B HacTosiee BpeMs Mbl HE BUAMM HUKaKMX MPUYUH nockiiaTe MSS 6onblue,
YeM MakcuManbHbli MTU NpucoeaMHEHHOW CETU, U Mbl HE PEKOMEH/IYEM UCMO/b30BaTh
65495. BecbMa BO3MOXHO, UTO HEKOTOpblE peanu3aumm IP MMeloT OWMbKM CO 3HAKOBbLIM
6UTOM, UTO AeNaeT onacHbIM UCMONb30BaHME Takoro 60sbLoro MSS.

4 Cneumdukaumsa MapLipyTusaTopa.

Korga mapLupyTnsaTop He MOXeT nepecnaTb AaTarpaMMmy, NnoToMy YTO OHa MpeBblaeT
pa3mMepbl MTU Ha cregyloweMm Xxone M y Hee B 3arofloBke ycTaHoBneH 6ut Don't
Fragment, oH pgomkeH O6yaeT BbICNaTb MCTOYHWMKY gaTtarpamMmbl ICMP  coobuieHne
«AfpecaT HefoCTWXKuMMm» C KogoM, obo3HavalowmMm «TpebyeTca dparMeHTauus wu
yctaHoBneH dnar DF». Ona noaaepxku TexHuku Path MTU Discovery, onucbiBaemon B



[JaHHOM fokyMeHTe, MapuwpyTtuzatop AOJDKEH BctaButh 3HaveHne MTU ceTM Ha
cnepytowem xone B Mnaawuve 16 6ut nons ICMP 3arofnioBka, KOTOPOE MOMEYEHO Kak

HENCnosb3yeMoe.
0 1 2 3
| | | |
Type =3 Code =4 Checksum
He ncnosnbayetcsa = 0 Next - Hop MTU

IP 3aronoBok + 64 6uTa gaHHbIX UICXOQHOW AaTarpaMMmbl

3HadeHune, KoTopoe HeceT none Next-Hop MTU 3To:

Pasmep B okTeTax camoi 60/blUOM AaTarpaMMbl, KOTOpasi MOXET 6biTb OTMpaBieHa no
nyTW OpUrMHaNbLHONM AaTarpamMmbl, 6e3 cparMeHTauuM Ha 3TOM MapLipyTusaTope. Pasmep
BkntoyaeT IP 3aronosok v IP gaHHble U He BKIOYAET HMU3KOYPOBHEBLIE 3ar0fI0BKU.

STO none HUKoraa He 6yaeT coaepxkaTb 3HAYEHNE MeHbLUE YeM 68, MOTOMY UYTO KaXKablii
MapLUpYTM3aTOp «A0/MKEH OblTb CMocobeH OTMpaBnsTb AaTarpaMMbl AMHHOM No 68
okTeToB 6e3 pparmeHTaumm» [8].

5 O6paboTka coobLeHnit B CTapoM CTUJIe HA XOCTe

B 3ToM pasgene Mbl BbIAENMM HECKOMbKO BO3MOXHbIX CTpaTerMin Ans Xocra,
noJsiyyaroLyero coobuieHne «partarpamma C/IULLKOM 6onbLas» oT He
mMoancMUMpPOBaHHOrO MaplupyTm3atopa (T.e. ¢ HyneBbiM nonem Next-Hop MTU). 3toT
pasfen He ABNSEeTCa YacTbio ONUcaHue rNpoToKona.

Camas npocTast Bellb, KOTOPYIO MOXET caenaTh XOCT B OTBET Ha Takoe cooblueHne — 370
NnpeKkpaTuUTb yCTaHoBKYy 6uta DF un npuHsATb, 4To 310 PMTU paBHO Tekywemy PMTU wnnm
576, B 3aBUCMMOCTM OT TOro, YTO MeHbLUe. Takum 06pa3oM, XOCT BO3BPALLAETCS K TOMY
e camoMmy PMTU, kak 3TO pJenaetcs B Tekywel npaktvke (cMm. pasgen 3.3.3.
«PekomeHgaummn gnst xoctoB Internet-kOMMyHMKaLMOHHbIE YpoBHM» [1]). 3Ta cTpaTterus
UMeeT MpenMyLLECTBO, TaK Kak OHa OTpabaTblBaeT ObICTPO, UYTO AENAET ee He XyXe, YeM
TaM Ta, YTO MCMONb3YEeTCs B CyllecTByloWei npaktnke. OHa He paboTaeT, ogHako, Ans
npeaoTepalleHns hparMeHTaumMm B HEKOTOPbIX CrlyyasX, u gaet Hambonee addekTmeHoe
NCMOosIb30BaHME YTUAN3AUMK B APYrvX Cly4asix.

bonee cnoxHble cTpaTterM <«uwlyT» TOYHYIO oueHKy PMTU, nocbinag nakeTbl pa3HOro
pa3Mepa C YCTaHOBMIEHHbIM 6uTOM DF. Xopoluei nouckoBol CTpaTerneil MoXHO Ha3BaTb
Ty CTpaTeruio, KoTopas MnonyyaeT TO4YHyl oueHky PMTU npu ManoMm Konuyectse
NOTEPSHHLIX MAaKeTOB B MpoLecce noucka.

HekoTopble cTpaTern NpUMEHSIIOT anropuTMUUYEcKne yHKUMKM K npeablayllein oueHke
PMTU gns Toro 4tobbl Nonyuntb crieaytowyto oueHky PMTU. Hanpumep, ctapast oueHka
PMTU MoxeT 6bITb YMHOXEHA Ha KOHCTaHTY (ckaxeM, 0.75). Mbl HE pekomeHayeMm ux;
OHM CXOAATCA C/INLWIKOM A0SIF0 U MOryT HEAOOLEHUTb NpaBuibHOE 3HadeHne PMTU.

Bonee cnoxHbiM noaxoa AenaTb GUHApHBLIM MOWCK MO pasMepy naketa. OH cxoauTcs
HECKOJIbKO BbICTpPEe, XOTs Bce elle TpebyeTcs 4-5 waroB Ans Toro 4ytobbl NepenTu oT
FDDI MTU k Ethernet MTU. Cepbe3Hblii HEOCTAaTOK COCTOMT B TOM, YTO TpebyeTtcs
CNOXHasl peanusauusi anroputMa MHAUKALMKW 3aHMKEHUSI Tekyllen oueHkn PMTU. Mol
TaK )& He PEKOMEH/IyeM MOJb30BaThCsA 3TOW CTpaTeruen.

MosiBMNack oAHa CTpaTerns, Kotopas paboTaeT, KaXeTcsa, BecbMa Xopolluo. OHa cTapTyer
c 0630pa 3HauyeHWl, KOTOpble MPaKTUYECKU B OTHOCWUTENIbHO HEBONBILOM KOMMYECTBe



ncrnonb3ytotca B Internet. Takum o6pasoM, BMeCTO TOro, 4To6bl Cnenyt MNpoBOAUTb
MOUCK Cpean NPOM3BOJIbHO BbiOpaHHbIX 3HAYEHWUIA, Mbl MOXEM UCKaTb TOSIbKO Cpeaun TeX,
KOTOpble AENCTBUTESILHO MOFYT MCMoJib30BaThbCs. Bonee Toro, Tak Kak y pa3paboTymkoB
NpoCNeXuBaeTca TeHaeHUuss Bblbupatb MTU  nogobHbiMM  nyTSMKM,  BO3MOXHO
HaKoMn/IeHWe rpynn NoxXoXux 3HadyeHnii MTU M MCnonb30BaTb HAaMMEHbLUIEE 3HAYEHUE B
rpynne Kak Hawe nouckoBoe «nnato». (MOHATHO, YTO Nyylle HeAOOLUEHUTb 3HaveHue
MTU Ha HEeCKOJIbKO MPOLEHTOB, YEM NEPEOLIEHNTb €ro Ha OAMH OKTET).

B pa3sgene 7, Mbl onucbiBaeM, Kak Mbl NpUWK K Tabnunue penpeseHTaTnBHbIX niato MTU
(representative MTU plateaus) ans wcnonb3oBaHus npu oueHke MTU. CxognMocTb C
3TOM Tabnuuel Takas e Xopoluasi, Kak 6UHApHbIA MOWCK B CAaMOM XYZLUEM Ciy4yae U
HaMHOro nydwe B 06bIMHOM cnydae (Hanpumep, TpebyeTcs TONbKO ABa Wwara Ans
nepexoaa ot FDDI MTU k Ethernet MTU).

JMobasa nouckoBas cTpaterns AO/MKHa MMETb HEKOTOPYH «NaMsaATb» O MpeablayLmx
oueHkax, u4Tobbl aenaTb cregytowme. OAMH MOAXOA [AO/MKEH MCMONb30BaTh OLEHKM
PMTU, KawuMpoBaHHble B HacTosee BpeMsi, HO aKTuyeckn nydwe uHbOopMaums,
nosy4yeHHass u3 cooblieHns «gatarpamMma cnmwkoMm 6onblas». Bce ICMP coobieHuns
«afpecaT HeAoCTyreH» coaep)kaT, BKoYash yroMsiHyToe, IP 3aronoBoK OpuriHanibHOM
fAaTarpamMMbl, KoTopasi 6bina CMIWKOM Benunka Ans nepegaudn 6e3 dparMeHTaummn. Tak
kak none Total Length MoxeT 6biTb MeHblle, YeM Tekywiee PMTU, HO, TeM HE MeHee,
6onblwe, 4eMm daktuyeckoe PMTU, TO 3TO MOXET NOCAY>XWUTb BXOAHBIMW AaHHbIMM
MeToAy, NPoM3BoAsLEMY CleayoLwyto oueHky PMTU.

3aMeyaHue: MapLupyTU3aTopbl, OCHOBaHHble Ha 4.2BSD Unix, NocCbinaloT HenpasuibHOe
3HaueHus nons Total Length opuruHanbHOM AaTarpamMMbl. 3HAYeHWE, MOChblIaeMoe
3TUMM MapLIpyTU3aTopaMu, SIBNSIETC CYMMOM opurvHanbHoro nons Total Length wu
Header Length (BblpaxxeHHOe B OKTeTax). Tak KaK XOCT MOXET MOJyyYuTb TaKoe
coobuleHne «gatarpamMMa C/MILIKOM Gonbluas», 3Hasl, YTo AaTarpamma 6bina nonydeHa
OT OAHOro M3 TakMX MapLlpyTM3aTOpoB, XOCT [O/MKeH 6blTb KoHCepBaTuBeH. Ecnu
BO3BpalleHHoe none Total Length He MeHblwe, yYeM Tekywas oueHka PMTU, To OHO
[OJIKHO 6blTb YMEHbLUEHO A0 YeTBEPTU 3Ha4YeHus1 nons Header Length.

CrpaTtervio, KOTOPYtO Mbl pekoMeHAyeM, COCTOMT B TOM, 4TObbl WCMNOAbL30BaTb
cneayowyto oueHky PMTU kak Hanbonbluee OCHOBHOE 3HauYeHUE, KOTOPOE MEHbLUE, YEM
TO, 4TO BO3Bpawaetcs B none Total Length (McnpaeBneHHoe, ecnn Heobxoammo, B
COOTBETCTBMW C 3aMEYaHMEM BbILLE).

6 Peanunsauyus xocra.

OTOT pa3gen ocyxgaeT peanusaumio PMTU Discovery B nmporpaMMHOM obecneyeHunn
X0CTa. 370 - He cneundukaums, a ckopee Habop NpeasIoKeHUN.

Pasgen paccmaTpuBaeT crefytoLime Bonpoch:

- Kakoi ypoBeHb Unn ypoBHM BKJIIOYAlOT B cebs peanusaumtio PMTU Discovery;
- T'pe nHdopmaums PMTU 6yaeT kawmposaHa?

- Kak ycrapeswasi PMTU nHdopmMaumsa byaeT yaansatbcs?

- YTO DOMKHBI AenaTb TPaHCMOPTHbIV YPOBEHb Y BEPXHUE YPOBHU?

6.1 Nepapxnyeckoe npegcrasB/ieHne

B apxutektype npoTtokona IP pelweHve o0 TOM, KakoW JomkeH ObiTb pasmep
OTNPaBNSEMOro nakeTa NpouM3BOAMTCS NPOTOKONaMM, HaXOASALWMMUCS Ha YPOBHE Bbille
ypoBHsi IP. Mbl 6yaeM HasbiBaTb Takue MPOTOKOSbI MPOTOKONAMW MakeTUpOBaHWS.
MpoTOKOMblI  MAKETUPOBAHMS  OObIYHO  SBASKOTCA  TPAHCMOPTHLIMW  MPOTOKONAMU
(Hanpumep TCP), HO OHM MOrYT 6bITb NPOTOKOMAMM 60Nee BbICOKOro YPOBHS (HanpuMmep,
NPOTOKOJS1bl NOCTPOEHHbIE noBepx UDP).



Peanuzauma PMTU Discovery Ha ypOBHe MpPOTOKOSIOB MNaKeTUpOBaHUS ynpoLuaeT
pelleHne HEKOTOPbIX MEXYPOBHEBbIX MpobneM, HO WMMEET HECKOSIbKO HEeAOCTaTKOB:
peanusaums BO3MOXHO [o/mkHa 6yaeT nepegenaHa  Aans  KaXkaoro  peannsaumu
NPOTOKOSA, 3TO YC/IOXHMT COBMECTHOE MCMonb30oBaHWe WHdopmaumn PMTU mMexay
pasHbIMW YPOBHAMW MNAKETUPOBAHMA U COCTOSIHME OPUEHTMPOBAHHOE Ha COeAWHEHME,
noaaepXXMBaeMoe HEKOTOPbIMU YPOBHSAMU MakeTUPOBaHWS MOryT C TPYAOM paclUMpAaTbCS
Ans coxpaHeHust nHgopmaumm PMTU Ha anutenbHble Nepuoasbl.

Mo 3TOM NPUYMHE MbI MOSIAaraeM, yYTo ypoBeHb IP AomkeH XpaHUTb MHGopMaumio PMTU u
yto ypoBeHb ICMP pomkeH ob6pabaTtbiBaTh COOOLEHUS «AaTarpaMMa  CMLLKOM
6onbluas». YpoBHM MaKeTUMPOBAHUS AOSMHKHbI OCTaBaTbCs CMOCOOHLIMM pearMpoBaThb Ha
n3MeHeHuss PMTU, namMeHeHneM pa3mepa AatarpamMM, KOTOpble OHW MOCbIIAOT N AOSKHbI
6bITb CNOCOOHBI OnpefenuTb Te AaTarpaMMbl, KOTOPblE MOCMaHbl C YCTAaHOBNEHHBIM
dnarom DF. Mbl He x0TuM, 4TObbI ypoBeHb IP mpocTto yctaHosun DF 6uUT B Kaxaom
nakeTe, Tak KaKk BO3MOXHO, YTO YPOBEHb MaKeTUPOBaHMS, BO3MOXHO npunoxeHne UDP
BHe aapa, HecnocobHO M3MEHUTb 3TOT pa3Mep AaTarpamMbl. [pOTOKOSbI, BOBEYEHHbIE
BO BHYTPEHHIOIO (pparMeHTauumio, Nyckan He 3neraHTHble, 6blBAlOT MHOMAA YCMELHbIMM
(NFS 6yget nepBbiM MpMMEPOM) U Mbl HE XOTUM HapyLatb ux paboTy.

Ansa noaaep)XKn nepapxmyeckoro NpeacTaBneHusi, NPOTOKOMbl NAaKeETUPOBaHUS TPedytoT
paclumpeHust cepsumca IP onucaHHoro B [1]:

Cnocob M3y4YeHust U3MeHeHu B 3HaveHun MMS_S ("maximum send transport-message
size") 310 BbluMTaHne n3 PMTU MuMHMManbHoro pasmepa IP 3aronoBka.

6.2 CoxpaHeHune nHgpopmaymnn PMTU

B obuwemM, ypoBeHb IP gomkeH accoummpoBaTb Kaxgoe 3HadeHne PMTU, koTopoe 6bi10
UM NOMydeHO, C onpegeneHHbiM nyteMm. [lyTb wnAeHTUDUUMPYETCS C  afapecoM
OTNpaBuTeNs, agpecoM nosnyyartens um TunoMm cepeuca IP. (HekoTopble peanusaumm He
3anuncbIBalOT afapec MCTOYHWKA, 3TO MPUMEHMMO ANl XOCTOB C OAHMM WHTepdeincoM,
KOTOpbIE MMEIT TONbKO OANH BO3MOXHbIN agpec oTnpaBuTens).

3aMevaHue: HekoTopble nNyTM MoryT 6biTb [Janee OTAWYEHbl MO Pas3/INYHbLIM
Knaccudmkaumam  3awuTel. [eTanu Takux kKnaccudukauuMi He paccMaTpuBaloTcs B
AAHHOM [OKYMEHTe.

OuyeBnaHOE MECTO NSt XpaHeHWsl 3TOW accoumaummn - none B Tabnvue MapLipyTM3auuu.
XocTt He 6yaeT nMeTb MaplipyTa Ans 1boro BO3MOXHOIo agpecaTta, Ho oH byaeT uMeTb
BO3MOXHOCTb K3LIMPOBATb MapLUPYT Ha XOCT ANS KaXXAoro akTMBHOrO agpecaTa. (3710
TpeboBaHne yxe Hanaraerca HeobxoammocTb obpabatbiBate ICMP coobuweHns no
nepeHanpasneHumn).

Koraa nepsbiii NakeT MOCMaH Ha XOCT M OTCYTCTBYET MapLUpyT Ha xocT (per-host route),
TO MapWwpyT BbibupaeTcs u MappyToB Ha ceTb (per-network routes) mnu u3 Habopa
MaplpyToB Mo yMmonyaHuio. [lMons PMTU B 3TMx MapwpyTax AO/MKHbl  ObITb
WHMLMANN3MpoBaHbl 3HadyeHneM MTU gns nepBoro xona M He AOMKHbl M3MEHSITbCS B
npouecce onpegenenns PMTU. (Mpu onpegeneHnn PMTU co3aatlotcs unmM U3MEHSIKTCS
MapwpyTbl Ha XOcT). [Jo TOro, Kak nosyyeHo cooblieHne «patarpaMMma C/IULIKOM
6onbluas» 3HavyeHue, COOTBETCTBYIOLLEE M3HAYabHO BbIOPAaHHOMY MapLUpyTy, SIBNSEeTCS
TOYHbIM.

Mocne Toro kak nonyyeHo cooblueHne «gaTarpamMma cnmwkom 6onbluas», yposeHb ICMP
onpeaensieT HoByto oueHKy PMTU (nnu 13 HeHyneBoro 3HayeHnns MTU cneaytowero xona
WM C NMOMOLLbIO METOAOB, OMMCaHHbIX pasgene 5). Ecnv MappyT Ha XOCT Anst 3TOro
MyTW He CYLLECTBYET, TO OH co3aaetcs (Mo4YTv Kak npu obpaboTtke ICMP Redirect; HOBbII
MapLUpyT MCMOMb3YET TOT XKE MapLUPyTM3aTop, Kak U TeKywwwmin MappyT). Ecnm oueHka
PMTU accoummpoBaHHas C MapLlUpyTOM Ha XOCT Bbllle, YeM HOBas OLeHKa, TO ee
3HaYEHME U3MEHSIETCS.

YpPOBHM NaKeTUpOBaHUS AO/MKHbI ObiTb U3BelWleHbl 06 yMeHbleHun PMTU. Jlioboii
ypOBeHb MakeTupoBaHus (Hanpumep, TCP coeavHeHwe) KOTOpbIA akTUBHO WUCMOSb3yeT
NyTb, LO/MKEH 6bITb YBEAOMIEH 06 yMeHbLUeHUN oueHkM PMTU.



3ameyaHune: korga cooblieHne «gatarpaMMa CAvILKOM 6onbluas» COAEPXWUT 3aronoBOK
WCXOAHOW AaTarpaMMbl, KOTOpbIN ccbinaetcsa Ha UDP nakeT ypoBeHb TCP pormkeH 6biTb
yBEAOMIIEH, ecnv Ntoboe M3 3TUX COeANHEHWIN UCMONb3YET 3TOT MyTb.

Take, MpPOTOKOS, KOTOPbIA Mocnan AatarpamMMy, Bbi3BaBLUYIO MOSIBIEHME COODOLLEHUS
«aaTarpaMmma cnuwkom 6onbluas», AomkeH 6biTb YBeAOMIIEH, UTO 3Ta AaTarpaMmma 6biia
oTbpolweHa, gaxe ecnn oueHka PMTU He u3aMeHunacb, Tak 4Tobbl OH MOr BbI3BaTb
MOBTOPHYIO OTNPaBKy OTOPOLIEHHOW AaTarpamMbl.

3aMeyaHue: MexaHu3M yBeAOMSIeHMst AOo/mkeH OblTb  aHanormyeH MexaHusmy,
MCnonb3yeMoMy Ansi NpeaocTaBneHust yBegomnernmin ICMP Source Quench. B HEKOTOpbIX
peanu3aumax (Takmx Kak CUCTEMbI, MOCTPOEHHbIE Ha OcHOBe BSD 4.2) cyluecTByoLWmi
MEXaHW3M YBeAOMNEHWM He crnocobeH uaeHTMdDMUMpoBaTb BoBeYeHHoe TCP
coeavHeHne, YTo TpebyeT HannMums AONONHUTENbHOMO MEXaHN3Ma.

B kauecTBe anbTepHaTUBbI, peannsaums MoXeT nm3beraTb UCMOIb30BaHUS aCUHXPOHHOMO
MexaHm3Ma yBedomneHust o6 ymeHblieHun  PMTU, oTknagbiBasi yBedoOM/IEHME [0
cneaylowen nonbiTkM MocnaTe AaTarpamMMmy 6osnbliee, YeM oueHka PMTU. lMpu Takom
noaxoge, koraa caenaHa nonbiTka NMOCJ/IATb gaTtarpamMMy € yCTaHOBMIEHHbIM 6uTOM DF, 1
JatarpamMma 6onblue yem oueHka PMTU, dyHkumsa SEND gomkHa 3akoH4UMTbCS cboem u
BEPHYTb COOTBETCTBYIOLMI MpPU3HAK OLWIMOEKM.  ITOT Mnoaxod MOXET 6biTb 6onee
noaxoaswmM Ans YpoBHSI MAKeTUpoBaHus 6e3 yCTaHOBNeHMs coeanHeHns (Kakme Kak
UDP), KOTOpbIi1 (B HEKOTOPbIX peanusauunsx) TpyaHO «yBeAOMAsTb» OT ypoBHs ICMP. B
3TOM CJlyyae, ObblYHble MEXaHM3Mbl, OCHOBaHHbIE Ha TanMayTaX, WMCMOoJib30Banuch 6bl,
4YTO6bI BOCCTAHOBUTL OTOPOLLEHHbIE AaTarPaMMbl.

Ba)HO MOHSATb, UYTO YBEAOMJIEHME YPOBHEW MAKETMPOBAHWUS, WCMOMb3YHOLWMX MyTb ANS
n3MeHeHust PMTU, oTniM4aeTcss OT YBEAOMIEHUS CheumdUYHbIX YPOBHEN, O TOM, YTO
naket 6bin oTbpoweH. MocnegHee AOMKHO ObITb CAENaHO TOMBbKO MpakTuyecku (T.e.
ACMHXPOHHO C TOYKM 3pEHMs] YPOBHSI MAKETUPOBaHMS), B TO BPeMS KaK MepBoe MOXeT
6blITb OTCPOYEHO A0 TOMO MOMEHTa, Korga YpoBeHb MakeTMpoBaHus OyaeT co3faBaTb
naket. NoBTOpHas nepeaaya AoMKHa 6blTb cAenaHa TobKO ANs TeX NakeToB, O KOTOPbIX
W3BECTHO, YTO OHM OTOpPOLUEHbI, HA YTO yKa3blBaeT CoobLieHne «aatarpamMMma CrIMLLKOM
6onbLas».

6.3 Yaanenne ycrapeswies nHgpopmaynn PMTU.

CeTeBast TOMOMOTUS ABMSIETCS AMHAMUMYECKOM, MapLUpyTbl MEHSIIOTCS YEPE3 HEKOTOpOe
BpeMsi. PMTU, o6Hapy»XeHHbIN Ans AaHHOrOo agpecaTta MOXET ObiTb HEMpaBWUEH, ecnn
HauMHaEeT MCMOSb30BaTbC HOBLIM MapuwpyT. TakuMm obpasoMm, PMTU uHdbopMaums,
K3LLMpyeMas XOCTOM, yCTapeBaeT.

CeTeBasi TOMosIOMMA SIBNSIETCS AMHAMMUYECKOM, MapLUPYTbl MEHSIOTCS Yepe3 HEKOTOpoe
BpeMsi. PMTU, o6Hapy»XeHHbI Ans AaHHOro agpecaTta MOXET ObiTb HEMpaBUEH, eCnn
HauMHaEeT MCMO/b30BaTbC HOBLIM MapuwpyT. TakuMm obpasoMm, PMTU uHdbopMaums,
K3LLIMpyeMasi XOCTOM, yCTapeBaeT.

3aMevaHune: peanu3auMsl  OO/DKHA  MNpedoCTaBsTb  CpPeactsa AN U3MEHEHWs
AJMTENbHOCTU TalMayTa, BK/OYasi YCTaHOBKY Ha «bHeckoHeyHocTb». Hanpumep, xocT
noAk/oYeHHbIn K cet FDDI, koTopas B CBOWO odepenb noaknoveHa kK Internet uepes
MeJIEHHYIO MOCNEefoBaTENbHYIO JIMHUIO HUKOMAA He HayHeT npouecc orpeaeneHust
HOBOro HesnokanbHoro MTU, Tak 4To eMy He MpUAETCS CTanKmBaTbCa C OTOPOLUEHHbIMM
JaTtarpamMMaMu kaxkable 10 MUHYT.

BerHVIl‘;I YPOBEHb HE AO/MKEH NeEpeaaBaTb AaTarpaMMbl B OTBET Ha YBEJIMYEHNE OLIEHKN
PMTU, Tak Kak 3TO MOBblLLIEHNE HUKOrJa He BbI30BET OT6paCbIBaHMe AaTarpamm.

OavH 13 MoaxofoB K peanu3aumu crtapeHuss PMTU ato gobaeneHne mnonsi BpeMEHHOM
MeTKu B Tabnuuy mMapLipytusaumm. 3T0 Nosae UHULMANN3MpyeTCcs «3ape3epBMpOBaHHbIM»
3HaYeHMEM, MOKa3bIBaOLLIMM, YTO 3TO 3HayeHMe PMTU HMKoOraa He M3MeHsNoch. Beskuii
pa3, korga 3HadeHme PMTU 6b110 yMeHbLEHO B OTBET Ha coobuleHus «gatarpamma
cnvwkoM 6osblias» BpeMeHHas MeTKa YCTaHaB/IMBAETCS Ha TeKyllee Bpems.



Cnycta MuHyTy, YynpaensieMass TalMMepoM npoueaypa npobexutT no Tabnuue
MapLUpyTM3aLMU U AN KaXXA0oro MaplupyTa 3HayeHWe BPEMEHHOM METKM, KOTOpPOro He
ABNSAETCA «PE3EPBHLIM» U BOSIbLLE YEM 3HAYEHNe TakMayTa:

- YcraHoBuT 3HayeHne PMTU pa3Hoe 3HadeHntio PMTU Ha nepBoM xone.

- N3BeCcTUT ypoBeHb MaKeTUpPOBaHWUS, MCI'IOJ'II:3Yl0IJJ,Mﬁ [aHHbI MapupyT 06
YBENNYEHUN.

OueHka PMTU MOXET mMcye3HyTb M3 Tabnuubl MapwpyTyM3aumy, ecin MapupyT Ha XOCT
6b11 yaaneH n3 Tabnuubl; 3TO MOXET C/TyunTbCs B OTBET Ha coobuweHne ICMP Redirect
WSIM NOTOMY, YTO HEKOTOPbIE AEMOHbI MapLIPYTHOW Tabnuubl YAANaoT CTapble MapLupyThl
rMocfe HECKONbKMX MUHYT. TakKe, Ha XOCTaxX MMEKLWMX HECKONbKO WHTEpGENCoB
N3MEHEHMSI TOMOMOTMN MOXET BbiTh PeE3yNbTaTOM MCMOJIb30BaHMSl PasHbIX MHTEpPdENCOoB.
Korga aTo cny4daetcs, €ecivM ypoBeHb MAKeTMpOBaHMS HE OMoBELLeH, TorAa MOXeT
NPOJIO/HKUTLCA  MUCMOJIb30BaHME K3LIMPOBAHHBLIX 3HaveHuin PMTU, koTopble Tenepb
cnvwkoM Manbl. OAHO pelleHne CcocToMT B TOM, 4Tobbl YBEAOMAATb YPOBEHb
MakeTUpoBaHMsl O BO3MOXHOM W3MEHEHMM 3HayeHuss PMTU, BCskMi pas, Kkorga
coobLleHMe O MepeHanpaBfeHNM BbI3bIBAET M3MEHEHME MapLUpyTa W BCSKWUI pas, korga
MapLIpyT NPOCTO yAasneH u3 Tabavupbl MapLpyTusaumm.

3ameuvaHue: 6onee CrnoXHble MeTOAbl ANS OMNpefeneHusl yBenmdeHns 3HadeHns PMTU
onucaHbl B pa3gene 7.1.

6.4 [fevicreuss yposHs TCP.

YposeHb TCP pomxeH oTcnexuBaTb 3HadeHne PMTU ans agpecaTta, OH He AO/MKeH
nocbinaTth AatarpamMMbl pa3mepoM 6onbwe PMTU. MpocTas peanu3aums MOXeT y3HaBaTb
3TO 3HauyeHune y ypoBHsi IP (ucnonb3ys mHTepdeiic GET_MAXSIZES onucaHHbili B [1])
KaXk[bl1 pa3, KOraa CO3/Ia€T CErMeHT, HO 3TO 6bifo 6bl He addekTnBHO. KpoMme Toro,
peanusaumm TCP, KOTOpble WCMONAb3YIT anropuTM MeasIeHHOro crapta [4] 06bl4HO
BbIYACNAIOT WM K3LWMPYIOT HECKONbKO 3HAYEeHWN, MofyyYeHHbIX u3 PMTU.MoxeT 6biTb
npoLLe nony4nTb aCMHXPOHHOE yBedOMSIeHWe, NoslydeHHoe npu naMeHeHun PMTU, Tak,
4YTOb6bI 3TN NepeMeHHble Mornn 6biTb MOANMMDULIMPOBAHbI.

Peanuzaumn TCP gomkHbI Tak e COXpaHsATb 3HavyeHue MSS (KoTopoe Mo YMOI4YaHwuto
paBHO 536), U He NocbinaTb cerMeHTbl 6onblue 3Toro MSS, He 3aBucnuMo ot PMTU.

B peanusaumsix ocHOBaHHbIXx Ha BSD 4.x 310 Tpebyer aobaBneHus AONOSHUTENLHOIO
nons B 3anucb coctosaHusa TCP.

HakoHeu, korga nonyyeHo cooblleHve  «aaTarpamma  CAMWKOM  Bonbluas»,
roapasyMeBaeTcsl, 4YTO JaTarpaMMa Obifla OTOpOLUIEHA MapLUpPyTM3aTOpPOM, KOTOPbIN
nocnan 3To coobuieHre. [lJoctaTouHo 06paboTaTh 3TO Kak N06oM Apyro OT6POLLEHHbIN
CEerMeHT M XAaTb, MOKa TallMep MOBTOPHOM Mnepefayn He WUCTeyeT, 4Tobbl BbI3BaTb
NMOBTOPHYIO nepeaady cermeHTa. Ecnu npouecc onpeaenenns PMTU TpebyeT HECKObKO
LaroB Ansl NpaBW/IbHOM oueHkM PMTU, 3TO MOXET 3adepXkaTb COeAMHEHWE BO MHOro
pas.

C Opyroii CTOpOHbI, MOBTOpHasi nepedada Morna 6biTb caenaHa B HEMocpeacTBEHHOM
OTBETE Ha yBEAOMJIEHME O TOM, U4TO 3HayeHume PMTU 6bio0 M3MEHEHO, HO TOMbKO ANsl
ONpPeAeneHHoro MoAK/OYEHNS, YKa3aHHOrO B COODOLEHMM «aaTarpaMMma  CJIULLKOM
6onbluas». Pasmep gatarpaMmMbl UCMOMb3YEMbIN MPU NOBTOPHOW nepeaayve A0SKeH 6biTb,
KOHEYHO, He 6onbllie YeM HoBbln PMTU.

3ameuanne: HEJIb3S1 noBTOPHO NepeaaTb B OTBET Ha Ka)xaoe cooblleHust «aatarpaMmMa
CNIMWKOM 605blUas», Tak Kak BbIOpOC CErMEHTOB C 3aBblUEHHLIMW pa3MepaMn NpuBeaeT
K HECKOSIbKMM MOBTOPHBLIM MepefadaM Tex e camblX AaHHbIX. Ecnn HoBas oueHka PMTU
BCE elle He BepHa, NpoLecc MOBTOPUTCS, YTO MpPUBEAET K 3KCMOHEHUMANbHOMY pOCTY
yncna oTnpaBAeHHbIX JINWHUX CErMEHTOB.

3T0 03HauyaeT, 4YTo ypoBeHb TCP gomkeH 6biTb cnocobeH pacno3HaTb Korga coobueHune
«JaTarpaMMa C/IMLIKOM 6osbLias» AeNCTBUTENbHO yYMeHbluaeT PMTU, koTopbii yXe 6bin
NCMonb3oBaH ANs OTMpaBKM daTarpaMM Ha [AAHHOM COeAMHEHMM W 4YTO  HYXHO
WUrHOPUPOBATb ApYrve yBeAOM/EHUSI.



CoBpeMeHHble peanu3auum TCP UCMONAb3ylOT anropuTMbl «MEANIEHHOro CTapTa» MU
«MpeaoTBpalleHns  ckonneHuid»  («congestion  avoidance») ans  yBenudeHus
acpdekTMBHOCTM paboTbl. [4]. B oTAnuMe OT MNOBTOPHOM nepeaayu, BbI3BaHHOW
MCTEYEHMEM TaliMepoOM TOBTOPHOM nepedayu, NOBTOpPHas Mepedadya, Bbl3BaHHas
coobuleHnemM «patarpamMma CimMWwKoM 6onblias» He AO0/MKHA MEHSTb OKHO HAKOMIeHus
(congestion window). 3TO AOMKHO, OAHAKO, BbI3bIBATb CpabaTbiBaHME MexaHW3Ma
MeANEeHHOro cTapTa (T.e. TOMbKO OAMH CErMeHT AO/MKEH ObiTb MOBTOPHO NepefaH, Nnoka
He NoATBEpPXAEHNS He HAaYHYT NOCTYNaTb CHOBA).

SddekTnBHOCTE paboTel TCP MOXeET 6blTb yMEeHblleHa, €CIM MaKCMManbHOe OKHO
OTNpaBuUTeNs He KpaTHO MCMOoMb3yeMoMy pasMepy cermeHta (3TO He pa3Mep OKHa
HaKOMMeHWsl, KOTOpbIN Bcerfa SBMSETCS KpaTHbIM pa3Mepy cermeHTta). Bo MHormx
cuctemax, (Hanpumep, OCHOBaHHbIX Ha BSD 4.2) pa3mep cermeHTta 0b6bl4HO kpaTeH 1024
OKTeTaM, TaK 4TO Haanexawiue OTHOWEHUs YCTaBATCa Mo  yMonyaHuuio. Ecnn
ucnonbdyerca onpegeneHme PMTU, TO KOHEYHO pa3Mep CEerMeHTa MOXET He ObITb
KpaTeH nocbinaeMoMy npocTpaHcTBy (may not be a submultiple of the send space) u oH
MOXET U3MEHATLCS B NMepuos CyLeCcTBOBaHUS COeAMHEHUs; 3TO O3HA4YaeT, YTO YpPOBEHb
TCP MOXeT 6blTb HYXAAETCS B M3MEHEHMM pa3Mepa Nepedarollero okHa, korga PMTU
MEHSIET CBOe 3HayeHue. MaKcuMManbHbI pa3Mep OKHa JOo/mkeH ObiTb YCTaHOBIEH
paBHbIM HanbonblueMy KpaTHOMY pa3mepy cermeHta (PMTU - 40), 4TO AOMKHO 6biThb
MeHbLLe MIu paBHO pa3mepy bydepa npocTtpaHcTea otnpasutens (sender's buffer space
size).

Mpouecc onpeaenexHns PMTU He aoskeH BO3AeNCTBOBaTb Ha 3HaUYeHWeE, OTMpaBAsSiEMOE Y
onumm MSS, NOTOMY 4UTO 3TO 3HAYEHWE WUCMOSb3YETCS Ha APYroM KOHLE COeAuHeHus,
KOTOPOE MOXET MCMO/b30BaTbh HECBA3aHHOE 3Ha4YeHne PMTU.

6.5 [Ipo6nempl 4na Apyrux TPaHCIOPTHBIX MPOTOKOJIOB.

HekoTopble TpaHCnopTHble npoTokonbl (Takne kak ISO TP4 [3]) He no3sonsioT
nepenakeTupoBaHue (repacketize) Bo BpeMsi MOBTOpPHOM OTMpaBku. TO €CTb, AOKHA
6bITb caenaHa nonbiTKa Mepedady gaTarpaMmMbl  OMpeAeneHHOro pasmepa U ee
COLAEPXMMOE He MOXET OblTb pa3buTo Ha MasieHbKMe pAaTarpaMmmbl Ans NMOBTOPHOE
nepegaun. B Takom cnyyae, opuruHanbHas AatarpaMma  Ao/mkHa 6biTb MOBTOPHO
nepegaHa 6e3 ycraHoBneHHoro 6uta DF, no3sonsiowero ¢gparMeHTMpoBaTh AaTarpaMmMy
npu HeobxoauMocTn ans Toro, 4YTtobbl AOCTMYL afpecaTa. [locneaylowme aatarpaMMel,
Korfa OHW MepeaatoTcsl B NePBbIN pa3, A0/MKHbI 6biTb He 6onbliue, YeM PMTU 1 AOMKHBI
WMETb YCTAHOBJIEHHbIN 6UT DF.

Sun Network File System (NFS) ucnonb3yeTr npoTOKON Bbi30Ba YAaJIEHHbIX Npoueayp
(Remote Procedure Call - (RPC) protocol) [11], BO MHOrMX cny4asx MOCbINAoLWmMM
[AaTtarpammbl, KOTOpble AOSKHbI 6biTb (DparMEHTUPOBaHbLI a)ke Ha MepBOM xore. 3To
MOXET yNAyuwuTb 3DPEKTUBHOCTL PaboTbl C HEKOTOPbIX CyyasiX, HO Kak W3BECTHO
BbI3bIBAET NPOBSEMBI C HAAEXHOCTBIO U NMPOM3BOAMTENIbHOCTBIO, OCOBEHHO KOrAa KIUEHT
W cepBep pasaeneHbl MaplLpyTM3aToOpaMu.

Mbl pekoMeHayeM MCMonb30BaTb MexaHusM onpegeneHus PMTU B peanusaumsix NFS
BCAKMWA pa3, korga B mpouecc obMeHa BOBMEYeHbl MapLipyTu3aTopbl. BOMbWMHCTBO
peanu3aumii  NSF  no3BonaloT u3MeHsTb pa3Mep RPC  patarpamMbl BO  BpeMms
MOHTMpOBaHMsa (mount-time) (KocBeHHO u3MeHss 3hdekTUBHLIM  pa3mep 6noka
(balnnoBol cucTeMbl) HO MOryT TpeboBaTb HEKOTOPbIX MoAMMUKALMA AN NMOAAEPXKKM
M3MEHEHWI B JarnbHeWLueM.

TakxKe, MOCKOSIbKY OAMHOYHbIE onepaumm NFS Ha MoryT 6biTb pasdbuTbl Ha HECKOMbKO
UDP paTtarpamMM, HekoTopoe onepauuu (nmpexae BCero Te, KOTOpble OnepupyloT C
uMeHamu GannoB M AUpeEKTopuit) TPebyloT MUHWMAaNbHOrO pa3Mepa AaTarpamMbl,
KOTOpbIN MOXeT 6biTb 6onblie, yem PMTU. Peanusaumm NFS He AOMKHbI yMEHbLUATh
pasMep AaTarpaMM HMKe 3TOro nopora, Aaxe ecnm MexaHu3M ornpegeneHns PMTU
npeanaraetT MeHbllee 3HayeHue. (KoHeyHo, B 3TOM ciyyae patarpamMMbl HE AOSDKHbI
6bITb MOCNaHbI C YCTAaHOBMEHHbIM hnarom DF).



6.6 NHTEepgheric ynpassierHns.
Mbl npeanaraeM, 4Tobbl peanu3auus NpeaocTaBnsia Ans CUCTEMHbBIX YTUNUT MyTb:
- onpefensitb Ha kKakoM MapLupyTe 6yaeT BbIMOMHATLCS onpeaeneHe PMTU;
- M3MEeHsTb 3Ha4vyeHne PMTU, accoummpoBaHHOE C AaHHbIM MapLUPYyTOM.

dopMupoBaTesib MOXET 6biTb BbIMOSHEH MyTEM CBS3biBaHMS (hfiara ¢ MapLUpyTOM, Koraa
MaKeT nepeaaeTcs 4epe3 3TOT MaplpyT C YCTaHOBMEHHbIM naroM, ypoBeHb IP
oCcTaBnsieT 6uT DF CKMHYTbIM HE 3aBMCUMO OT TOro, YTO TpebyeT BEPXHUIA YPOBEHb.

9T 0CO6EHHOCTU MOryT WCMONb30BaThCA ANs paboTbl Yepe3 CeTb C aHOMasIbHOW
CUTYaUMeN unu peanusauneit NpoToKoIa MapLIpyTU3aLumM, KOTopbI CrocobeH nony4atb
3HayeHue PMTU.

Peanuzaummn [OMKHbI Takke NPeAoCTaBNsTb MyTb A/ U3MEHEHWs TarMmayTa CTapeHus
nHdopmaumm PMTU.

7 BeposTHble 3HauyeHusa ana PMTU.

ANropuTMbl, PeKOMeHAOBaHHble B pasgene 5 Ang «noucka» npoctpaHctBa PMTU
OCHOBaHbl Ha Tabnuue 3HayeHui, KoTopasl CTPOro OrpaHU4YMBaEeT NomcKkoBoe
NPOCTPaHCTBO. Mbl ONUCbIBAaeM 3aeCh Tabnuuy 3HavyeHuin PMTU, koTopble NpeacTaBnsioT
BCe NaBHble TEXHONOMNK, ncrnonb3yemole B Internet.

B Tabnuue 7-1, paHHble npeacTaBneHbl B Mopsigke  yMeHbleHus PMTU, n
CrpynnMpoBaHbl Tak, YTO Kaxabli Habop oamHakoBbiX MTU, accoummpoBaH C «MnaTo»,
paBHOMY HaumMeHbweMmy MTU B rpynne. Korga nnato npeacraensieT 6osblue OQHOMO
MTU, Tabnmua nokasblBaeT MakCMMasnbHOE OTKJIOHEHME B MPOLIEHTaX, CBA3aHHOE C 3TUM
nnarto.

Mbl HE OXXMAAEM, UTO 3HaYeHUs1 B Tabnuue, 0COBGEHHO ANs BEpXHUX yYpoBHe MTU, byayT
NpaBWbHLIMW BCErAa. 3HAYeHUs, Haxoaswmecs B Tabnuue SBASKTCA NPeaNoKeHUeM
ans paspabotunkoB, a HE cneundukaumeint nnm TpeboaHneM. PaspaboTumkui AOMKHbI
NCMOob30BaTb aKTyasibHble CCbiIKM Ans cbopa HabopoB MnaTo, 3TO BaXKHO, MOCKOSIbKY
Tabnmua He COAEPXWUT C/ULIKOM MHOrO 3HayeHWn WU No3ToMy npouecc noucka PMTU
MOXET TpaTUTb BNyCTyto pecypcbl Internet. [nsi KJMEHTOB, HE MMEKOWMX MCXOAHbIX
TEKCTOB OMNepaLMOHHbIX CUCTEM, pa3paboTunKm AOMKHbLI NPeaycMOTPEeTb YAOOHbI MeToa
obHoBneHns Tabnuu B M3 cuctemax (Hanpumep, B sagpax Unix, ocHOBaHHbIX Ha BSD,
Tabnmua MoXeT 6blTb U3MEHEHA C MOMOLLbIO HOBOM KOMaH bl «ioctl»).

3aMeyaHue: BO3MOXHO, SIBNIIETCS XOpoLWel uaeen [06aBUTb HECKOSIbKO 3HAYEHWU B
Tabnuuy paBHbIX ManbiM cteneHsm umcna 2 nmoc 40 (ana IP n TCP 3aronoBka), ecniu
TaKMX 3HAYEHWUI TaM He CYLLECTBYET, TaK KakK Ka)XeTCsl 3TO PE30HHbIA HENPOWU3BO/IbHbII
NyTb BbIbpaTb NPON3BOJIbHbLIE 3HAYEHMS.

STa TabnMua MOXET TalOKe COAEPXaTb 3amnucy ANS 3HAYEHUN HEMHOIO MEHbBLLUUX, YEM
6onblumMe cTeneHn 2, B 3ToM ciydae MTU onpeaeneHo OKoo 3TMX 3HayeHu (B 3TO
cnyvyae ans 3anucelt Tabnuubl nydwe 6biTb ManeHbKMMM, YeM BblTb 60MbLLIMMKM, MHAYE
cnegyloulee camoe ManeHbkoe nnato 6yget BelbpaHO BMECTO 3TOro).

7.1 Hanayyuwni criocob onpegennte yseamnyeHne PMTU.

Pazgen 6.3 npegnaraeTr peTekTMpoBaTb yBenunyenve PMTU nyTeM nepuoauMyeckoro
nosbieHns oueHkn PMTU go MTU Ha nepBoM xorie. BeposiTHee BcCero, 3ToT npouecc
6yneT npocTo «NepeornpeaenaTb» TeKyllylo oueHKy PMTU, UEHOM HECKOMbKMX
OTOpOLEHHbIX AaTarpamMM, MNO3TOMY 3TO HE AO/MKHO BbIMOHATLCS YacTo.

Jlyywmin noaxoa 3TO NEPUOAMYECKM MOBLIWATL oueHKy PMTU fgo cneaylollero camoro
BbICOKOro 3HayeHuss PMTU B Tabnuue nnato (unn go MTU Ha nepBoM Xxorne, eciiv OHO
MeHblue). Ecnn yBennmueHHoOro 3HayeHne He BEPHO, TO nepen TeM Kak byaeT HanaeHo
BEpHOe 3HaudeHue, GyaeT 3aTpayeHO BpeMs Mopsiika BPEMEHM MNPOXOXAEHUS NakeTa
Typa-obpatHo. Ecnn yBenuueHHoe 3HayeHue BCe elle CAMWKOM Mano, To 6onbluee
3Ha4yeHne byaet nonpoboBaHO HECKOJILKO MO3Xe.



MockonbKy MOXeT TpeboBaTbCsl HECKOMbKO Takux NepuodoB Ans  ObHapyXeHust
CYLLECTBEHHOIO YyBesnMyeHuss PMTU, Mbl pekoMeHAyeM 3TOT KOPOTKMIM TaiMayT
MCMONb30BACs MOCNE YBENMYEHUS OLEHKM, U Bonee ANMHHBLIN TaiMayT MCMonb30Bancs
nocre ee YyMeHblUeHWUs, Mpou3oweawero B pe3ynbTaTe MosyyYeHne coobLleHus
«paTarpaMMa CiMLLKOM 6onbluasi».

Tabn. 7-1: PacnpocTpaHeHHble MTU

Mnato | MTU KoMmmMeHTapui
65535 | 65535 OdumupmanbHbIn MakcumMym MTU
65535 Hyperchannel
32000 Ha Bcsikuin cnydai
17914 | 17914 16Mb IBM Token Ring
8166 8166 IEEE 802.4
4352 | 4464 IEEE 802.5 (4Mb max)
(1%) | 4352 FDDI (Revised)
2002 2048 Wideband Network
(2%) 2002 IEEE 802.5 (4Mb recommended)
1492 1536 Exp. Ethernet Nets
(3%) 1500 Ethernet Networks
1500 Point-to-Point (default)
1492 IEEE 802.3
1006 1006 SLIP
1006 ARPANET
508 576 X.25 Networks
(13%) | 544 DEC IP Portal
512 NETBIOS
508 IEEE 802/Source-Rt Bridge
508 ARCNET
296 296 Point-to-Point (low delay)
68 OdvmumanbHbIn MUHUMYM MTU

Hanpumep, nocne Toro kak oueHka PMTU 6bina yMeHblleHa, TaMayT AO/KEH 6biTb
yctaHoBneH B 10 MuH. locne TOro Kak 3TOT WMHTEpBan UCTeK U 6b10 NonpoboBaHO
bonbllee 3HA4YeHWe, TalMayT MOXET ObiTb YCTAHOB/IEH ropasao 6onee KOPOTKMMA
(ckaxkeM 2 MUHYTbI). H1 B KOEM criyyae TaMayT He A0SIKEH BbiTb KOpoUe, YeM BPEMS Ha
nepecobliky naketa Tyaa-obpaTtHo, ecn OHO U3BECTHO.

8 CoobpaxxeHns 6e30nacHOCTH

MexaHu3M PMTU penaeT BO3MOXHbIM ABa BMAa aTak Ha OTka3 B obcnyxuBaHuu, oba
OCHOBaHHble Ha MOCLUIKE JIOXKHbIX COOBLLEHNI «paTarpamMMa CAMLLKOM 6onbluas»
3/10HaMEPEHHON CTOPOHOMN.

B nepBoit aTake, anbluMBble COOBLIEHWUS <«AaTarpaMMa CAuILKOM  6onblias»
nokasblBaloT, 4Yto PMTU HaMHOrO MeHblle peanbHON. ITO He [AO/MKHO MOSIHOCTBIO
OCTaHOBWTb BECb TMOTOK JaHHbIX, MOCKO/IbKY aTaKyeMblll XOCT HuUKorga He 6yaet
ncrnonb3oBatb PMTU MeHblie abContoTHOrO MUHMMYMA, HO 8 OKTETOB AaHHbIX Ha OAHY
fAaTarpamMMmy 3ameansaT obMeH.

Bo BTOpoli artake anblumMBble COOBLIEHMS YKasbiBaloT PMTU 6onblunii, 4yeM B
peanbHOCTU. DTO MOXET Bbi3BaTb BpeMeHHylo 6nokagy, Tak Kak AatarpamMbl
nocbinaemMble aTakyeMbiM XOocToM 6yayT oTObpolieHbl OAHWMM M3 MapLipyTu3aTopos. B
TeyeHue OAHOro nepuofa, paBHOrO MO ASIMTENbHOCTW, BpeMeHu Heobxoaumomy Ans
nepecbUIKN NakeTa Tyaa-obpaTHO, XOCT byaeT ncnpaensatb owmbky (nosyyuns coobuieHne
«pjaTarpaMmMa CMWKOM 6onbluasi» OT 3TOro MapLlpyTu3aTopa). YacTtoe noBTOpeHNE 3TON
aTakun NpuBeaEeT K yBEMYEHWIO AaTarpamMm, KoTopble 6yayT oTbpoLLeHbl. XOCT, KOHEYHO,
He [O/MKEH MoBbiWwaTb oueHky PMTU, ocHOBbIBasicb Ha CoobWEeHMM «paaTarpaMma
CNMLLKOM 60onbluas», YTobbl He 6biITb NOABEP)KEHHBLIM AAHHOM aTake.

3n0HaMepeHHasl CTOpoHa Morna 6bl co3gaBaTb Npobnembl, ecnn 6bl MOrna OCTaHOBUTL
06paboTKy UCTUHHBIX COOBLLEHWNIA «aaTarpaMMa CAULWIKOM borbluasi», HO UMetoTcs 6onee
MPOCTbIE aTakK Ha 0TKa3 B 06CYXMBaHWM.
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