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3awmTa OT artak C NnogMeHOoM nopaAaKoBbIX HOMEpPOB

Defending Against Sequence Number Attacks

Cmamyc dokymeHma

OTOT HOKYMEHT SIBIsIETCS MH(GOPMAMOHHBEIM M HE COAEPXKHT KaKMX-THOO cTaHmapToB Internet. JIOKyMEHT MOXHO pacIpoCTpaHATH Oe3
OrpaHUYEHUH.

Te3suchbi

ATaky ¢ mogMeHoi mopsaakoBeIX HoMepoB TCP cranm pealbHOCTBIO M IIPEACTABISIOT AOCTaTOYHO cephe3Hyro ornacHocTh (CERT Advisory
CA-95:01"). He orBeprast cpeacTB KpunTorpadhuyeckoil ayreHTH(HUKAIMK, aBTOP JOKYMEHTa MPEIJiaracT BHECTH MPOCTHIC W3MEHEHHUS B
cyliecTByomue peanusanuu nporokona TCP, koTOpble CyIECTBEHHO YCIOXKHAT OpraHU3alUIo aTak ¢ IOAMEHOH NOpAIKOBBIX HOMEPOB.

O630p

B 1985 roxy Moppuc [1] onucan aTaky, OCHOBaHHYIO Ha IpeJCKa3aHUU MOPSIKOBBIX HOMEPOB IIPH OpraHu3aluy HOBbIX coequHenuit TCP
[2]. Ya3BuMOCTB MPOTOKOJIA U HEKOTOPBIX peann3aliii MO3BOJISET OPraHU30BaTh aTaKy Ha CEpPBEP C UCIOJIB30BAHHEM B KauecTBE ajpeca
ornpaButenss IP-agpeca HOBEpEeHHOrO XOCTa U IIOJHOCTBIO BBINOJHUTH 3-3TAallHYIO MPOLEAYPYy COINIACOBAHUS IIPU OpraHU3alUU
coenuHenuit TCP ¢ ucnionb3oBaHMEM NpeJICKa3aHHBIX MOPSAIKOBBIX HOMEPOB. il MOIy4YeHUs IONOJHUTENIBHBIX CBEACHUM O MOPSAKOBBIX
HOMEpax, UCIOIb3YEMBIX aTaKyeMBIM XOCTOM, C MOCISTHUM TaKkKe OpPraHU3yeTcsl peabHOe coequHeHue. [locime opraHm3anuy 0OMaHHOTO
COEIMHEHHMS aTaKyIOIIMI MOXKET BEIOIHATH KOMaH/bl Ha aTaKyeMoM cepBepe (hakTHYECKH OT UMEHH JOBEPEHHOTO XOCTa.

O4eBUIHO, YTO pEIICHHEM MPOOIEMBI MOXKET CIIYKUTh KpUnTorpadpudeckas ayreHTudukanus [3,4], omHaKO MOBCEMECTHOE pa3BepPTHIBAHHE
TaKoil CHCTEeMBI NOTpPeOyeT 3HAYUTENBHOrO BpeMeHH. CiemoBaTeNbHO, 1O pemIeHHus IpoOJeMbl MHOTHE XOCTBI, HCIIOJB3YIOIIHe
JIOBEPUTENIFHBIC OTHOIICHUS M ayTCHTU(HUKAINIO HA OCHOBE aIpecOB JUIS TAKMX MPHIOKEHUH, Kak rlogin u rsh, 1omKHBI OyAyT OrpaHUYHUTH
UCIIONB30BaHUE ITHUX NpHiokeHHH. K HecyacThio MMpOKOe paclpocTpaHEHHe MporpaMM HoaciymuBaHus U aHanm3a maketoB (CERT
Advisory CA-94:01%) nenaer ucnons3oBanue nporokona TELNET [5] Becbma omacHeiM. Takum obpasom, cersh Internet ocrtaercs 0e3
HaJIe)KHOTO M 0€30MacHOro MexaHH3Ma yJnaneHHoro noctyma (login).

B 3TOM nOKYyMeEHTe mpeasaraioTcs NpocThlie H3MEHEHHs peanu3auuii nporokona TCP, koTopble MO3BOIAT GIOKHPOBATH OOIBIIMHCTBO aTaK
C IIpeIcKa3aHueM MOPSAKOBBIX HOMEPOB. ATaKU HE YAACTCs IPEAOTBPATHTH COBCEM, HO BBIOIHUTH UX OyeT 3HAUUTENBHO CIIOXKHEH.

OnucaHue amaku

JInIst IOHUMaHUS CyTH aTak C MPeACKa3aHUEeM ITOPSIIKOBEIX HOMEPOB PACCMOTPHM IIPOLEAYPY 3-3TAIHOTO COTTIACOBAHMS IPU OpPTaHU3aIUH
coequuaenniit TCP [2]. [Ipenmonoxkum, 4To XOCT A XO4eT IOJKIIOUNTECS K cepBepy rsh Ha xocte B. B aTom citydae nepenaercst maker:

A->B: SYN, ISNa

Xoct A nepepaer naker ¢ ¢umarom SYN (CHHXpOHM3aIMsl TOPSIKOBBIX HOMEPOB) M CTapTOBBIM MOpsinkoBbIM HomepoM ISNa. Xoct B
nepenaeT B OTBET

B->A: SYN, ISNb, ACK (ISNa)

B nononnenue k nepegaue CBOEro cTapToOBOrO MOPSAKOBOTO HOMEpa XOcT B moaTBepkaaeT noaydyeHHbIH OT A MOpsAAKOBBIA HOMEpP. XOCT
A 3aBepIIaeT mpolexypy OpraHU3aliy COeIUHEHNS, IepeiaBas aKeT ¢ MOATBEPKACHIEM Ha4albHOTO IOPSIIKOBOTO HOMepa xocta B
A->B: ACK(ISNDb)

CrapToBble TNOPSAKOBBEIE HOMepa BEIOMpaloTcs Ooiee wiaM MeHee ciydaiiHo. Tounee roops, RFC 793 ykaswBaer, uro 32-GutoBOE
3HAYCHHE CUETYHKA CTAPTOBBIX HOMEPOB NOJDKHO YBEJINYUBATHCSA Ha 1 KaXXJbIC 4 MHUKPOCEKYH/BI. BwmecTo storo AAapa, NOCTPOCHHBIE Ha
ocHoBe Berkeley, yBenmuuBaroT cYeTINK KaKIYIO CEKYHIY HO MOCTOSHHOE 3HAYEHUE®, a TAKKe UCTIONB3YIOT JOMONHATEIBHOE YBEINICHHE
CTapTOBOTO HOMEpa Ha JPYryl0 KOHCTAHTY® MPHM OPraHM3alMi KaXIOro coeldHeHus. TakuM o6pa3soM, OpraHH30BaB COEIUHEHHE C

MaH.IPIHOﬁ, BBl MOXETE C BBHICOKOW TOYHOCTHIO IpeJcKasaThb CTapTOBBIﬁ HOpﬂIIKOBLIﬁ HOMEp sl CICAYHOIIECTo COCAUHCHUA. OcranbHoE —
JCJI0 TCXHUKU.

Arakyromuii XocT X CHadaina co3/laeT peaJbHOe COeTUHEHHE ¢ 00BEKTOM aTtaku B (ckaxxeM ¢ moptoM 3iekTpoHHOI noutsl win TCP echo).
DTO JaeT arakyromeMy HopsakoBbiid Homep ISND. 3arem atakyromuii XOCT HAaUWHAET MepeiaBaTh MAKEThl OT UMEHHU TOJICTABHOTO XOcTa A

Ax->B: SYN, ISNx

AX ucnonb3yercs st 0003HaUSHUS MTAKETOB OT X0cTa X, KOTOPBIA X04eT MPUKUHYTHCS XOcToM A. XocT B oTBeTUT Ha mosydeHHbI oT X
oOmanHBbIH 3anpoc SYN makeTom

B->A: SYN, ISNb', ACK(ISNx)

' Cwm. http://www.cert.org/advisories/CA-1995-01.html. ITpum. nepes.

2 Cwm. http://www.cert.org/advisories/CA-1994-01.html. /Tpum. nepes.
3 O06b1uHO 128. IIpum. nepes.

* O06b1uHO Ha 64. IIpum. nepes.
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aJIPECOBAHHBIM JIETUTUMHOMY XOCTY A, O KOTOPOM MbI MOrOBOPHM YyTh IMO3KE. X HE YBHUAUT ITOT IAKET, HO IIEPENACT aTaKyeMOMy
cepBepy maket

Ax->B: ACK(ISNb')

B KOTOPOM COJIEpPIKUTCS MpelcKa3aHHblid mopsiakoBeiii Homep ISNb. Ecnu npenckaszanue BepHO (a 00bIdHO 3TO Tak) cepBep rsh Ha xocte B
OyJeT qymMaTh, YTO C HUM COCAMHMIICS JISTUTUMHBIA XOCT A, XOTS MakeTsl (akTuuecku nepenaer xoct X. OTKIMKOB OT cepBepa XocT X He
6y11eT nojiydaTb, HO €MY U HE HY>XHbI OTKJIIMKH. 33)1anle aTaKUu ABJIACTCSA NMOAKIIOYEHUE K CEPBEPY AJIA BBINIOJIHEHUS HA HEM KOMaH/bI U
9Ta 33/1a4a YCIEIIHO PEIIeHa aTaKyIOLINM.

Ha camoMm nene mmeercsi oHa JOMOJHUTENbHAs TPYJHOCTb. ECIM XOCT A MONYYHT MakeT OT aTakyeMoro xocrta B, oH pemmt, uto B
MOATBEPKAACT MOJMYUYCHUE IAKeTa, KOTOPBI eMy He NepeaaBajcs M OTIPaBUT B OTBET cooliienue ¢ duarom RST, kotopoe mpuBener
paspeiBy coenuHeHus. CyIECTBYeT HECKOJIBKO CIIOCOOOB 00Xoz1a 3TOH CIOXKHOCTH. MOXHO [OXKIAaThCs, MOKa XOCT A HE YTPaTHUT
paboTocrocoOHOCTh (HampUMep, B pe3ysibTaTe aTaku Ha Hero). OfHako cyuiecTByeT 0ojiee MpOCToil U peasibHBIN Coco0 “3ariayIuTh” XOCT
A, OCHOBaHHBIIl Ha BeCbMa PaclpoCTpaHEeHHOi ommbke peann3anuu nporokosna TCP, koTopast onncaHa HIKe.

PeweHue npobnembi

CrapToBEIE HOMEpa Ul COCAMHEHHH BBHIOMpAIOTCS HE CIydaiiHO. BMecTo 3TOro HCHONB3yIOTCS alrOpUTMBL, MHUHHMH3HPYIOIINE
BEPOSITHOCTh BOCTIPHSTHS CTAPBIX MOPSAKOBBIX HOMEPOB I perHKapHaiuu coeaunenus [6, Appendix A]. bosxee toro, peanusauuu TCP,
cozmanHble Ha Oaze 4.2BSD, comepxar cnenmanbHBI KO, KOTOpPBIA 00pabaThiBaeT CHTYallMH, KOTJa CEpBEpHAas CTOPOHA COCTMHEHUS
ocraercsi B coctosHun TIMEWAIT [7, ctp. 945] mpu opranuzanuu HOBOTO coeiumHeHus. IIpocToil MeTo] MCHONb30BaHMS CIydYaiHBIX
HOMEPOB, TIPEIOKEHHBIN B cTaThe [8], B TaKMX Cllydasx He OyaeT paboTaTb.

OnHako BONPOCH! TyOJIMKAaTOB U, CJICOBATENbHO, OTPAHHYCHUE Ha CTApTOBBIC HOMEpa ISl peUHKAPHAIIMH COSTMHEHNST UMEIOT OTHOILCHUE
TONBKO K JaHHOMY coeauHeHHIo. T. €., MeXIy MOPSIKOBBIMH HOMEpaMM IJIsl Pa3IMYHBIX COEAMHEHHWH OTCYTCTBYeT CHHTaKCHYeCKas WIIN
ceMaHTH4ecKas CBs3b. MOXHO NpPeJOTBPATUTh IPe/ICKa3aHHe INOPSJKOBBIX HOMEPOB U CBSI3aHHBIE C 3TUM aTaku IIyTE€M HCIIOJIb30BAHUS
OTZIENIHOTO IMPOCTPAHCTBA MOPSAAKOBBIX HOMEPOB Ul KaXJOro KBapTeTa U3 aJpecoB M HOMEPOB MOPTOB OTMPABHUTENS M IOTydaTels.
BHyTpu Takoro noAmnpocTpaHCTBA MOPAAKOBBIE HOMEPA YBEJIMYUBAIOTCS COIVIACHO alrOPUTMY [2], 0JHAKO MEXIy CTapTOBBIMU HOMEpaMHU
B KQXX/IOM M3 MOAMPOCTPAHCTB HE CYLIECTBYET KaKHUX-JIHOO MPEICKa3yeMbIX CBA3CH.

OOBIYHBIHA cIIO0CO0 peaa3aliy TaKOT0 PEIISHUS] COCTOHT B MOJIep)KKe MHOPMAIIUH O COCTOSIHUM “‘yMEPIIHNX’~ COSIMHEHUI ¥ IPOCTEHIIINM
BapHaHTOM SIBJIIETCS W3MeHeHue auarpammbl coctostunii TCP Takum oOpa3om, 4ToOBI 00€ CTOPOHBI BCEX COCIUHEHMI MEPEeXOIUIH B
cocrossane TIMEWAIT. 3Otor cmoco6 Oymer paborarth, HO MOTpeOyeT OONBIIOTO pacxoia PecypcoB U XpaHEHHs HHGOpPMaIuU O
cocTosiHUAX. B3aMeH 3Toro mpejylaraercsi MCHOJIb30BaHUE MPEIJIOKEHHOIO B CTaHAApTe 4-MHKPOCEKyHIHOro TaiiMepa M M ycTaHOBKa
CTapTOBOTO HOMEpa C MOMOIIBIO (QPyHKIHN

ISN = M + F(localhost, localport, remotehost, remoteport).

Baxno obecrieunTh Takyio ¢GyHKIHMIO F, 3HaueHHe KOTOPOH HEBO3MOXKHO PACCUMTATh BHE CHCTEMBI, M TOTJa aTaKyIOIIUH HE CMOXET
MpeJCKa3bIBaTh CTAPTOBbIE HOMEpa HAa OCHOBE MOPSAKOBBIX HOMEPOB Jpyrux coeavHeHui. [Ipemmaraercst ucmnonb3oBaTh B KadecTBe F
KpUNTOrpauuecKyro X3HI-QYHKIHIO OT HICHTU(PHKATOpA COCTUHEHUS M HEKUX CEKPETHBIX MAaHHBIX. XOpPOLIMM pPELIEHHEM MOXKET
nocay)uth anropurM MDS5 [9], nockonbky KO peaiu3alyy 5TOro ajJroputMa JIErko JIOCTYNeH. B kauecTBe CeKpeTHBIX JaHHBIX MOXKET
UCIIONB30BaThesl citydaiiHoe 3HadeHue [10] winm komOMHauus crerudHYeckoro Ui XOcTa CeKpeTa W BPEMEHH 3arpy3KH OIepaliMOHHON
CHCTEMBI Ha X0cTe. Bpems 3arpy3ku BKIIOUSHO CHOZIA JUTS BHECCHHUS DJIEMEHTA CIy4aifHOCTH. MOXKHO BKIJIIOYATH B X3MI-(QYHKIUIO U APYyTHe
JaHHbIe (aJpec ¥ UMs XOCTa U T. I1.) - 3TO YIPOCTUT aJMUHUCTPUPOBAHUE, MO3BOJISISL HCIOJIB30BATh OOIINI CEKPET ISl BCEX XOCTOB CETH U
paszgenssi MPOCTPAHCTBO MOPSAKOBBIX HOMEPOB 3a CUYCT BHECCHHUS JIOTIOJHHUTENBHBIX MapamMeTpoB. PeKOMEHIyeTcs Ha TpaKTHKE
UCIOJIB30BAaTh BCE TPU DJIEMEHTA - CiIydyalHble 4HclIa OT JOCTYIMHOI'O B CHUCTEME T'eHepaTopa, aAMHHHMCTPATUBHO 3aJaBacMbli KIHOY
(cexper) u [P-agpeca XoCTOB. DTO CYNMIECTBEHHO OCIIOKHHT MPEACKa3aHUE TIOPSIKOBBIX HOMEPOB ISl KAXKIOTO XOCTa CETH.

OTMETHM, YTO CEKPETHBIN KU HE yIacTCs MPOCTO 3aMEHUTh Ha paboTaromieM KommbioTepe. [Ipu 3aMeHe Kiroda OyayT MEHSATBHCS
CTapTOBBIC MOPSIIKOBBIE HOMeEpa JJIsl peHMHKApHANWi coenuHeHus. J{ns Ge3omacHON 3aMeHBI Kiroya TpeOyeTcst coXpaHeHHe WHPOpMAIHH
00 “ymepmIux” COSTUHEHUSIX WIN OTCYTCTBUE aKTUBHOCTH B T€UEHHE JBYX CPOKOB xH3HU cermenTta TCP.

Owubka TCP

Kak ObUIO OTMEYEHO BBINIE IPH aTakax C HMCIOJIb30BAaHHWEM IIPEJICKAa3aHHBIX IMOPSIAKOBBIX HOMEPOB TpeOyeTcsl CHadaia ‘“‘3ariiymiuTh”’
JOBEPEHHBIH XOCT, afipec KOTOPOro OyJeT MCIONb30BaThCs B KAYECTBE MOACTABHOTO. PemuTh 3Ty 3a/jauy MOXHO pa3sHbIMH CIIOCOOaMH, HO
B OOJIBIIMHCTBE PEabHbBIX aTaK UCIOIb30BANACh OIIMOKA Peannu3aliu IPOTOKOIA.

[Ipu monyuennu nakeroB SYN ¢ 3ampocoM Ha coemuHEHHE cepBep co3naeT HoByio cTpykTypy TCB B cocrostHun SYN-RCVD. UtoGbI
n30exaTh mepepacxojia pecypcoB CHCTEMBI, IIOCTpOeHHbIe Ha ocHOBe 4.2BSD, momnepkuBaroT I KaXJ0r0 COSAMHEHUs OrpaHHMYCHHOE
yuciio TCB B coctostHun SYN-RCVD. TIlocne noctmkeHust 3amaHHOTO mopora HoBble makeTsl SYN OyayT oTOpachkIBaTbCsl B
MIPEANONIOKCHNH, YTO NHUIINATOP COSUHEHUS TIePEAacT 3aIpoc IIOBTOPHO.

IIpu nmonyuenun nakera cHavasna cienyer nposeputs Hanuuue TCB mis nannoro coenunenus. [Ipu orcyrcreun TCB siapo npocMaTpuBaer
"mabmousr"’ TCB, ucmonb3yeMbie cepBepaMu JUTsl BOCTIPUSTHSI COEAMHEHHH OT BCeX KIHEHTOB. K HECYacThi0 BO MHOTHX BapHaHTaX spa
9TOT KOJI HCIIOJIB3YETCSl JUISl BCEX BXOJSIIMX IAaKeTOB, a HE TOJbKO s cTapToBbix mnakeroB SYN. Ecmu ouepens SYN-RCVD nns
“mabnonapx” TCB 3amomHeHa, Bce HOBBIE MAKETHI JJSI JAHHOTO XOCTa M HOMeEpa IopTa OyAyT OTOpAachIBaThCS, JaKe €CIM OHH He
cozepxat ¢aara SYN.

J1st Toro, 4ToOBl 3ariyLIMTh XOCT aTaKymIIeMy JIO0CTaTOYHO NepeaaTbh HECKOJBKO necsaTKoB makeroB SYN B mopt rlogin ¢ pasinyHbIMU
HOMEpaMHU ITIOPTOB OTIIPABUTENSI OT HEKOr0 HECYIIECTBYIOIIETO0 XOocTa. JTO MpHBeAeT K 3anosHeHuio ouepenu SYN-RCVD u nakerst
SYN+ACK 0ynyT oTOpacsiBaThCs 110 IPHYUHE MIEPENOTHEHU. ATaka B 3TOM CIIydae MOKET ObITh OpraHH30BaHa Kak oOpaIieHus U3 ImopTa
rlogin noBeperHoro xocra. Otkmmknm (SYN+ACK) ot arakyemoro cepBepa OyayT NHpPHUXOAHMTH B IEPENOTHEHHYIO OdYepenb H
0oTOpachIBaThCsA. DTOr0 MOXKHO M30eXkaTh, ecinu IpoBepsaTh coctosHue ¢umara ACK, kKoTopblii HE MOXeT OBITh YCTAaHOBJIEH B IMaKeTax,
OTHOCSIIUXCS K JISTHTUMHBIM coerHEeHHsM. IIpy oOHapykeHHH Takoro ¢Jiara B OTBET JOJDKEH IepenaBaThes naker ¢ ¢uarom RST.

Bonpocbki 6e3onacHocmu

Ciry4aifHbIi BBIOOpP CTapTOBBIX IIOPSIKOBEIX HOMEPOB HE 3aMEHHUT Kpunrorpadguieckod ayTeHTH(uKanuu. B mydmem ciydae oH
00€CIIeUNT ITOJIOBHHYATOE PEIIeHNE POOIIEMBL.

> B opurunaie — wild card TCB. ITpum. nepes.
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HOHCJ’IyH_II/IBa}OHII/Iﬁ XOCT, KOTOpLIﬁ MOXKET BUJACTHb CTAPTOBBLIC NMOPSAAKOBBIE HOMCEpaA I COCHHHCHHﬁ, CHOCO6€H OIPEACINTL COCTOSIHUE
TMOPAAKOBBIX HOMEPOB M OPraHM30BATh aTaKy IIyTEM MEpEXBarTa COG,E[PIHGHI/IfI. O,I[HaKO, 3JIOYMBIIUICHHUK MOXET TaKX€ 3aXBaTbIBATh U
CyHICCTBYIOIIHEC COCANHCHUSA [11] HOCKOJII)Ky CMCIICHUE MCKIAY 06MaHHBIM U pC€aJbHbIM COCAWUHCHUEM OCTACTCs 60Hee WJIN MCHEC
TMOCTOSIHHBIM B TE€UCHHUE BPEMEHU JKU3HU CEKPECTHOI'O KIIHOYA, BAXXHO HE ATh 3JIOYMBIIUJICHHUKY BO3MO>XHOCTH NEPEXBATa TaKUX ITAKETOB.
TunuuHble aTaku KOTOPBIE MOTYT OBITH OpraHu30BaHbl Ha OCHOBE CKa3aHHOTIO, 6yIIyT BKJIIOYaTh NOJACIYIIMBAHUE W PA3JIMIHBIC aTaKu,
ONHMCaHHBIC B CTaThe [8].

Ecmm CHy‘{aﬁHbIe YHCJia UCIOJB3YIOTCA B KAYECTBE CAMHCTBEHHOI'O CEKPETa, OHU AOJIKHbBI COOTBCTCTBOBATH PECKOMEHIAIUAM [10]
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