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O6o0cob6neHHas nHchbopmauma DNS

Detached Domain Name System (DNS) Information

Crartyc 10KyMeHTa

B 3TOM JOKYMEHTE ONMUCHIBAETCS IKCIIEPUMEHTAIBHBIN POTOKOJ, TPEIIOKEHHbIH coo0miecTBy Internet. JIOKyMEHT HE COAEPKHUT KaKHX-
mbo crangaproB Internet. JIOKyMEHT CIIy)KMT MOpHIJTIANIEHHEM K JHCKYCCHH B IIEJISAX COBEPUICHCTBOBAHMS IPOTOKOJNA U MOMKET
PacipoCTpaHsAThCs 6€3 OrpaHUIEHH.

ABTOpCKHUeE MpaBa

Copyright (C) The Internet Society (1999). All Rights Reserved.

Te3suchbi

OnpeneneH CTaHAapTHBIA (GopMaT Juis npeactaBieHus obocobnenHoi (detached) wunpopmamuu DNS. Tlpenmosaraercs, uTo
NPeUIOKEeHHBIH GopMar OyAeT moie3eH Mpu XpaHeHHH nHMOpMaluH, moaydeHHoi o DNS, Bkiouast JaHHBIE CHCTEMbI 0E30IIaCHOCTH, B
CHCTeMax apXMBUPOBAHHS WM CUCTEMAX, HE TOIKIIOYEHHBIX K Internet.
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1. BeedeHue

Cucrema nomenssix uMern DNS (Domain Name System) mpeacTtaBisieT co00i PeITHIUPYEMYI0 HEPapXUYeCKyI0 paclpe/eieHHyo 0a3y
nmauabix [RFC 1034, 1035], xotopas MoxkeT o0ecrieunBaTh BHICOKHI ypOBEHBb NOCTYMHOCTH cepBrca. DNS Dta cucrema Ciry>KUT OCHOBOM
Uil ipeoOpa3oBaHuss UMEH XocToB Internet B agpeca, aBToMaTHdeckod Mapmpytuzanuu moutbl SMTP u peannsaunu apyrux 6a3oBbIX
¢yakuuit Internet. Cuctema DNS Opuma pacmmpena B coorBeTctBuM ¢ [RFC 2535] mns monmepkXkum XpaHEHHUsS OTKPBITBIX KITFOUEH
mmdposanust B DNS u obecniedeHuss BO3MOKHOCTH ayTeHTU(HKAIIMU JaHHBIX, MOJTy4eHHBIX depe3 DNS ¢ nomorsio nudpoBsIx noamnuceit
(cepTudukatos).

Cucrema DNS u3HauanpHO He ObUIAa MpeqHA3HAYCHA JUIS XPAHCHUS WH(OpMAIMH 3a MpelesiaMi aKTHBHBIX 30H M ayTeHTHYHBIX Mmaster-
(ailnoB, KOTOpBIE SIBISIIOTCS 4acThi0 NOAKIIOUCHHBIX DNS. O1HaKO BO3HHMKAIOT CHTYalUH, KOTAa TaKOe XpaHEHHE CTAHOBUTCS MOJIC3HBIM
(B 4aCTHOCTH ]ISl ApXUBUPOBAHHS JTAHHBIX CHCTEMbI 0€30MaCHOCTH).

2. Popmam obuwe20 Ha3Ha4YeHusi

dopmaT, Ucmonb3yeMblii 1 0o6ocobnerHoi nHpopmammn DNS, moxox Ha ¢opmat, mpUMeHseMblii B moakiaroueHHBIX DNS. OcHoBHOE
pa3iaudMe COCTOMT B TOM, YTO BJIEMEHTHI MOAKIIOUEeHHOH cucteMbl DNS (ecam oHM He SBISIOTCS YMOJHOMOUYEHHBIMH CEpBEpaMU NS
cofeprkamieii HHPOPMAIMIO 30HBI) IOJDKHBI YMEHbIIATh 3HaueHHe BpemeHH xu3HU (TTL) cBsa3annHoe ¢ kaxnoi 3amucbio RR (Resource
Record ) m otOpackiBaTh 3ammcu (BO3MOXHO ¢ 3ampocoM cBexedl kommu) ¢ TTL=0. B mpoTHBOIOJIOXHOCTE 3TOMy 000COOIEHHAs
uHpOpMaIMsd MOXXET COXpaHAThCS B cTatuueckoM (off-line) daiime, rme oHa He MOXKET OOHOBIATHCS. OTa WHPOPMAIHUSI MOXKET
UCIIONB30BaThCS Ul ayTeHTH(MKAIUK HCTOPUYECKUX JAaHHBIX WM MOXET OBbITh IIONyYeHa C HCIONB30BaHHEM OTIMYHBIX oT DNS
MPOTOKOJIOB MHOT'O IO3KE TOr0O MOMEHTa, Korjaa oHa Obuia momydeHa oT DNS. CnenoBaTensHO, HET cMbICia YMEHbIIATh 3HaueHus TTL
utst 000co06aeHHbIX naHHBEIX DNS u MokeT morpe®oBaThesi XpaHeHHe HHGOPMAIMK y)Ke IOCiIe 3aBeplieHus cpoka ee xu3HM (mmoie TTL
3ajaeTcsi 0E33HAKOBBIM LEIbIM uHciIoM). s coxpaHeHnss MHGOPMALMU KaK 0OOCOOJICHHBIX JIaHHBIX, OHA COHNPOBOXKAAETCS BPEMECHEM
HOTy4eHUs AaHHBIX OT cucTteMbl DNS.

Besikuit pa3 npu nonydenun uHdopmanuu or DNS ¢ Heit momkHa OBITH CBsAi3aHAa BPEMEHHAsi METKa MOMEHTa IOJY4YeHHs JaHHBIX. JTa
METKa COXpaHseTCs M He M3MEHseTcs B rociencTBuu. Korna pasHuIa Tekymero BpeMEHH W 3HAUCHHS BPEMEHHOW METKH IpeBBIIIaeT
3nauenne TTL s ro6oit o6ocobnennol 3amucu RR, sta 3ammch mepecraer OBITH KOPPEKTHOH B HOPMalbHOW CXeMe MOAKIFOYSHHBIX
DNS. Taxas 3anmch MOXET CTaTh HEKOPPEKTHON U B KOHTEKCTE HEKOTOPHIX 000cobnenHbIx onepanuii. Ecim RR sBistercs SIG (signature —
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noamuck), 3Ta RR mmeer cpok nelictBust (expiration time). HeszaBucumo ot 3Hawenms TTL, sta 3anmch M moOble TOJIHCAHHBIE C ee
nomoIeo RR He MOryT cunTaThCs ayTeHTU(GHUIMPOBAHHBIMY II0CIIE 3aBEPIICHUS CPOKA JISUCTBUSI MOITHICH.

2.1 ABon4HbIN hopmaTt

CraHapTHbIH JIBOMYHBIN dhopmat 1111111111222222222233

o6ocobneHHoI uHbOpPMaIUN DNS 01234567890123456789012345678901

TI0Ka3aH Ha PUCYHKE. R T s St S e e e et T e
. . | first retrieval time

Retrieval time — 3HaueHue BpeMEHH,

+ot—t—t—t-t—t—t—t—t—t—t -ttt -ttt -ttt -ttt -ttt —+—+-
| RR count |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ Resource Records (RRs)

/
+ot—t—t—t-t—t—t—t-t—t—t -ttt -ttt -ttt -ttt -ttt -
| next retrieval time

LENOro uucia ¢ ceTeBbIM mopsakoM (big- +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-
endian) GaiiroB. OTMETHM, 4TO 3HAa4YEHHE I RR count |

5TOT0 TONS He MOXeT ObITh paHbIIe +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ Resource Records (RRs)
MOMEHTa TPEUIOKEHHs 3TOr0 CTaHAapTa. /

ClIe10BaTEIBHO, TIEPBHIH GallT BpeMEHHOIT +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
METKH, paccCMaTpHBaeMoii kak 32-0uroBoe / st /
[eJIoe 9HCI0 0e3 3HaKka, BCEraa IOJDKCH +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
ObIThb  OOJNBHOIC  IIECTHAALATCPHUYHOTO | hex 20 |

aucno 20. 3asepmienne oGocoGnennoii F-H-t-t-d-+-+-+-+

napopmarmu DNS ykassiBaeTcst GUKCHPOBaHHBIM HoJIeM, coaepxkamuM 3HadeHne 0x20. Mcnons3zoBanue moms "retrieval time" ¢ HyneBbIM
3HAYEHHEM cTapuiero Oaiita TOBOPUT O TOM, YTO AaHHOE MOJe MMeeT pazMmep 64 Outa (Ha camoM faene 56, MOCKOJBKY MepBble 8§ OHTOB
Bcerga mMeroT 3HaueHune 0) BMecTo 32. 64-O0uToBBIN (hopmar TpeOyeTcs B TeX CIydasxX, KOrja 3HaueHHE BPEMECHHOW METKH MpPEBBIIIAET
OxFFFFFFFF (a0 mpowusoiiner B 2106 r.). 3Hauenus nepBoro Gaiita mons retrieval time B quamaszone ot 0x01 no Ox1F 3apesepBupoBaHsl
(cM. maparpa¢ 5). BpemenHble MeTKH B 0OIIeM ciiydae HE BBIPAaBHHBAIOTCS MO 32-OMTOBOW TIpaHMIE, MOCKONBKY 3amucu RR umeror
HNEePEMEHHYIO JUTHHY.

OTMEUEHHOE Cpa3y JKe I0cie MOJIyYeHUs
uH(pOpMaIMU OT HOAKIIIOYEHHONH CHCTEMBI
DNS. BpemenHsle MeTKH 3aJal0Tcs
YUCJIOM CEeKyHJ, MpolleAmnx ¢ 1 sHBaps
1970 r mo IpumBmay (GMT) u
coxpaHsorcss B (dopMe OE33HAKOBOTO

N——F+——~—— +— +

RR count — 6e33HaKoBOe IIe70€ YMCIO (CETeBOH MOPANOK OalTOB), yKa3bIBalollee KOMMUYECTBO 3amuceil RR, momydeHHBIX K MOMEHTY
3anKcy BpEeMEHHOI MeTKH retrieval time.

Resource Records — nanasie DNS B ToM e dopmaTe, KOTOPBII UCTIONB3yeTCs pH Nepeaade oTkiankoB DNS. B wacTHOCTH, JOmycKaeTcs
C)KaTUe MMEH C IIOMOIIBI0 yKa3aTeliel ¢ BKJIIOUYCHHEM MOJIs Origin B Hayajie TOro WJIM MHOTO pasjeia 000coOiieHHOW MH(pOpMaLyK 1ocie
nong RR count.

2.2. TekcToBbIN hopmaT

TexctoBslit (popmar obocobnenHoi uHpopmarmu DNS cootserctByer dopmaty ¢aiino 3ou [RFC 1035] 3a uckimrouyeHueM 3ampera Ha
ucnosnp3oBanue yrpapisomux nojieid SINCLUDE u no6asnenus obs3arensroi 3anmucu $DATE (eciu uHbOpMAanust He SBISETCS MYCTOM).
KitoueBoe cinoBo $DATE comnpoBoxaercss 1aTOi M BPEMEHEM, COOTBETCTBYIOLIMM MOMEHTY HOJIyYCHHUs CIEIYIOLIMX Jajiee NAHHBIX OT
cucrembl DNS (kak ommcano amns noss retrieval time B maparpade 2.10. Jlata u Bpems ykaspiBarorces B popmare YYYYMMDDHHMMSS,
rae YYYY — 3HaueHue roga (KOTOpOE MOXKET coaepkaTh Oosiee 4 mudp A ucrois3oBanus ¢opmara mociae 9999 r.), nepas mapa MM
o3HavaeT 2-3HauyHbli HOMep Mmecsma (01-12), DD — uucmo mecsma (01-31), HH — xonmyectBo wacoB B 24-yacoBoMm ¢opmate (00-23),
BTOpas mapa MM - kosmuectBo MUHYT (00-59) u SS — konmuuectBo cekyHn (00-59). Takum o6pasom, none SDATE nomkHO moMemarhes 10
nepBoif 3anucu RR 1 m3MeHAThCS BCAKHMIA pa3 MpH MOTy4eHUH HOBOM HH(OpMAaLIUH.

3. [lpumep ucnonb3oeaHus

JlokyMeHT MOXeT OBITh ayTeHTH(HUUPOBaH KIr04oM, moxydeHHbIM oT DNS B 3ammcu KEY. lns momomHUTENbHOH ayTeHTH(UKAIIHMH
JIOKyMEHTa jkenatesibHO coxpaHuTh 3amuck KEY RR mist atoro otkpsiToro kiroua, 3amuck SIG RR, moamuiceiBaromnyto nanasiii kiod KEY
RR, 3ammce KEY RR mi1s kiarova, ucmosb3yeMoro st ayrentiudukannu gannoi 3amucu SIG u T. 4. ans Beex 3anuced SIG u KEY Bmiiotsh
JI0 IOBEPEHHOTO Kiroda (BO3MOXHO 3T0 Oyner kmod st DNS mnmm mentpa ayrentudukanun). B HexoTopeix cimydasx 3amnce KEY RR
Oyzet npenctasisaTh coboit Habop KEY RR ¢ coBnamaromuM BiazienbleM U KJIaccoM, MOCKOIBKY B peabHOCTH 3anucu SIG moanuceiBaioT
Takue HaOOPHI 3aMucei.

MHdopmanust MOXKET IPECTaBIATHCS Kak Habop nHGOPMaIMOHHBIX 6JI0KOB 000c00aeHHbIX DNS.

4. CoanacoeaHue c IANA

Berinenenue 3HaueHuit mepBoro 6aiita mods retrieval B iuamazone ot 0x01 mo 0x1F tpebdyer paspemenus ¢ IETF.

5. Bonnpocbi 6e3onacHocmu

Bech 10KyMEHT mocBsleH NpezacTaBiaeHH0 obocobnenHol nadopmamuu DNS. Takue 060cobiIeHHBIE 3alUCH O pecypcax MOTYT HMETb
OTHOILICHHE K 0e30MacHOCTM M COJepKaTh CBsI3aHHYIO C Oe3omacHOCThIO HMHpopmarmio, kak omucano B [RFC 2535]. O6ocobieHHbIiH
(dopmar cam 1o cebe He obecTeunBaeT 3alMTH T 000co0IeHHOW NH(OPMAIMHU MIIH CBSI3H 3THX JaHHBIX C MOMEHTOM HX moiydeHns. s
obecrieueHus 3alUThl 000COOJICHHONH HMH(GOPMAlMH MOTYT HCIIOIBb30BAThCS HEKOTOpble (GopMbl LUppoBbIX moamuceld. OpHAKoO, eciu
obocobennast nHdopmarus conposokmaercs 3anucsiMu SIG RR, cpok koppekTHOCTH 000c00NMeHHBIX HaHHBIX ykasbiBaercs B SIG RR,
HO3TOMY BaKHOCTh BPEMEHH HOJIyYESHUs] 000COOJICHHBIX JaHHBIX CHIDKAETCS.
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