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CMeHa NpUHATOro No yMos4aH1Io NoBeAeHUA MapLlipyTUM3aTopoB NO OTHOWEHMUIo K
nakertam Directed Broadcast

Changing the Default for Directed Broadcasts in Routers

Cmamyc dokymeHma

B atom OOKyMeHTe npueeeHa OCHOBaHHaA Ha 0606LU,9HVIVI onbiTa MH(pOpMaLlVIﬂ, KOTOpaa MOXeT ObITb NOMe3Ha COOGLIJ,eCTBy
Internet. [okymMeHT cnyxuT npurnaweHvemMm K AWCKYCCUM B LeNndx AanbHewnwero COBEpLUEeHCTBOBaHWS W MOXeT
pacnpocTpaHATbCea 6e3 orpaHnyYeHui.
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1. BeedeHue
B TpeboBaHuax k mapwpytmu3atopam [1] ykasaHO, 4YTO 9TM YCTPOWCTBA [AOIMKHbI MPUHMMaTb W nepecbinaTb
lunpokoBeLlaTenbHbin Tpaduk directed broadcast'. B aTOM e OOKyMEHTE ykasaHo, YTO MapLUpyTM3aToOpbl AOMKHbI UMETb
onuuto, NO3BONAIOLLYIO 3anpeTuUTb 3Ty (PYHKUMIO, U NO YMOMYaHWo yHKUMA npuema u nepecolnkun directed broadcast gomkHa
ObITb BkMtoyeHa. OgHako noagepkka Mepechisiki TakMx MakeToB obecneyvvBaeT BO3MOXHOCTb OpraHu3aumm 3dhpeKTUBHbIX
aTak Ha gpyrue cetu.

CMeHa NPUHATOTO MO YMOMYaHUIO MOBEAEHWUS MapLUPyTU3aTOPOB MO3BOSMAT MPU MOAKMHOYEHUN HOBbIX MapLUpyTU3aToOpoB K
cetu Internet He ycyrybnsaTe yxe cyliecTByioLLyto npobnemy.

KntoueBble cnosa Heobxogumo (MUST), Hegonyctumo (MUST NOT), Tpebyetca (REQUIRED), HyxHo (SHALL), He HyxHO
(SHALL NOT), cneayet (SHOULD), He cneayet (SHOULD NOT), pekomeHayetca (RECOMMENDED), BoamoxHo (MAY),
Heob6s3aTenbHo (OPTIONAL) B JaHHOM OOKYMEHTE AOMKHbI MHTEPNpPeTUpoBaThes B cootBeTcTBuM ¢ RFC 2119.

2. O6cyx0deHue

PaspylumTenbHble ataku Ha crnyx6bl? npuBeny K HeobxoaMmMocTn paspaboTku cucTembl unbTpauun Bxogsaiero Tpaduka -
Ingress Filtering [2]. ®unbTpaums Ha Bxode cendvac WUCNONb3yeTCss MHOMMMU CeTeBbiIMM onepaTopaMu, a Takke B
KOprnopaTuBHbIX CETAX Ans npegoTtepalleHns DOS-aTak.

HepasHne Smurf-ataku [3] 6binv HanpaeneHbl NPOTUB ceTew, KoTopble nogaepxuatoT directed broadcast n3 BHeLWHMX ceTel.
Moppepxka directed broadcast genana Takme cetn «ycunutensamm» Smurf-atak.

Peanusauus ingress-punbTpoB SBMSIETCA HaUMyYLWMM peLleHnem npobrnembl, 04HaKo orpaHuyeHue mcrnonb3oBaHus directed
broadcast Takke cbirpaeT NO3MTUBHYIO POrb.

MpoBaligepbl 1 KoprnopaTyBHbIE MOMbL3OBATENN XOTAT OrpaauTb CBOM ceTu oT nakeToB directed broadcast, npuxogswux mns
BHELUHUX CeTen.

Mobile IP [4] npeanaraeT ncnonb3oBaTth directed broadcast B MOGUMbHbBIX y3nax ansg AMHaAMUYECKOro OeTEKTUPOBaHNS CETeN.
XoTs Takas (PyHKUMA NPUMEHSETCA B HEKOTOPbIX peanusauusx, fnonb3a ee COBEepLUeHHO He oyeBmaHa. B pabote [5]
npeanoXeHbl Apyrne cnocodbl pelueHns Takux 3agad. imeeTt cMbicn paccMmoTpeTb Bonpoc o6 oTMeHe ncnonb3osaHus directed
broadcast B Mobile IP, noka paccmatpuBaeTcs BONpOC O NPUHATUM CTaHAapTa.

3. PekomeHOauyuu

BHecTn B gokymeHT [1] cnegyloLine nsMmeHeHus:
Maparpadg 4.2.2.11 (d) 3amMeHuUTb Ha:
(d) { <Network-prefix>, -1}

Directed Broadcast — wupokoBelaTenbHbli agpec Ans cetTu ¢ ykasaHHbiM npedukcom. HegonycTumo ucnonb3oBaHue
Taknx agpecoB B none otnpasutensd. MapwpyTtusatop moxeT reHepupoBatb nakeTol Network Directed Broadcast.
MapLipyTnsaTop MoXeT umMeTb KOHUrypaLMOoHHY onuuio, paspellarowyto npueM naketoB directed broadcast, ogHako
3Ta onumMsa [OMMKHA ObITb OTKMOYEHA MO YMOMYaHWI0 1, TakKuM 06pa3om, AN MapLUpyTM3aTOPOB HEAOMYCTUMO NPUHNMAaTh
nakeTbl Network Directed Broadcast, noka 3To Ha 3a4aHO SIBHO KOHEYHbIM NOJIb30BaTENEM.

BTopoii ab3au naparpada 5.3.5.2 3ameHuTb Ha:

'Directed Broadcast - wwimnpokoBellaTenbHbI NakeT, HanpaBneHHbI B CETb C 3afdaHHbIM npedukcoM (Homep ceTwu). [lpum.
nepes.
2 Denial of Service - DOS. lMpum. nepes.
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MapLupyTn3aTop MOXeT UMETb OMNUMIO0, paspeLLatoLLyo NMPUEM LUMPOKOBELLATENbHbIX NAKeToB ANs 3afaHHON npedUKcoM
cetn (network-prefix-directed broadcast) Ha ypoBHe MHTEpPdENCOB U MOXET MMETb OMNUMI0 AN pas3peLleHnst NepechInkm
TakuX NakeToB. ATV ONUUM NO YMOMYaHWUIO AOFMKHbI OblTb OTKMHOYEHBI, YTOOLI GNoKMpoBaTh NpUMEM W Nepegavy nakeToB
network-prefix-directed broadcast.

4. Bonpocbi 6e3onacHocmu

3apaya 3Toro LJOKYyMEHTa COCTOUT B CHIDKEHUM 3hDEKTUBHOCTU HEKOTOPLIX TUMOB aTak Ha crnyx6bl (DoS).
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This document and translations of it may be copied and furnished to others, and derivative works that comment on or otherwise
explain it or assist in its implementation may be prepared, copied, published and distributed, in whole or in part, without
restriction of any kind, provided that the above copyright notice and this paragraph are included on all such copies and
derivative works. However, this document itself may not be modified in any way, such as by removing the copyright notice or
references to the Internet Society or other Internet organizations, except as needed for the purpose of developing Internet
standards in which case the procedures for copyrights defined in the Internet Standards process must be followed, or as
required to translate it into languages other than English.

The limited permissions granted above are perpetual and will not be revoked by the Internet Society or its successors or
assigns.

This document and the information contained herein is provided on an "AS IS" basis and THE INTERNET SOCIETY AND THE
INTERNET ENGINEERING TASK FORCE DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY RIGHTS OR
ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

lNodmeepxoeHue

duHaHcuposaHue dyHkumin RFC Editor obecnedeHo Internet Society.

' Ha caiite www.protocols.ru umeeTcsi NepeBof 3TOro AOKYMEHTa Ha pycckuid s3blk. [Tpum. nepes.

2 Ha cante www.protocols.ru nmeeTcsi nepeBoa 3TOro AOKYMeHTa Ha PycCkuii siblk. Tam e onybnukoBaH nepeBop Gonee
COBPEMEHHOro BapuaHTa aToro gokyMmeHnTa - RFC 2827. lNpum. nepes.

3 O70T AokymeHT ony6nukoBaH kak RFC 2794 - Mobile IP Network Access Identifier Extension for IPv4. Mpum. nepes.
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