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Bbe3onacHoctb HTML (pacwuumpeHue)

Security Extensions For HTML

Cmamyc dokymeHma

OTOT NOKYMEHT OIpeneNsieT SKCIEePUMEHTATIbHBIN MPOTOKON I coodmiecTBa Internet. JIOkyMeHT He 3amaeT Kakux-JMOO CTaHIApTOB
Internet. IlpuHUMarOTCA MpEIOKEHUS U KOMMEHTapUU K JOKYMEHTY. JIOKyMEHT MOXKET paclipoCTpaHAThCs 0e3 orpaHUYeHUI.

Aemopckue npaea
Copyright (C) The Internet Society (1999). All Rights Reserved.

Te3suchbi

OTOT JOKYMEHT OIUCHIBAECT CUHTAKCUC JAJIs BIOXKEHHBIX napameTpoB cornacoBanus S-HTTP B nokymenrax HTML. Pacimmpenue S-HTTP,
ommucanHoe B RFC 2660, comepXUT KOHIENTyalbHOE ONMCAHHE 3ar0JIOBKOB COTJIACOBAHHS, OTPAXKAOIINE MOTEHINAIBHBIE NPEANOYTCHUS
MOJTydaTelsi COOOIEHUs] KaK KPHITOTrpadueckoe paciuinpeHne, KOTOPOoe IOJDKHO OBITh MPUMEHEHO K COOOIMEeHHnI0. JJOKyMeHT ONHCHIBaeT
CHHTAaKCHC CBS3BIBAHHS 3TUX IIapaMeTpoB corjacoBaHus ¢ “skopsmu” HTML.

1. BeedeHue
2. Ampubymsbi Anchor

OmnpenennuM Tpu HOBBIX aTpudyTa “sxopei” (anchor) u mepenauu ¢popm (form submission):

DN - ommmuurensHoe MMs jgoBeputens (principal), Uit KOToporo moibkeH mmpoBaThes 3ampoc mpu passiMeHoBanuu (dereferencing)
“sxops” B url. D10 TpeGoBaHME He BKJIIOYEHO B CHELH(UKALUIO, HO OTKa3 OT €ro BHIMOJHEHHUs MOXET MPUBECTH K TOMY, 4TO
KJIMEHT He cMoxKeT onpenesiute DN u, ciiegoBaTenbHO, HE CMOXKET BBIIOJIHUTE MU(poBanue. MMs 10DKHO yKas3bIBaThes B popmate
RFC1485 ¢ ucnone3oBanuem cornamenuit SGML.

NONCE - ctpoka npousBonbHOro hopmara (B “kaBbrukax” SGML), kotopas Brirouyaercs B 3aronoBok SHTTP-Nonce: (mocie ynanenus
“xaBplyek” SGML) npu pa3bIMEHOBaHUH “SIKOPS”.

CRYPTOPTS - nadopmarus o kpunrorpapuieckux onnusx B coorserctsuu ¢ [SHTTP] (B wactHOCTH, <cryptopt-list>).

2.1. OnemeHT CERTS

Omnpenensercs HoBbIi dmemeHT HTML CERTS, xoTopslit mepenaer rpymiy cepTU(PHUKATOB (HE 00s3aTEIbHO CBSI3aHHBIX), 00€CIICUNBACMBIX
B KauecTBe JOMOJHUTENbHON mHpopmanuu (advisory data). CozmepknMmoe 3TOro 3JeMEeHTa He NMpeAHA3HAa4YeHO Ul BBIBOJA Ha JKpaH
nosip3oBaTens. MoryT ucnonb3oBatbesi rpynmnsl ceprudukaros aust PEM wmm PKCS-7. Takue cepTudukaTel mepenaroTcs B JOKYMEHTaX
HTML nns ymnoGctBa mosydareiisi, KOTOPBIM IPH OTCYTCTBHM JTaHHBIX MOXKET OKa3aThCs HECIOCOOCH HaWTH cepTH(UKATH (LETOYKH),
cootBeTcTBYyIomue DN, ykazaHHOMY B cchlIKe (anchor).

dopmaT 37eMeHTa TOJDKEH OBITh TaKUM JKe, Kak Juisi ctpoku 3arosioBka Certificate-Info [SHTTP]; enuHCTBEHHOE OTIMYHE COCTOUT B TOM,
4TOo JojpKeH obecneunBaThes crienndukatop <Cert-Fmt> kak arpudyt FMT B tere.

Jomyckaetcst ucnonb3oBanre MHoxecTBa aneMeHToB CERTS; npennonaraercsi, uto camu snementsl CERTS Bkiouarorcst B 3arojioBok
(HEAD) nokymenta HTML (uToOBI AaHHBIE M3 3TOTO 3JIEMEHTa HE BBIBOIMINCH Ha dKkpaH Opay3epamu HTML, koTopblie He MOJIepKUBAIOT
S-HTTP).

2.2. OnemeHT CRYPTOPTS

Onmun Cryptopts TakKe MOTYT BKJIIOYAThCS B 3JIEMEHT M YKa3bIBaThes B “sikope” mo uMeHu. ATpudyr NAME 3amgaer ums, KOTOPBIM 3TOT
JJIEMEHT MOXeT ObITh yka3aH B arpudyre CRYPTOPTS “sxopst”. VIMeHa 10DKHBI MMETh B Havaje 1o KpaifHeil Mepe OfuH CHMBOI #.

2.3. Npumep HTML

Hwxe npuBeneH mnpumep KpunrorpadU4ecKuX ITaHHBIX, BIOKCHHBIX B “SIKOph” H COACpKAIUX Tpymmy cepTudukaroB. OTMETHM
rcmonb3oBanue cuHTakcuca SGML uist 3amncy JaHHBIX.
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<CERTS FMI=PKCS- 7>

M AGCSqGS| b3DQEHAqCAM ACAQEXADCABgk ghki GOw0BBWEAAKCAM

I 1 Br TCCAUk CAgC2 MAOGCSqGSI b3DQEBAgUAMEOX Cz AJBgNVBAYTAI VTVSAWH
0 YDVQKEXdSUOEgRGFOYSBTZWNLcm 0eSwgSWbj Lj Ec MBoGALTUECX MTUGVY ¢
29uYSBDZXJ0aWZpY2F0ZTAe Fw05NDAO MOk wivDUMVE da FwO5NDA4 VDI x ODVAN
TdaMzcx Cz AJBgNVBAYTAI VTVSAWHG YDVQKEXd SUOEgRGFOYSBTZWN1c i Oe
SwgSWbj Lj Ec MBoGALUECX MTUGVY c29uYSBDZXJ0aWZpY2FOZTEYMBYGALUEA
xMPU2VOZWWg QXNOc mBub 215 MFwnwDQYJ Ko ZI hv c NAQEBBQADSWAWSAJ BAMY 8Q
c W/ RM B4s Td@BNmb2DFnmInkWh+el +Ndeam DElI X/ qwOm Qu4xN 1Ff epf JNx
zPvAOOr MKhy 6+bkr | y MEUSCAWEAATANBgk ghki GOWOBAQ FAANPAAYN7j Dgi

rhi I LAwnP8nGzUi sGSpsFsF4/ 7z2P2wgne6Qk8Cg/ Dst u3RyaN78vAMGP8d8
2H5+Ndf hi 2nRp4YH GHzOH K6VbPf nyvS2wdj CCAccwggFRAgUCQAAAFDANB
gkghki GOWOBAQ FADBf M wCQYDVQQGEWI VUz EgMB4 GALTUEChMXUl NBI ERhd
GEgW2Vj dXJIpdHks| El uYy4xLj AsBgNVBAs TJUxvdyBBc3NlcnmFuY2UgQRVyd
G maVWhdQ@ vbi BBdXRob3J pdHkwHhc NOTQMVIT A3 MDAWMVDAW ¢ NOT YWMTA3M
j MLOTUS5W BNMQs wCQYDVQQGEW] VUz EgMB4 GALTUEChMXUI NBI ERhdGEgU2V]j d
XJIpdHksl El uYy4xHDAaBgNVBAS TELBI cnNvbrEgQ@VydG maVWhd GUwa TANB
gkghki GOWOBAQEFAANYADBVAK4GgghQDa9Xi / 2zAdYEqJVI cYhl LNLFpl 9t X
QLnb6zZ39PYXK8Uhoj 0Es 7kWRv8hC04v gk OkwndWoz Vt voHQOP8NCOkkuBi +A
QvgFoRcgOUCAWEAATANBgk ghki GOWOBAQ FAANhAD/ 5Uo7xDdp490ZmDGoNc
PhZcW.e+noj LvHXWAU/ CBkwf cR+FSf 4hQBeFulAj Yv6Wf 430Xe9Et 5+j gnM
Ti g4LnwgTdABx QXdel Jz9Qz QobkE3XVQ VAt CFci i n80RBSAAAMYAAAAAAA
AAAAA==

</ CERTS>

<A nane=f oobar

DN=" CN=Set ec Astronony, OU=Persona Certificate,

O=&quot ; RSA Data Security, Inc.&quot;, C=US"
CRYPTOPTS="SHTTP- Pri vacy- Enhancenent s: recv-refused=encrypt;
SHTTP- Si gnat ure- Al gorithms: recv-required=N ST- DSS"
HREF="shtt p://research. nsa. gov/ ski pj ack-hol es. ht m ">
Don't read this. </A>
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6. [NlonHoe 3asiesiIeHUe aBMOPCKUX npae
Copyright (C) The Internet Society (1999). All Rights Reserved.

This document and translations of it may be copied and furnished to others, and derivative works that comment on or otherwise explain it or
assist in its implementation may be prepared, copied, published and distributed, in whole or in part, without restriction of any kind, provided
that the above copyright notice and this paragraph are included on all such copies and derivative works. However, this document itself may
not be modified in any way, such as by removing the copyright notice or references to the Internet Society or other Internet organizations,
except as needed for the purpose of developing Internet standards in which case the procedures for copyrights defined in the Internet
Standards process must be followed, or as required to translate it into languages other than English.
The limited permissions granted above are perpetual and will not be revoked by the Internet Society or its successors or assigns.

This document and the information contained herein is provided on an "AS IS" basis and THE INTERNET SOCIETY AND THE
INTERNET ENGINEERING TASK FORCE DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY
IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

lMoomeepxxdeHue

Ounancuposanue Gpynkiuit RFC Editor obecnieunBaetcs Internet Society.
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