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lpeducrnosue

DTOT MOKyMEHT cofepkHuT cnerupukanuio cranmapra DoD (MunucrepctBo oboponst CIUIA. I1pum. nepes.) st mpotokomna IP (IP).
JIokyMeHT OCHOBaH Ha 6 TpenBapUTENBHBIX BapuaHTax crenu¢ukanuud npotokona ARPA Internet u comepKHUT (parMeHTHI 3THX
creru¢ukanuii. B pa3spaboTke HCTIONB3yeMBIX B JOKYMEHTE KOHLENIUA M TEPMHHOJOTUH IPUHAMAJIO ydacTHe MHOXECTBO Joneil. B
JAHHOM pelaKkIMM TepeCMOTPEHBI BOIPOCHI afpecanyy, O0OpabOTKM OMHUOOK, KOJUPOBAHMS ONLHUH, IPUOPUTETOB, W3OISAIUN
(compartments) ¥ orpaHUYEHHIA TPOTOKOoNA Internet.
Jon Postel,
peoakmop
3a Bpemsl, MpoIIe/IIee C MOMEHTa 3aBEPIICHUS JAHHOTO JOKYMEHTa MpoTokon IP cTam ogHUM M3 caMbIX paclpoCTpPaHEHHBIX MPOTOKOIOB
cereBoro ypoBHs OSI/ISO u ceromHst 3TOT MPOTOKOJ UCTIONB3YETCS MPAKTHUECKH HA KaXXIOM KOMITbIoTepe. OAHAKO 3a MPOIIEALIHE TOIbI
CUJIBHO HU3MCEHWJIOCH TOJIKOBAHUE HEKOTOPLIX HCIIOJIB3YEMBIX B JOKYMEHTE TEPMHHOB H B IIEPEBOAC HCIIOJIB3YIOTCA TEPMUHBI B HUX
COBPEMEHHOM TOJKOBaHUHY, Ja0bl HE TOPOXKAATH ITyTAHHIIBL.
Tepmun gateway B MCXOJHOM JOKyMEHTE HCIIOJNB30BAJICS Ul 0003HAUCHHSI YCTPOUCTB, KOTOPHIE CEroJHs Ha3bIBAIOT MapIIPyTH3aTOPaMHU
(router), a TepMHH HUTI03 (OyKBaJIBHBIH IepeBOx gateway) oOoO3Ha4aeT OOBIYHO YyCTpoiicTBa (IpOrpaMMbl), oOOecIeYHBaIOLINE
npeobpa3oBaHue MPOTOKOJIOB Ha OoJiee BHICOKUX ypoBHAX monenu ISO/OSI (HampuMep, MOYTOBBIC ILTHO3bBI).
Tepmun Internet daxruyecku mepecrtan ObITh HAPUIATEIBHBIM HMMEHEM M CIIY)XHT, IPEXIE BCero, s 0003HAUCHHs BCEr0 MHOXECTBA
CBS3aHHBIX MeXIy coboii IP-cereli B wmacmTabe mmaHeTsl. Ilo3TOMy CTONB pacHpOCTpaHEHHOE B OPUTHHAIEHOM JIOKYMEHTE
ciioBocoveTanue protocol internet B mepeBojie ykasbiBaeTcs Kak IpoTokodn IP.
Yacto BcTpewaromuiicss B HCXOTHOM JOKyMeHTe TepMuH local network interface mepeBomurcst kak 'mHTepdeiic kKaHaIBHOIO YpOBHS, B
COOTBETCTBUU C COBPEMEHHON TEPMHHOJIOTHEH.
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1. BeedeHue
1.1. MoTuBauus

IIporokon IP mpenHasHaueH U1 MCHOJNB30BaHMSA B COCIMHEHHBIX MEXIY CO00H KOMIIBIOTEPHBIX CETSX OOMEHa JaHHBIMM Ha OCHOBE
KOMMYTAallMH TakeToB. Takue crcTeMbl MOMyduin Ha3BaHue catenet [1]. [Ipotokon obOecreunBaeT nepenady OJOKOB JaHHBIX, Ha3bIBAEMBIX
JedTarpaMMaMd  MEXIy OTIpaBHTENEM M IIOJMydaTeJeM, XOCThl KOTOPBIX HICHTHOUIUPYIOTCS aapecaMu (UKCHPOBAHHOW JUIMHEL
IIpoTtokon Takxke obecrmednBaeT (parMeHTAMIO U COOPKY [UId AedTarpaMM OOJBIIOrO pa3sMmepa, €Cli CeThb He IO3BOJISET NepenaTh
JefTarpaMMy LEJTUKOM.

1.2. Cchepa pencTBuA NnpoToKona

IIpotoxon IP orpanmumBaercss JOCTaBKOW OMTOBHIX MAKETOB (IeHTarpaMM) OT OTIPABUTENS K IONyYaTeI0 Yepe3 CHCTEMY COCIMHEHHBIX
MeXIy coboii cereil. IIpoTokosn He MONAEP)KUBACT MEXAHW3MOB IOBBILICHUS HAJEKHOCTH CKBO3HOM OCTAaBKH, YNPABICHHS HOTOKOM
JaHHBIX, COXpAaHCHUA IIOpAAKa U OPYTux q)yHKHHfI, 06H1€HpI/IH$[TLIX U1 IIPOTOKOJIOB  IIPSAMOTO BSaHMOHGﬁCTBH}I MEXKAYy XOCTaMH.
IIporokon IP ucnons3yeT ycilyru HOAAEP’KUBAIOLIMX 3TOT NPOTOKOJ CEeTed Al MPEAOCTAaBJIICHUS YCIYT Pa3jM4yHOIO THIA U C pa3sHbIM
Ka4yeCTBOM.

1.3. UHTepdenchol

DTOT MPOTOKOJN BBI3BIBAETCS TPOTOKOIAMH B3aMMOICHCTBHUS “XOCT-XOCT”' M CaM BBI3BIBACT (BYHKIMH JIOKAIBHBIX CETEBBIX MPOTOKOIOB’
JUIS TIepeladyl IeWTarpaMM ClIeAyIoeMy MapIpyTH3aTOpy WIH XOCTY-IOIydaTelo.

Hanpumep, moxyns TCP Gyznet Bb3bBaTh Moayins IP mis pasmemenus cermenta TCP (3aromosok TCP u mone3oBaTenbeckue JaHHBIE) Kak
o0bexTa maHHbIX gerrarpaMMer [P. Monyme TCP Gyner ykassIBaTh ajpeca U Jpyrue mapaMeTpsl 3arojioBka IP B kauecTBe apryMeHTOB Ipu
Bb30Be (pyHkmuu IP. Moayns IP Gyner cosmasath jeiirarpammy IP u o0paiuarscs K JIOKAIBHOMY CETEBOMY HHTEpdeicy’ uis mepemnadn
JiefTarpaMMel.

Hns caygas ARPANET, nanpumep, moayns [P Oyner BBI3BIBaTH MOIYJIb JOKAJIBHOW CETH, KOTOPBIM 100AaBHUT 3arojoBok Tuma 1822 [2] k
neiitarpamme, cozfgaBas coobmenne ARPANET mnsa mepemaun IMP. Amnpec ARPANET ompenensiercs u3 agpeca IP mHTepdeiicom c
JIOKaJIbHOW CeThI0 M OyAeT MPUHUMATh 3HAauYeHHe anpeca Kakoro-iand6o u3 xoctoB ARPANET, koTOpblii MOKET OBITh IIUIIO30M B APYTYIO
CETb.

1.4. PaboTa npoTokona

IIporokon IP BBIMOTHSIET ABE OCHOBHBIX (DYHKIMH — afpecamnuio i (pparMeHTaIHio/cOOpKy Aeirarpamm.

Mopnymu IP mcnone3yioT aapeca u3 3aroyioBkoB [P juis mepemaum neliTarpaMMm B HampaBieHHH mormydarteins. [Ipomecc BbiOopa myTH K
ajipecaTy Ha3bIBAaeTCsl MapUIpyTH3AIHEH.

Mopnymu IP ucnons3yior nosst 3aronoBkoB IP s ¢parmenrammu u c6opkn neditarpamm IP nmpu HeoOX0AMMOCTH Tepefadn depes CeTH ¢
MaJbIM pa3MepoM MaKeTOB.

Mopnymu IP ncmons3yroTest Ha KaKIOM XOCTE, YYACTBYIOIIEM B CETH M HA Ka)KAOM MapIIpyTH3aTOpe, COSHUHSIONEM CETH. DTH MOIYIH
HCTIONB3YIOT O0LIMe MpaBuiia MHTEPIpETaliK noseit aapeca u GpparmeHtarmu/coopku aeiirarpamm IP. Kpome toro, st Mmoxynu (ocobeHHO
B MapIIPyTH3aTOPax) BBITOIHIIOT MPOIEAYPHl IPUHATHS PEIICHNS O IEePECchUIKEe AeiTarpaMM U BBITOIHSIOT €lle Psif QYHKIUH.

1

' TIpoTOKOJIaMH BBIIIETIEKAILET0 YPOBHsL. [Ipum. nepes.
2 TIpOTOKOJIOB HIKEJICIKAIIETO YPOBHSL. [Ipum. nepes.
3 Uurepdeiicy kaHAIBHOTO YpOBHA. [lpum. nepes.
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IIpotokon IP TpakTyer kaxkayro AedTarpaMMy Kak HE3aBHCHMBIN JJIEMEHT, HE CBSI3aHHBIN ¢ Apyrumu aeirarpammamu IP. ITporokon He
UCIIONB3YeT COCANHEHHS WU JIOTHYECKHUX YCTPOHCTB (BUPTYaIbHBIX MU HHBIX).

s obecnieueHus cepBuca npoTokol [P mcmons3yer 4 xitodeBbIX MexaHu3ma - ToS (tun obcmyxkuBanus), TTL (Bpems xuznu), Options
(onmmm) 1 Header Checksum (KOHTpoOJIbHAsE cymMMa 3arojiOBKa).

Tun obcmyxuBanust (ToS) mcnoms3yeTcs AT MHAWKAIWK JKEIAEMOTO KadecTBa cepBHca. ToS mpeacTtaBiseT co0OH aOCTpaKTHBIN WM
0000mEeHHBIH Ha0Op MapaMeTpoB, XapaKTepU3YIOUIMX BBIOpPAaHHBI CepBUC, KOTOPBI obecreunBaeTcs B ceTiX, oOpasymooumx Internet.
Muamukams ToS ucmonp3yercss MapmIpyTH3aTOpaMy ISl BEIOOpa peabHBIX IapaMeTpoB Iepefadd IMPUMEHUTENFHO K KOHKPETHOH ceTw,
CJEYIOLET0 MHTEPBaIa WM CIEAYIOUIEr0 MapLIpyTU3aTopa Mpu JocTaBke aenTarpamm IP.

Bpewms xxusan TTL ompenenser MakcUMallbHBIN CPOK CymIecTBOBaHUS Aedtarpamm IP. DTo 3HaYeHHE yCTaHABIMBACTCSA OTIIPABHUTEIIEM U
YMEHbBIIAeTCs B KQKIOH TOUYKE Ha IIyTH JIOCTaBKH, TAe JelTtarpaMMa MoJBepraeTcs obpabotke. Ecnu 3nauenue TTL craHoBUTCS HYJIEBBIM
JI0 TOTO, Kak JAedTarpamMma OyAeT JOCTaBJE€HA ajpecaTy, Takas JIedrarpaMMa IpOCTO YHHUUYTOXaeTcs. MokHO paccmarpuBaTh TTL kak
BpeMsl caMopa3pyIIeHus AeiiTarpaMm.

Ommu obecreunBaOT QyHKIUU KOHTPOJNIS TpeOyeMble MM MOJIE3HbIE B HEKOTOPBIX CHTYalMsX, HO HE HCHOJIb3yeMble IS OONBIIMHCTBA
pYTHHHBIX 3a1a4. OIIMU BKIIOYAIOT BPEMEHHBIC METKH, IapaMeTphl 0€30MaCHOCTH U CHELHaIbHbIE CPEICTBA MapIIpPy TH3ALHUH.
KontposbHast cymma 3arosioBka o0ecreuyuBaeT BO3MOXXHOCTh HMPOBEPKU KOPPEKTHOCTH mepenauu neirarpamm IP. Ecim npu mepenaue
nedTarpamMMma ObUIa TTOBpEXK/I€HA BEIYHMCIICHHAs! 3aHOBO NPH 00pa0OTKe KOHTPOJBHAs CyMMa 3arojioBKa He COBIAZIET C COAEpXaIluMcs B
JeltarpaMMe 3Hau€HHEeM KOHTPOJIbHOM CyMMBI U Takas AeHTarpamMma OoTOpachIBaeTcs Kak OIIHOOYHAs.

IIporokon IP He obecneunBaeT MexaHHU3Ma TapaHTHPOBAHHON JOCTaBKU. B MpoTokosie He HCIOIB3yeTCs! MOATBEP)KACHUH (CKBO3HBIX WIIH
MOJTAIHBIX) JOCTaBKH WIM CPEICTB KOHTPOJS OLIMOOK (3a MCKIIIOUYCHHEM KOHTPOJBHBIX CyMM 3arojioBka). IIpoTokon Ttakke He
HOIEP’KUBACT CPEACTB MOBTOPA IEPEAauN U yIPABICHHS IOTOKOM JaHHBIX.

ITpu oOHapyxeHHHU OIMMOOK MH(pOPMALS O HUX MOXET IepenaBathes ¢ nomolunsio nporokoia ICMP (Internet Control Message Protocol)
[3], peammzyemoro B Momyiie IP.

2. O630p FR—— TR —— o —— i F— R

|Telnet]| | FTP | | TETP| ... | ... |

+-———— + - + - + +-———- +
2.1. Cea3b ¢ ApyruMmn npoToKonamm o , ,
Ha npuBemennoMm cmpaBa pucynke (Pucynok 1) moxasamsl cBssu IP c o n o n o n
JPYTHMH HPOTOKOJIAMH. | TCP | | UDP | | |
IIporoxon IP B3aMMOJEHCTBYET C NPOTOKOIOM BBIIIEIEKANIETO YPOBHS e + e + e +
(IpOTOKONBI  B3aMMOAGHCTBHsSI MEXIy XoctamMu — host-to-host) u ¢ | | |
HIDKEIEXKAIMUM TIPOTOKOJIOM JIOKaJbHOH ceTH (B 9TOM KOHTEKCTE L he—ey
JIOKaJIbHOM CEThIO MOYKET CUMTAThCS HEOOJbIIAs CETh B OMHOM 3[aHHU WMIN

| IP & ICMP |

pacmpenencHuas ceth Tuta ARPANET). el PO
2.2. Mopenb paboTbl npoToKoOna . | N
Monens mnepenauud aedTarpaMm OT OJHOM TNPHUKIAIHON IMpOrpaMMbl K . ~
JpYroi MO>KHO IPOMJUTIOCTPHPOBATH ONHMCAHHBIM HIDKE CLEHAPUEM. | POTOKOJL JIOKANBHON ceTit |
Bymem  mpeamomarate  9To  mepeqada  BKIIOYAeT  JIMINb  OJHH FommT T *
MPOMEIKYTOUHBIH IILTIO3. Pucynox 1 Ceaze ¢ Opyeumu npomokoiamu

INepenatomast mporpaMma TOTOBHT CBOM JAAHHBIC M BBI3BIBACT JIOKANbHBIH MOmynb IP 1ms mepemaum 3THX OAaHHBIX Kak JeWTarpaMMBI,
yKa3bIBas aJipec MoIydaTelis U pyTrue mapaMeTpsl B KadeCcTBE apryMEHTOB.

Monynb IP TOoTOBUT 3arosioBoK IedTarpaMMbl M IPUCOEIUHIET K HeMY AaHHble. [locne 3Toro Mmonyins IP onpenensieT nokaabHbI CETEBOM
azipec Ui yKa3aHHOTO MOTydaTens (B JAHHOM CiIydae 3TO aJipec IITI03a).

Mognynib nepenaer AedTarpaMMmy 1 JOKAIBHBINA apec JTOKATLHOMY CETEBOMY UHTEpdEHCy*.

WuTepdeiic kaHATFHOTO YPOBHS CO3JAa€T 3aroJIOBOK M MPUCOEAUHSICT K HeMy Aeltarpammy IP, mocie dero maker mepenaeTcs B IOKaTbHYIO
CETh.

[lpukJanHas [lprkJanHas JlefitarpaMMa MPUXOOUT HA XOCT-UUIIO3 B
nporpaMMma nporpaMma MaKeTe KaHaIbHOTO  ypoBHS.  MHTepoelic
\ / KaHAIBHOTO  YPOBHA  yJalsieT  3aroloBOK
MonyJib IP MonyJib IP mMonyJib 1P KaHQJIBHOI'O YPOBHsS U Iepelaer aeiirarpammy

\ / \ / moayio IP. Monyns IP onpenensier Ha ocHOBE

LNI-1 LNI-1 LNI-2 LNI-2 IP-anpeca, 4yTO  JAedTarpammy crienyer

\ / \ / nepeciaaTtb XOCTy Apyroi cetu. Torma monyib

JlokaslbHada ceTb 1 JlokaslbHada CeTb 2 IP ompenensier anpec KaHaIbHOTO YPOBHS s

Pucynok 2 Ilyms nepedauu 0anHbix MEPECBUIKM  JieHTarpaMMbl  TOIydaTelqro MU

BBI3BIBACT MHTEpQEHC KaHAJIBHOTO YPOBHS TOH
ceTH, KyJa OyJeT IepefaBaThesl JelTarpaMma.
HaTepdeiic kKaHATBHOTO YPOBHS CO37AET 3aroj0BOK U, IPHCOSANHNB K HEMY AeiTarpamMMy, mepeaaeT IMakeT XoCcTy-aapecaTy.
Ha xocte nmonyuaresns aeifrarpaMma BBIIENSETCS U3 ITakeTa HHTep(deHcoM KaHAIBHOTO YPOBHS M IepenaeTcs: Moxyio IP.
Monyns IP onpenensier 1o 3arooBKy, 4To JeHTarpaMma agpecoBaHa MPWIOKEHUIO Ha JAHHOM XOCTE H HepeaeT MPUKIATHON IporpaMme
JaHHBIE U3 IelTarpaMMbl BMECTE C aJJpecOoM OTIPABUTENS M IPYTHMHU ITapaMeTpaMy B OTBET Ha CUCTEMHBIH BBI30B.

2.3. dyHKUMOHanbHOe onucaHue

3anaueit nporokona IP sBiseTcs nepeMelleHHe AeHTarpaMM 4epe3 MHOXKECTBO COSJMHEHHBIX MEXTy co000 ceTell. JTa 3ajaua pemaeTcst
oyTeM Iepefayd AedtrarpaMMm OT omHoro moxyias IP k gpyromy, moka ameditarpamMma He OyAeT AocTaBieHa azapecaty. Moxymu [P
pa3MemarTcs Ha XOCTax M IUIo3ax (Mapmpyrtuzatopax) Internet. [leifrarpaMMbl MapmIpyTH3UPYIOTCS OT ogHOro Moxmyis IP k npyromy
Yyepe3 MPOMEKYTOUHBIE CETH Ha OCHOBe MHTeprperauuu aapecoB IP. Takum obpasom, ofHMM U3 BaKHEHIIMX MexaHM3MOB [P sBisercs
azpecanys.

IMpy mapumpyTH3anyy cooOLIeHHH OT ofHoro Moxyns IP x npyroMy MokeT morpeboBaThCs Iepenava JaedrarpaMM depe3 CeTH, Uil
KOTOPBIX MAaKCHMAJIBHBIM pa3Mep MakeTa MeHbIIe pa3Mmepa nelrarpammbl. st pemeHus 3Tod mpobiemsl mportokon IP oGecmeunBaer
MEXaHU3MbI (parMeHTannyu u cOOpKH AeHTarpamm.

AOdpecauyus

Crnenyer pa3nuyath UMEHa, ajgpeca U MapmpyTsl [4]. iMs yka3piBaeT 00bEKT, KOTOPBIH MBI BUAUM. AZIpec MOKa3bIBAET MECTOHAXOKACHHUE,
a MapIIpyT TOBOPUT, Kak 10 Hero noopatecs. IIporokon IP umeer neno npeumylecTBeHHO ¢ anpecamu. OToOpaxkeHUe aJpecoB Ha UMEHA
U 00patHO (mpeoOpa3oBaHKe) ABISIETCS 3a/adeil MPOTOKOIOB Gosice BHICOKUX YPOBHEH (T. €., TPAHCIIOPTHOTO M ceaHcoBoro®). Momayins IP

4 Unrepdeiicy kaHaIbHOTO YPOBHA. [Ipum. nepes.
> B coBpeMeHHO#1 TepMUHONOTHH. [Ipum. nepes.
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npeobpasyer aapeca IP B agpeca noxambHON cetH. OTOOpaskeHHE aApecoB JIOKAUIBHOM CETH B MapIIpPYTHI SBISIETCS 3amadell Ipomenyp
HIDKEIIeXKAIETO YPOBHS (T. €.. IOKAIbHOW CETH MU IITI030B)°.

Anpeca nmeror [P ¢ukcupoBannyio mmmHy — 4 okrera (32 6uTa). Anpec HaUMHAETCSI C HOMEpa CETH, 3a KOTOPBIM CIIEAyeT JIOKAJIbHBIH
aznpec’ (ero Ha3pIBaIOT 1o0JieM rest - ocrarok). CymiectByeT Tpu Kiacca aapecos IP - kiacc A, B KOTOPOM crapiiuii 6ut numeer 3uaueHue 0,
ocTanbHBIe 7 OHTOB CTapIIeTo OKTETa 3aJal0T HOMEp CeTH, a 24 muagmux OuTa — HOMep XOcTa; Kiacc B, B KoTopom zBa crapmmx Oura
nmeroT 3HaueHus 10, crexyromue 14 OUTOB ONpenessIoT HOMEp CETH, a MociefHne 16 OuroB — HoMep xocta; kiacc C, B KOTOPOM TpH
crapmux 6uta mMerot 3HadeHus 110, cremyromue 21 06pa3yioT HOMep CeTH, a HociIeJHHe 8 OUTOB ONPEAENIOT HOMEP XOCTA.

CretyeT ¢ OCTOPO’KHOCTBIO OTHOCHTBCS K IIpeoOpa3oBaHMIo aapecoB IP B ampeca yokanbHOI ceTH, MOCKONBKY OAWMH (H3MYECKUIl XOCT
MOXeT (PyHKIIMOHMPOBATH KaK HECKONBKO PA3IMYHBIX XOCTOB, HCTIONB3YIOMMX pasHble aapeca IP. 1 Hao60poT, HEKOTOpPBIE XOCTHI MOTYT
HCTIONB30BAaTh MHOXKECTBO (PU3MIECKUX HMHTepdeiicoB (MHOTOMOMHBIE XOCTHI - multi-homing).

Takum obpa3om, ciemyeT oOecreunTh BO3MOXKHOCTh NMPUCYTCTBUSI HA XOCTE MHOXECTBAa (pU3MUECKHX HHTep(eicoB B ceTh, KakAblid u3
KOTOPBIX MOXKET UMETh HECKOJIBKO JIOTHUYECKUX ajxpecos IP.

IIpumepsr oToOpaxkenus aapecoB NpuUBoOAsTCcs B pabore Address Mappings [5].

®dpazmenmayus
@parmenranus neitarpamm [P TpebGyercs B Tex ciydasx, Korja AedTarpaMma IPOHCXOIUT M3 CETH, KOTopas MOANEP>KMBAeT OONbIINiT
pa3Mep IaKeTOB, HEXKEJIU MPOMEXYTOUYHbIe CETH Ha IIyTH K ajapecary.

Hetirarpamma [P Moxer ObITh momeuena kak don't fragment (He ¢parmenTupoBats). Takue meifrarpaMMel He OyayT (parMeHTHPOBATHCS
HH IIpU Kakux oOcrosiTenbeTBax. Ecim HepparmeHTHpyemas aeiirarpamma [P He moxkeT ObITH JOCTaBiieHa aapecary Oe3 (parMeHTaLuH,
OHa IPOCTO OTOPACHIBAETCS.

JlomyckaeTcsi HCIONIb30BaHUE HEBHIUMOH Ut Moxyis [P dgparmenTanuu, nepenadun u cOOpKH IeHdTarpaMm B JIOKaJIbHOU ceTH [6].
IMpomenyps! pparMeHTay ¥ cOOPKH JeHTarpaMM JOJDKHBI 00eCIIeIHBaTh BO3MOXKHOCT Pa30HEHNs AeiTarpaMM Ha ITOYTH HPOU3BOJIEHOE
YHCJIO YacTel, KOTOphIe BIOCIEICTBUHM MOTYT OBITh coOpaHbl BoenuHo. [lomydarens GparMeHTOB HCIONB3YeT I0Jie MACHTU(GUKAINN JUTs
TOro, 9TOOBI (hparMeHTH! Pa3HbIX JeHTarpaMM He HepeMemmBanuch. [lome cMemenns AefrarpaMMbl TOBOPUT MOTydaTeN0 O MOJI0KEHUN
¢parmenTa B HUcxomHo#l xedrarpamme. Ilomst cmemenuss u pasMepa (parMeHTa ONPENENSIOT YacTh HCXOJHOHM JAedrarpaMMEL,
COZIEPIKaILyIOCs B OTAENBFHOM (parMeHTe. dnar Hanu4Ks NOCIEAYIOMUX (PParMEeHTOB (€CIy OH cOpPOILIeH) TOBOPUT O TOM, YTO (pparMeHT
SBIIAETCS TIOCTIETHAM B JieHTarpaMme.

IMone waeHTUUKALMK TMO3BONAET pasiaMyaTh (parMeHTsl pasHbIX JAedTarpamMm. OTHpaBisloOlHMi AedTarpaMMmy MOIYJb HPOTOKOJIA
YCTaHAaBIMBACT 3HAUCHHE IONS HICHTHOHKAMKM B KaXIOH AeiirarpaMMe Tak, 4TOOBI OHO OBLIO YHHKAJIbHBIM JUI JAHHOH Iapsl
OTNpaBUTENb-MIONyYaTelb M IPOTOKONA B TEYEHHE BPEMEHHM MPHUCYTCTBUS JHedTarpaMmbl B ceTH Internet. OTOT MOIyNb Takke
yCTaHAaBIMBACT HYJIEBBIC 3HAYCHUS CMEUICHUS (parMeHTa U ¢ara Haamaus Apyrux ¢pparmMeHToB (more-fragments flag).

st pparmeHTHpOBaHUs JUTHHHOI nelitarpammbl [P Moayns [P (Hanmpumep, Ha MapupyTH3aTOpe) CO3JaeT ABE HOBBIX AedTarpaMmsl [P u
KONHMPYET COAEp)KMMOE TOJIeH 3arojoBKa M3 JIMHHOW JAedTarpaMMbl B 3arojloBKHM OOCHX HOBBIX JAedTarpamm. JlaHHBIE HCXOIHOM
JedTarpaMMbl AeNATCS Ha JIBe YacTH 1o 64 6uroBoii (8 okTeToB) rpanuie. Bropas yacTs geiftarpaMMbl MOXET UMETh pa3Mep, He KpaTHBIN
8 okteram (64 OutaMm), HO mepBas yacTh JOJDKHA COAEPIKATh IIEJI0€ YUCIO 8-OKTETHBIX OyokoB. Ha3oBeMm umcino §-oKTeTHBIX OJIOKOB B
nepoit wactu nedrarpammel NFB (Number of Fragment Blocks — umcino 6nokoB ¢parmentanum). Ilepas uwacTe ngedTarpaMmbl
MOMELIaeTCsl B MEPBYIO M3 HOBbIX JedTarpamMm [P u mone anuHb

YCTaHABIMBAETCS B COOTBETCTBUHU JUIMHOH nepBoil neirarpamMmel. [l nepBoi +________£;_;_£g;/“;_;_(;é; ________ *
JeiTarpaMMbl  yCTaHaBiIMBaeTcsi  (uar  HalW4YUsl  JIOTOJNHHTENBHBIX | |
(parMeHTOB. BTOpas 4acTh JaHHBIX IMOMeENIaeTCs BO BTOPYIO U3 CO3/IAHHBIX o *
3aHOBO JeWTarpaMM M MOJIe pa3Mepa YCTaHABIUBAETCS B COOTBETCTBUH C ! |

JUIMHON HOBOW JeHTarpaMMbl. 3HaUCHHUE IOJISI CMEIICHMSI YBEIMYMBACTCS Ha oo * oo *
penmuny NFB. 3HaueHue (uiara Hanwuns JONONHWTENBHBIX (parMentop | | JIOKaJlbHAA CeTk | | Jloxanbnas ceTs |
COXDAHSETCS B COOTBETCTBHH C ()IaroM HCXOJAHOHW He(parMeHTHpoBaHHOM T~~~ "7 777=77~"~ + tommmm T +
JeHTarpaMMbL. Pucynox 3 [Ipomoxom! wino3oe

Oty nmpoueaypy Jerko 0000MUTh Ha CiTy4ail pa3OMeHus AeiTarpaMMbl Ha n GparMeHTOB, Tae n > 2.

st coopku ¢pparmenToB neiirarpammsl 1P, Momyns IP (Hampumep, Ha Xocte afgpecara) oObennHseT AeirarpaMMel [P ¢ coBmamaronmmu
3HAUCHMSIMU TI0JIeH MACHTU(HKAIMHU, aJAPEcOB OTHPABHUTENS W IOTydaTess, a Takke MpoTokona. OObeIUHEHHE OCYIIECTBIACTCS ITyTeM
pa3MeIeHns] JaHHBIX W3 KaKIOW JedTarpaMMbl B IO3MIMIO Oydepa, yka3aHHYIO IojieM cMmemieHus ¢parmenTta B 3arosioBke IP. Ilepserit
(parmeHT OyaeT UMETh HyJIEBOE CMEIEHHE, a I oclieAHero ¢pparmMedTa ¢iar more-fragments OyzieT MeTh HyJleBOe 3HAYCHHE.

2.4. lLino3bl

[Imo3e® 00ecneunBalOT TEpeCchUIKy aedTarpamMM IP Mexay ceTsamu, obecreumBas Takxke MOAIepxkkKy mpotokoisa GGP? (Gateway to
Gateway Protocol — mpoTokon oOMeHa JaHHBIMH MEXIy IUT03aMu) [7] w1t oOMeHa NaHHBIMH MapIIpyTH3alUH U IPYTOoH yIpaBisromeit
uH(bOpManneH.

B mumo3ax peanmzarys MpOTOKOJIOB BEIMISNISKAIINX YpoBHEH He oOs3arensHa n Gynkiun GGP moryt ObITh peanusoBansl B Mmoxayie IP.

3. Cneyudpukayus
3.1. ®opmart 3aronoska IP

3aroyIoBOK JieTarpamMM internet IMeeT CleayIOIui Gpopmar:

® B cOBpeMEHHOM IIOHHMAHHH TEPMUHOB 3TO BBIPOKEHHE HE COBCEM KOPPEKTHO, IMOCKOJIBKY OTOOpa)KEHHE aipecoB Ha MapIIpyThl
(MapmpyTH3anus) OCYIIECTBISCTCS Kak pa3 Ha ypoBHe I[P, a He Ha KaHambHOM ypoBHe. KaHambpHBIH ypoBeHb oO0OecrednBaeT
npeoOpa3oBanue anpecoB [P B ampeca kanampHOro ypoBHS (MAC-agpeca) u obpatHo ¢ momombio mporokonoB Tuma ARP/RARP.
[Nonb3ysch COBpeMEHHOH TEPMUHOJIOTHEH, Jydie ObII0 OBl CKa3aTh “0TOOpaKCHHE aJpecoB JIOKAIBHOM CeTH B KaHANEI epexadn’. [lpum.
nepea.

" B COBpEMEHHOI TEPMHHOJIOTHH — HOMEP XocTa. [punm. nepes.

8 MapuipyTu3aTtopsl B COOTBETCTBHU C COBPEMEHHOM TepMUHONOTUEN. [Tpum. nepes.

° B Hacrosiiee BpeMs uisi oOMeHa nHMOpMaIeil Mex Iy MaplIpyTH3aTOPaMH HCIOJNIB3YIOTCs GoJiee U30IMIPEHHBIE MPOTOKONbI Trma RIP,
OSPF, BGP. IIpum. nepes.
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0 1 2 3
01 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 1 2
Version IHL ToS Total Length
Identification Flags Fragment Offset
TTL Protocol Header Checksum
Source Address

Destination Address

Options Padding
Pucynox 4 @opmam 3azonoexa oevimazpammoi IP.

Version - 4 6uma

D710 TI0JTE YKa3bIBa€T HOMEP BEPCHUU IIPOTOKOJIA U OIIPEACIACT (bOpMaT 3aroJjioBka. I[aHHaS{ CHGHI/I(bI/IKaHI/ISI OIMMCBIBACT BEPCUIO 4.

IHL - 4 6uma

OTO mosie conep KUT pasMep 3arojoBka [P B 32-OMTOBBIX cIOBax M yKa3blBaeT Ha Hayasno AaHHBIX. OTMETHM, YTO MHHUMAJIbHOE 3HAYCHUE
9TOTO MOJIS JUIst KOPPEKTHOTO 3aroJIOBKA COCTAaBISACT 5.

ToS - 8 6umoes

ITone ToS obecrneunBaeT MHANKANUIO a0CTPAKTHBIX MMAPaMETPOB JKEIAEMOTO KAadyecTBa OOCITYKMBaHUSA. DTO 3HAYCHHUE UCIIONB3YETCS MPH
BBIOOpE peabHBIX ITapaMeTPOB 0OCITYKHMBAHHUS B IPOIECCe Nepeiady AeiiTarpaMMEl dyepes OTAeNbHYI0 ceTh. HeKoTopsle ceTH mpeanaraoT
NPHOPUTETHBIIl CEPBHUC, KOTOPBIA TEM HIIM MHBIM CIIOCOOOM TPakKTyeT TpadHK ¢ OONBIIMM YPOBHEM NPEANOYTEHHs Kak 0ojee BaKHbIH,
Hexesd Tpaduk Apyroro Trmna (0OBIYHO TPU BBICOKOH 3arpy3Ke MPOCTO BOCHPHHHMAETCS TOJIBKO TPaQHK C YPOBHEM MPEIIOYTEHHUS BBILIE
HEKoToporo nopora). OCHOBHOi1 BBIOOP OCYILIECTBIISICTCS MEXAY TPEMs BapUaHTAMM — Majas 3a/Iep)KKa, BBICOKas HAJEKHOCTb, BBICOKas
HPOITyCKHasi CIIOCOOHOCTb.

Outsl 0-2: mpennoYTEeHUs.

our 3: 0 = oOpryHas 3amepkka, | = Mamas 3aIepxKKa.

our 4: 0 = 0OBIYHAs MPOITYCKHAs CIIOCOOHOCTD, 1 = BBICOKAs! TIPOIyCKHAs CIIOCOOHOCTb.

our 5: 0 = 00BIYHAS HAACKHOCTD, 1 = BBICOKAsI HAIEKHOCTb.

OuTHI 6-7: 3ape3epBUPOBAHBI JJIS UCHIONB30BaHMs B Oy IyIIEM.

Precedence (npeamoyreHus) 0 1 2 3 4 5 6 7
111 — ynpaBieHue ceTbro Precedence D T R 0 0

110 — MexxceTeBOE yIIpaBIeHUE

101 - CRITIC/ECP

100 - cBepxcpo4HO

011 - cpouno

010 - HezameIUTETEHO

001 - mpuopureTHsIit

000 - oObIYHEIH
Hcnons3oBanue ¢aaros Delay, Throughput, Reliability MoxkeT yBenmumBaTh CTOMMOCTH (B TOM WIJIM WHOM CMBICIIE) OoOCHyXuBaHHs. Bo
MHOTHX CETSX IIPEIIIOYTeHHe IO OJHOMY M3 JTHX IapaMeTPOB MOXET OBITh CBS3aHO C MOTEPSIMH II0 JIpyromy. 3a HCKIIOYEHHEM
CIEIMANBHBIX CIIydaeB cIeyeT HCIONIB30BaTh He Oosiee ABYX (IaroB U3 3 BO3MOXKHBIX.
3nauenne ToS wcmonb3yercst Ui 3amaHus crocoba oOpaboOTKM OeHTarpaMMm B Ipolecce WX meperadn depe3 internet. Hampumep,
orobpaxenue 3HaueHnit ToS Ha peanbuble mapamerpsl oocmyxuBanus B ceTsix AUTODIN II, ARPANET, SATNET, PRNET onmcano B
pabote Service Mappings [8].
Yposens npeamoureruss Network Control (ympaBieHue ceThio) 03HAa4aeT, YTO JAeHTarpaMMa MpeAHa3HA4YeHa AU WCTOJIB30BaHMS BHYTPU
cetu. PeanbHas TpaKTOBKa 3TOro 00O3HAYEHUs OMpEJeIsieTCsl MECTHBIMU YCIIOBUSIMHU ceTH. 3HaueHne Internetwork Control (MesxcereBoe
yIpaBJIeHHEe) TOKa3bIBaeT AeHTarpaMMebl, NpeAHa3HAaUeHHbIE TOJBKO M yNpaBieHWs LUTo3aMH. EcaM Ta mim MHas ceTb HCHONb3yeT
3HAUCHHE YPOBHS MPEANIOYTEHHS, OHa OepeT Ha ce0s OTBETCTBEHHOCTH 3a AOCTYH K 3TUM MOJISIM H UX HCIIOJIb30BaHHUE.

Total Length - 16 6umoe

310 moie ykaspBaeT oOIIMH pa3Mep (B OKTETaxX) JeWTarpaMMBbl C Y4ETOM 3aroJIoBKa M JaHHBIX. PazMep 3TOro mojsi MO3BOJISET CO34aBaTh
nedrarpaMMbl JUIMHOM 10 65 535 okrteroB. Cronb OombliMe NedTarpaMMbl HEMPHEMIIEMBI JIIs OOJNBIIMHCTBA XOCTOB U ceTell. Bee xocThl
JIOJDKHBI OBITH TOTOBBI K BOCIIPHATHIO AeiTarpaMM pa3MepoM 10 576 okTeToB (LIeIUKOM MM B BHIE (GparMeHTOB). X0cTaM PEeKOMEH Iy eTCs
nepenaBaTh JeWTarpaMMbl, pa3Mep KOTOPBIX MPEBHIIIAET 576 OKTETOB TOJIBKO B TEX CIyYasx, KOTAA €CTh YBEPEHHOCTH, YTO afpecaT MOXET
HNPUHUMATh TaKue AedTarpaMMsl.

3nauenue 576 BBHIOpPAaHO IJIsI TOTO, YTOOBI JeWTarpaMMbl MOTJIH KPOME 3arojoBKa COAEP)KaTh OJOK JaHHBIX pa3syMHBIX pPa3MEpoB.
Hampumep, Takoll pasMmep MO3BOJSIET HepenaBaTh OJIOK AaHHBIX pa3MepoM 512 OKTETOB ¢ 64-OKTETHBIM 3arojIOBKOM. MakcHMaJbHBII
pa3mep 3aronoBka IP cocraBmser 60 OKTeTOB, a pa3Mep TUMUYHOrO 3aroiioBka IP - 20 OKTETOB, YTO OCTAaBISACT AOCTATOYHO MECTa LIS
3aroJI0BKOB BBIIIENIEKALINX YPOBHEH.

Identification - 16 6umoe

3HaveHue noss MACHTH(UKALMK IPUCBANBACTCS OTHPABUTEINIEM 11 0OecriedeHHsI KOPPEKTHOI cOOpKU parMeHTOB AeHTarpaMMsl.

Flags - 3 6uma

Hab6op ¢maros ynpasnenus. 0 1 2
bur 0: 3ape3epBupoBaH (JJomkeH UMeTh 3HaueHue () 0 DF @ MF
bur 1: (DF) 0 = ¢pparmenranust BO3MoxHa, | = ¢parMeHTaUs HEJOMYCTHMA.

bur 2: (MF) 0 = nocnennuii Gpparment, 1 = ¢pparMeHT He SIBISIETCS MOCISTHIM.

Fragment Offset - 13 6umoe
DTO TONie MOKAa3bIBACT MOJOKEHUE TaHHOTO (parMeHTa B UCXOAHOW aedTarpamme. CMEIICHUE U3MeEpseTCS B CAMHHIAX, KPaTHBIX &
oktetam (64 6urta). CMeleHne epBoro (pparMeHTa paBHO HYJIIO.

TTL - 8 6umos

D10 moNe omperenseT MaKCHMaIbHBIH CPOK CYIIECTBOBaHMS AeiTarpaMMbl B cHcTeMe internet. JleHtarpaMMbl ¢ HyJIE€BBIM 3HaUCHHEM
BPEMEHH JKH3HU JODKHBI YHHUYTOXKAThCS. 3HAUEHHE 3TOrO MOJsl M3MEHseTcss mpu oOpaborke 3aromoBkoB IP. Bpems usmepsercs B
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CEeKyHJIaX, HO, TIOCKOJIbKY KaKIbIii oOpadaThIBaroImuii aeifirarpaMMy MOAYJb JOJDKEH yMeHbIIaTh 3HadeHne TTL, mo xpaifHed mepe, Ha 1
(maxxe ecau 00paboTKa IIMIach MEHbIIE CeKyHObl), 3HaueHue TTL cnemyeT paccMaTpuBaTh Kak BEpPXHHI IpeieN CpOKa >KH3HU
JeHTarpaMMBl B CUCTEM. DTO TOJIE BBEJCHO JUIS TOTO, YTOOBI MOXKHO OBUIO M30aBHUTHCS OT HEAOCTABICHHBIX JeHTarpaMm.

Protocol - 8 bumoe

3T0 10JIe YKa3blBaeT MPOTOKOJ CIEAYIOIIEro
yka3zasbl B Assigned Numbers [9].

10 ypoBHsI, comepaluiicss B 1ojie JaHHBIX Aeitarpammsel IP. MaeHTH(OHUKATOPHI IPOTOKOIOB

Header Checksum - 16 6umos

KoHTposbHas cymma mojel 3arosioBka. [Iockoibky HekoTopble moist 3arojioBka (Hampumep, TTL) m3MeHsIOTCs B mpolecce JOCTaBKH,
3HaUCHNE KOHTPOJIBHOW CYMMBI POBEPSETCS M BEIYUCIISETCS 3aHOBO B KaXKIOH TOUKe 00pabOTKH 3aroioBkoB IP.

KoHTposnbHas cymMa 3aroyioBka IpejcTaBisieT coOoi 16-OmtoBoe mopaspsiiHoe nomosiHeHHe (one's complement) CyMMBI MOpa3psiTHBIX
JIOTIOJTHEHUH BceX 16-OMTOBBIX CIIOB 3aronoBKa. [Ipy BEMHCICHHN KOHTPOJIBHOH CyMMBI 3HAUCHHE CaMOTO OIS IPHHUMAETCS HyJICBBIM.
KoHTpOIBHYIO CyMMY JIETKO ITOCYNTATh M MOJKHO TT0Ka3aTh €€ aJeKBaTHOCTh, HO QJITOPUTM BBIYHCICHHSI KOHTPOJIGHON CYMMBI MOJKET OBITh
3aMeHeH creruanbHoi nporeaypoit CRC ¢ yueTtoM ombITa MCroib30Banus ',

Source Address - 32 6uma
Anpec otmpaButens (cM. maparpad 3.2. O6cyxaeHue).

Destination Address - 32 6uma
Anpec nomydarens (cm. maparpad 3.2. O0cyxaeHue).

Options — nepeMeHHas OnuHa
Ilone ommumit siBNsieTcs HeoOs3aTenbHBIM. [loamepkka ONIMN JOKHA PEAlM30BaThCs BO Bcex Moaynsax [P (Ha xoctax W Iumo3ax).
Hcnonb3oBanue onuuil onpenessercs Al OTACIbHON eHTarpaMMbl, a He Ul pean3alui MOIyJIs.
B HekoTopBIX cpeax MCHOJIB30BAaHKUE OMINIT 0€30ITacCHOCTH SIBISETCS 00s3aTEIbHBIM.
[Tone omuii MMeeT nepeMeHHyo AauHy. CyliecTByeT /1Ba BapuaHTa (GOpMaTUPOBAHHS OILIHIA:
OJTHOOKTETHEIE OIIIHY;
OKTET THUIa OILHH, OKTET pa3Mepa ONIMH M OKTETHl COOCTBEHHO ONIMi (TI0Je pa3Mepa OINIMH YYUTHIBACT IOJS THIIA, pasMepa W
JTAHHBIX OIIIIHH).
OKTeT THIa OIIMU COAECPIKUT TPU MOJISL:
(mar konmpoBanus (1 6ur);
kyacc omuy (2 6ura);
HOMep onuuH (5 OUTOB).
@iar KonmMpoBaHUS MMOKA3BIBACT, YTO JAHHAS OMIUS KOIUPYETCs BO BCe (YparMeHTHI AeiTarpaMMEL:
0 - onus He KOMHPYETCS;
1 — ommus KOMUPYeTCst BO (pparMeHTHI.
[one xiacca ommuiA MOKET MPUHUMATE 4 3HAUCHHS:
0 — ympaBnenue;
1 — 3ape3epBUPOBAH;
2 — oTyIajika ¥ U3MEpEeHHs;
3 — 3ape3epBUPOBAH.
OmpeneneHs! ciueayronme Homepa ommuit IP:
Knac | Home Jmuaa =~ Onucanue

c p

0 0 - Konen crucka onmumit (End of Option list). Ota ommust 3aHIMaeT TOIBKO 1 OKTET M HE UCIONB3YyeT MOJe
JUTHHBIL.

0 1 - Her onepaunu. Ota onmms 3aHUMAeT TONBKO | OKTET M HE HCHOJIB3YET MOJIe IHHBL.

0 2 11 besomacHocTth (Security). Mcmonms3yetcst st nepeaayn omimid Security (6ezomacuocts), Compartmentation
(m3omsmust), User Group (TCC), Handling Restriction Codes (xombl ympaBieHHsS OTpaHHYCHUSIMH),
COBMECTHUMBIX ¢ TpeboBanusmu DOD.

0 3 nepeM. | Loose Source Routing (mectporoe 3amaHme MapmipyTa oTmpaBuTeneM). Mcmomb3yercs s
MapIupyTu3anuu aeirarpamm IP ¢ yueToM JaHHBIX, yKa3aHHBIX OTIIPaBUTEIIEM.

0 9 mepem. | Strict Source Routing (cTporoe 3amganue MmapuipyTa oTnpaButenaem). Vcmons3yercs s MapiipyTH3alu|
neitarpamm [P Ha OCHOBE JaHHBIX, YKA3aHHBIX OTIPABUTENIEM

0 7 nepeM.  Record Route (3anuce MapiipyTa). Mcnonb3yercs Juis TpacCUpOBKH IyTH jieiTarpamm IP.

0 8 4 Stream ID (uneHTH(HKAaTOp OTOKA). Mcnons3yeTcs st 0003HAYCHHUST TOTOKOB JAeHTarpaMm.

2 4 mepeM. | Internet Timestamp (BpeMeHHast METKa).

OnpedeneHusi omaoesibHbIX onyuu

End of Option List 00000000
Ota onmus yKa3plBaeT Ha 3aBEpIICHHE CIUCKa OMIuiA. ['paHWIa 3TOH ONMIMKM MOXKET HE COBMNAAATh C OKOHYAHHEM Type=0
3aroyioBka [P, yka3aHHBIM MoJieM JJIMHBI 3ar0JI0BKA. J[aHHAS OMIIMSA CIYXKHUT IJIS TOrO, YTOOBI MOKA3aTh 3aBepIlCHHE
CIIMCKA HCIIOJBb30BAaHHBIX IS JAeHTarpaMMbl Omuuii (a He OTAENbHOW omuuu). Vcmonp3oBaHue OHIMU TpeOyeTcs TONBKO B TeX
Cllydasix, KOrjla OKOHUYaHUE CIMCKA OIIUI He COBIAAAET C 3aBeplleHueM 3arojoBka IP.

DTy ONIHIO0 MOXXHO KOITMPOBATh, A00ABJIATh M YAAIATH MPU (parMeHTAIMH WM 10 HHBIM ITPUYUHAM.

No Operation
Takast omiKss MOXKET HCIOJIB30BAThCS MEXIY APYTMMH ONLIUSIMHU (HapUMep, Ul BRIPABHUBAHMS Havaja cleayromen 00000001
ommy 1o 32-0UTOBOH TpaHHMIE). Type=1
DTy ONLUIO MOXHO KONUPOBAaTh, N00ABIATE M yAAIATh NPU (parMeHTAI[MY WIH [0 HHBIM MPUYHHAM.

Security
Ota onmus obecreunBaeT XxocraM crnocod nepenauyn uHGOpMaUU O 0€30IaCHOCTH, M30IALNMH (compartmentation), orpaHUYCHHUAX
obcmyxuBanus u TCC (3akpbIThIE TPYIIIH MTOTB30BaTeNei). OIS NCTIONB3YeT CIeayonmil Gpopmat:

1 TpancmoptHOTO (Mpum. nepes.)
' OnincanHas mpolexypa BIYMCIEHUsS] KOHTPOJIBHOM CYMMBI MCIIONB3YETCS M CETOHs. [lpum. nepes.
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Security (none S) - 16 6utos 10000010 | 00001011 | SSS SSS | CCC CCC | HHH HHH TCC
Onmust mMo3BOJNSIET 3agaTth 16  ypoBHEH Type=130 Length=11
6e30ImacHOCTH ¢ ypOBHeMH

3ape3epBUPOBAHBI [Tl UCTIONB30BAHUS B OyIyIIem).
00000000 00000000 — Unclassified (He kraccuduimpyercs)
11110001 00110101 — Confidential (koHpHIEHIHAIEHO)
01111000 10011010 - EFTO
10111100 01001101 - MMMM
01011110 00100110 -PROG
10101111 00010011 — Restricted (orpaHM4YeHHBIH JOCTYII)
11010111 10001000 — Secret (cexpeTHBIE JaHHBIE)
01101011 11000101 - Top Secret (COBEpIIEHHO CEKPETHBIE TaHHBIE)
00110101 11100010 - (3ape3epBUPOBAHO)
10011010 11110001 - (3ape3epBUPOBAHO)
01001101 01111000 - (3ape3epBUPOBAHO)
00100100 10111101 - (3ape3epBUPOBAHO)
00010011 01011110 - (3ape3epBUPOBAHO)
10001001 10101111 - (3ape3epBUPOBAHO)
11000100 11010110 - (3ape3epBUPOBAHO)
11100010 01101011 - (3ape3epBUPOBAHO)

Compartments (none C) - 16 6utos
3HaueHHe 3TOro IOJs, COAepXKallee TOIBKO HYJH, O3HayaeT, YyTo IeperaBaeMble AaHHbIE He TPeOYyIOT M30ALuH (compartment).
Jlpyrue 3Ha4YeHHs1 MOTYT HCIIOJIB30BaThCs ¢ paspenieHus Defense Intelligence Agency.

Handling Restrictions (none H) - 16 6uTtos
OTH 3HAYCHUS CIIyXKAT Ul YIPaBICHUS Pa3METKOU W SBISIOTCA al(aBUTHO-IH(POBBIMU HAIllpaBICHHBIMH rpadamu (OMpeaeIeHbl B
nokymente Defense Intelligence Agency Manual DIAM 65-19, "Standard Security Markings").

Transmission Control Code (none TCC) - 24 6uta
CJ'Iy)KI/IT I pasaciacHust Tpa(bmca 1 onpeACTICHUS KOHTPOJUPYEMBIX «T'PYIII II0 HUHTEPECaAM». 3HaYeHHS SBISIOTCS rpa(baMH THIIA
trigraph u goctynusl B HQ DCA Code 530.
Orta onuys IOJDKHA KOIMPOBATHCS IPH (PparMEeHTallMH U MOSBISIETCS B AeitarpaMMe He GoJiee OJHOTO pasa.

Loose Source and Record Route
Ommust LSRR (HexecTKo 3aaHHBIN OTIPaBUTENEM MapuIpyT M 3alHCh ITyTH) OOECIeYMBaeT OTHpaBHTENsM Jeltarpamm I[P crocod
NPEIOCTaBICHHUsT MapUIpyTHOH MH(OPMAIMH, MCIOJIB3YeMOi MapHIpyTH3aToOpaMu MpPU Hepechulke NedTarpaMM ajapecary, U 3amucu
MapupyTHOH nHopMarmy.
Onuus HayuHaercs ¢ koza tuna (131), BTopoii okTeT comepkuT 3HadeHue pasmepa | 10000011 | length | pointer & route data
ONIMY C y4YeTOM IOJNeH THIla M pa3Mepa OINIMY, a TakXke OKTeTa ykasarens u  Type=131
COOCTBEHHO ONUMHM (MAapUIPYTHBIX JAHHBIX). TpPETHil OKTET ONIMU IIOKa3bIBaeT
OKTeT MapUIPYTHBIX JAaHHBIX, HaYMHas C KOTOporo Oyner oOpabaTeiBaThesl ciemyromuii agpec ormpaBuTens. OTcdeT cMeeHHs
BeJISTCs OT Havasia ONIUH U 3HAUCHHE YKa3aTellsl He MOXKeT ObITh MeHbIIe 4.
MapuipyTHEIE JaHHBIE COCTOAT W3 Hemodku anpecoB IP. Kaxnmerni agpec 3anmmaer 32 6uta (4 oktera). Ecim 3HaueHme ykasareins
MIPEeBHIIAET IJIMHY, 5TO TOBOPHT O IIyCTOM MapIIpyTe source route (3aBepIICHHH 3alliCH ITyTH) U MapIIpyTH3aliH Ha OCHOBE ITOJSL
azipeca MoTydJaTers.
Ecim nmocturHyT azpec m3 mons ajgpeca IOMydaTels M yKazaTeldb He IPEBBINIacT JUIMHY OILUM, CISAYIOHMIl ajpec M3 MapIipyTa
source route 3aMeHs€T 3HAUEHHE MOJI ajgpeca MONydaTels W aJpec B 3alUCHIBAEMOM MapIIpyTe 3aMEeHseT HCIOIb3yeMBIH aapec
OTIpaBHTENS, a 3HAUCHHE yKa3aTelsl yBeIMIuBaeTcs Ha 4.
AZpecoM 3alMCBIBAEMOTO MaplipyTa SIBISETCS COOCTBEHHBIM anpec Monyns IP, m3BecTHBII B TOH cpene, KyAa INEpechLIaeTCs
JedTarpaMma.
Takast mpouexypa 3aMeHBI Source route 3amHMCaHHBIM MapLIPYTOM (XOTS B HHMX M HCIOJIB3YETCsl OOpaTHBIM MO OTHOLIEHUIO APYT K
ZIpyTy TOPSAIOK) O3HAyaeT, 4To onmusa (M Bech 3arojoBOK IP) coxpaHseT MOCTOSHHBIA pa3Mep MpHW Mepefade IedTarpaMMbl depes
internet.
Orta omuust He 33/1a€T MapIIPyT KECTKO, MOCKONBKY IILTI03aM 1 XocTaMm IP pa3pemnraercs ncrnonb30BaTh T000H MapmpyT depes3 To0ble
MIPOMEXYTOUYHbIE IUTIO3bI U1 JOCTaBKU JeUTarpaMMbl 110 afpecy cieayIoIiel TOUKH MapuipyTa.
Omnuus JoMKHA KOIMMPOBATHCS MPU (pparMeHTaluy U HOSBISIETCS B AeHTarpaMme He Gosee OJHOTO pasa.

Strict Source and Record Route
Onmuss SSRR - (kecTKO 3amaHHBI OTHpaBUTENEM MapLIpyT W 3alHUCh IIyTH) 10001001 | length | pointer = route data
obecrieunBaeT oTHpaBuUTENI0 JeWTarpaMmbl [P cmoco6 3amanms mapmpyrtHOoi  Type=137
uHpOpMAaLUH, KOTOpas Oynmer HCITOJIb30BAThCS IIPOMEKY TOUHBIMU
MapIIpyTH3aTOPaMH JUIS IOCTABKH JIeWTarpaMMBbl aipecaTy ¥ 3alliCH IMyTH.
Onuust HauuHaeTcs: ¢ uaeHTudukatopa tuma (137), 3a KOTOPBIM CIIEAyeT OKTET pa3Mepa ONLHUHM C y4YeTOM IOJel THIla, JUINHBI,
CMEIICHHST U MapIIPyTHBIX JaHHBIX. TPeTHil OKTET OINIMU COACPXKUT yKa3aTelb (CMEIICHHE OT Hadaia JAaHHOW OIIMU) HA OKTET, C
KOTOPOT0 HAYMHAETCs CIEAYIONIMH 00padaThiBaeMblil ajpec OTHpaBUTeIs. MUHHMaJIbHOE 3HAYCHUE yKa3aTelsl cocTaBisieT 4 (CM.
BEIIIE).
MapuipyTHBIE JaHHBIE IIPEJCTABIIIOT COOOM IenouKy aapeco [P, kaxablid U3 KOTOpbIX 3aHnMaeT 32 Oura (4 oxrtera). Ecnu ykazarens
MIPEBBIIIAET pa3Mep OMIMHU, 3TO TOBOPHUT O ITyCTOM MapIIpyTe source route (3aBepLICHHH 3aIliCH IyTH) U MapIIpyTH3alUd HA OCHOBE
azpeca MoIydaTes.
Ecian mocturHyT agpec m3 mois ajgpeca HMONydaTels W yKa3aTelb He MPEBHIMIAeT JUIMHY OIIWH, CISTYIOIUHA agpec U3 MapuipyTa
source route 3aMeHseT 3HAYCHHUE IIOJIA aApeca MOIydaresis U aJpec B 3alMChIBAEMOM MapUIpyTe 3aMEHSET HCHOJIb3yeMblil aixpec
OTIpaBHTENS, a 3HAUCHNE yKa3aTellsl yBeIMInBaeTcs Ha 4.
AnpecoM 3amMChIBAEMOTO MapUIpyTa SBISETCS COOCTBEHHBIH anpec Moxmyns IP, m3BecTHBII B TOH cpeme, Ky#a HepechLIaeTCs
JiefTarpaMma.
Takas mporexypa 3aMeHBI Source route 3alHMCaHHBIM MApHIPYTOM (XOTS B HHX H HCIIOIB3YeTCSI OOpAaTHBIM IO OTHONICHHIO APYT K
ZIpyTy TOPSAIOK) O3HAyaeT, 4To Omius (M Bech 3aroyioBok IP) coxpaHseT MOCTOSHHBIN pazMep NpH Iepenade IeHTarpaMMbl depes
internet.
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DTa omuus KECTKO 3aJaeT MapIIpyT, MOCKOJIbKY IUTIO3bI M XOCThl IP JO/DKHBI MepenaBarh AeiTarpaMMmy HEMOCPEACTBEHHO IO
CIIELYIOIeMY afpecy, yKa3aHHOMY B 3aJaHHOM OTIIPaBUTEJIEM MapIIpyTe, [0 BCeMy IyTH JOCTABKU AefiTarpaMMbl agpecary.
Omiyst JOJDKHA KOIUPOBAThCS PH (parMEHTALIMH U MOSBIISIETCS B eiiTarpaMMme He 0oJiee 0JJHOTrO pasa.

Record Route
Ommus  3amuck  Mapmipyta obecriedmBaeT crmoco0 3amumcu myta  mnepemadnr | 00000111 | length | pointer | route data
nentarpammsl [P, Type=7
Ommus HaumHaercs ¢ moist Tuma (7), 3a KOTOPBIM CIEZyeT IoJie MIJIHHEI,
YUYUTHIBAIONIEE IONHBIN pasMep ONIHMH (THI, pa3Mep, CMeNIeHHe, MapuIpyTHHIE JTaHHbIE). TpeTHil OKTeT CONEpKUT yKa3aTelb Ha
OKTET, ¢ KOTOPOTO HAYMHAETCS CleAylomas o0JacTh 3amucd MapmpyTa. CMeIeHHe OTCYMTHIBACTCS OT Hadajga OILHUH, HOATOMY
3HAUCHHE YKa3aTellsl He MOXKET OBITh MeHbIIE 4.
3amuchIBaeMbIii MapLIpyT MpeACTaBiIsIeT coOOH MOCIeI0BATEeIbHOCTE anpecoB P, Kaxaplid W3 KOTOPHIX MMeeT AIMHY 32 Owura (4
okrera). Ecam 3HaueHMe yka3aTelnsl HPEBBIIIAET pa3Mep ONMHM, 3TO TOBOPHUT O 3aBEPIICHUH 3amucd Mapmpyta. Ormpasisrommit
JedTarpaMMy XOCT JOIDKEH 00eCHeYuTh JOCTATOYHOE MPOCTPAHCTBO (pa3Mep OMIMU) AT 3allHCH aJpecoB Ha MyTH K Modydarento. B
HCXOMHOH JedTarpaMMe OIS aIpecoB JOIDKHBI IMETh HyJICBBIC 3HAUCHHSI.
Korma monyns IP mapmpyTusupyer nedirarpaMMmy, OH OpOBEpsieT B Hel Haluuue MaplpyTHOW 3amucu. [Ipy Hamu4yuu Takoi 3amucu
MOJlyJIb TIOMEIAET B HEe CBOH ajipec, U3BECTHBIM B TOW cpene, Ky/Aa MepechulaeTcs IedTarpaMMa, HadyMHasi CO CMEUIEHHUs, KOTOpoe
3a/1aHO yKas3aTelieM, ¥ yBeINYUBasi 3HAYCHUE yKa3aTess Ha 4.
Ecnn none MapmpyTHBIX JaHHBIX yXe 3allOJTHEHO (3HAUCHUE yKasaTells MPEeBBIIAeT pa3Mep OINIMHU), JeHTarpaMma IepechuiaeTcs: 6e3
JanbHeieit 3anucu MapuipyTa. Eciu ocTaBIerocst mpocTpaHcTBa IS 3alMCH MAapUIIPYTHBIX TaHHBIX HEIOCTATOYHO JUIS BKIFOYCHHS
ajipeca, JAeirarpaMMa paccMaTpHBaeTcs KakK OIIMOOYHas W oTOpachlBacTCs. B Takux ciydasx OTHpPABUTENIO JeHTarpaMMBbl MOMKET
ObITh niepenano coodnieane ICMP 06 ommbke B mapamerpax [3].
Orta omus He KOMUPYeTCst BO (GparMeHThl U He NOJDKHA BKIIIOYAThCS B JieHiTarpaMMy Goliee 0OHOTO pasa.

Stream Identifier
Ota omus MO3BOJIET MepenaBath 16-0utoBbie uaeHTH(UKATOPHI MOTOKOB SATNET 10001000 | 00000010 = Stream ID
yepes CeTH, KOTOpPBIe HE MOAACPKUBAIOT KOHIIETIIIHIO TOTOKOB. Type=136 Length=4
Onuust A0KHA KOMUPOBAThCs MpU (DparMEHTAMU U TOSIBIACTCS B JcHTarpaMme He
Ooree OJHOTO pasa.

Internet Timestamp
Ilone nnvHBI ONMIMK COAEPKHUT 3HAYEHHE, YKA3HIBAIOIIEE YUCIO OKTETOB B IIOJIE 01000100 length pointer | oflw | flg
THITIA OIIUH, ee JUIHEI, yKa3arteis, noneid Overflow, ¢aroB u BpeMEHHBIX METOK IP address
(Bcero 1o 40 oKTeTOB). Timestamp
ITome yxazaremns (Pointer) mokassIBaeT cMeIleHHE (B OKTETaX) OT Hayaja OIIIH
IO Hayaja ciefylomeil BpeMeHHOH MeTKH. TakuMm o00pa3oM, MHHHUMAaJbHOE
3HaUeHWE yKas3arens paBHO 5. OOmacTe BpPEeMEHHBIX METOK CUUTAETCS
3aII0JHEHHOM, KOT/la 3HAYE€HUE YKa3aTessd NPEBBIACT pa3sMep OIMLHH. Type =68
Iome Overflow (oflw, mepenonnenne — 4 Oura) mokasslBaeT 4nciIo mMoxydieit P,
KOTOpbIE HE CMOTIJIM BKJIIOUUTH CBOM BPEMEHHBIE METKH B PE3yJIbTaTe HEXBATKM MECTA B OMIIUH.
[one ¢naros (flg, 4 Gura) MOXKET MPUHUMATH CICIYIOIINE 3HAUCHHUS:
0 — TosTbKO BpEeMEHHBIE METKHU, COXpPAaHsAEMbIE B TIOCIIEJ0BATENLHOCTH 32-OUTOBBIX CIIOB;
1 —nepen xaxaoi MeTkoi nomentaercsa [P-aapec peructpupyromero METKy MOAYIIS;
3 — monst azapecoB IP ykaswiBarorcst 3apanee (prespecified) u moxyns IP momemiaer BpeMeHHYIO METKY TOJBKO B TOM CIydae,
KOTJIa aJjpec 3TOr0 MOJYJISl yKa3aH CJIEIYIOIINM B CIIUCKE aJPeCOB OIIIH.
IMonst Timestamp (BpeMeHHast METKa) BBIPABHHMBAIOTCSA IO NPAaBOMY KpPar0 M COZEP)KAT YHCIO MUUTMCEKYHJ HOCJIe IOIyHOUH II0
yHusepcansHoMy BpemeHH (UT).Ecmu HeBO3MOXHO yKas3aTh BpeMs B MWUIMCEKYHIAX HWIM HET NPHUBA3KM K YHUBEPCAIBHOMY
BPEMEHH, B II0JIE METKH MOXXET IOMELIAThCs JII000€ 3HAUCHHE BPEMEHHM, a CTapLIMi OMT METKH JOJDKeH OBITh ycTaHoBieH (1), s
HMHIMKAIMU HEKOPPEKTHOCTH JAHHOH METKU.
OtnpaBnsronuii aefdTarpaMmy XOCT JOJDKEH NMPELyCMOTPETh JOCTaTOYHO MECTa JUIS 3allMCH BPEMEHHBIX METOK MO MyTH IOCTaBKH
JedtarpaMmbl. Pazmep OnmmuM He MOXXET yBEIMYMBATBHCS MO Mepe J00aBieHHus MeToK. VcxomHas IeitarpaMMa COEPIKUT HyJICBbIC
3HAYCHUS BCEX IPEIYCMOTPEHHBIX B OIIUH MOJICi BpeMEHHBIX METOK (KpoMe 3apaHee yKa3aHHBIX axpecoB IP).
Ecnmu obnacTh 3amucH BPEMEHHBIX METOK YK€ 3allojlHeHa (3Ha4YeHHMe YyKas3aTens MpeBbIIIaeT pa3Mep OILHHM), AeHTarpamma
nepecsiiaeTcss  0e3 JanbHEHIIeH 3amicu BpEeMEHHBIX METOK, HO 3HadeHme moist Overflow JOIDKHO yBENMYMBATHCS NPH KaXKTOU
NepechbUIKe JieiiTarpaMMBl.
Ecnm B mone 3ammcy BpeMEHHBIX METOK €IIe OCTaeTcsi CBOOOIHOE MECTO, HO IIONHAs METKa He IOMeIaeTcs, Takas JAedTarpamma
TpaKkTyeTcst Kak omubo4Has M oTOpackiBaeTcsi. OTHpaBHUTENIO Takol JNeHTarpaMMbl MOXKET OBITh mepemaHo coobmenue ICMP o
HEKOPPEKTHOCTH ITapaMeTpoB AeHTarpammsl [3].
Omwst He KomupyeTcs BO (parMeHTHl M IepeiaeTcsl TONBKO B mepBoM (parmente. Onmus mosBiseTcs B AeHTarpaMme TOJIBKO OIUH
pas.

Padding — nepemeHHas OnuHa

[Tone 3amonHeHMs CITYXKHT Ul BRIpaBHUBAaHUs pa3Mepa 3arosioBka IP mo 32-6utoBoit rpanure. J{is 3anoiaHeHns ucnonsyercs 3Hadenue 0.

3.2. O6cyxpeHue

Peanmmzarnuss mpoTokona JomKHA OBITE THOKOM M pasymHOH. Kakmast peammsanmst JODKHA IIPEATIONaraTh HHTEPONEpaOenbHOCTh C
MPOAYKIHEl APYTUX pa3paboTUMKOB. XOTS LETbI0 JAHHOH crenn@uKaiy IBiIseTcs YeTKOE U CTPOTroe ONMCAHUE NMPOTOKOJNA, CYIIECTBYET
BEPOATHOCT PA3MHIHBIX WHTepIpeTanuil cranmapra. IIpu mepenade meifrarpaMM clieqyeT CTpOTO CIEAOBAThH CHEHU(DUKAIN, COXPAHSI B
TO JK€ BpeMs TOTOBHOCTh K BOCHPHSITHIO TIOOBIX JAeHTarpaMM, KOTOpBIE MOXKHO HHTEPIPETHPOBATh (HApPUMEP, HE COMAEpKaIUX
TEXHUYECKUX OIIMOOK).

Ba3oBblii cepBuc internet opueHTHpOBaH Ha 00pabOTKy AeiitarpamMm M obecrneunBaeT (parMEeHTALUIO JedTarpaMM Ha LUTI033aX M COOpKY
¢parmenToB mMoxyneMm IP xocra-momyvarens. dparmeHTanus U cOOpka AeHTarpaMM BHYTPH OTAEIBHOW CETH WJIM Ha OCHOBE YacCTHOTO
COIJIAIICHUS] TAaKKe JOIyCTHMBI, MOCKOJNBKY TIpoIecC (parMeHTaluu M COOpPKM COBEpLIeHHO mpo3padeH mis [P u mpoTokornos
BhIIIENeKAIMX ypoBHell. Takast mpo3paunast parmeHTarus/cOopka Has3biBaeTcsi BHyTpuceTeBoil (network-dependent mimu intranet) u He
paccMaTpHuBaeTcs B JaHHOH crienudukannm.

Anpeca IP mo3BONSIOT pa3snMYMTHL OTHPABUTENS U TOIydaTeds Ha YPOBHE XOCTa. JIOMONHUTENbHBIE CBEACHMS COAEpXKATCA B MOJE
nporokona. [Ipenmonaraercs, 4To Kax bl IPOTOKOJI 00ECIIeunBaeT MyJIbTHUIIEKCHPOBaHKE (€CIIM OHO TpedyeTcs) Ha XOcCTe.

http://www.bilim.com 8 http://www.protocols.ru



MepeBop RFC 791 Pa3symMHble ceT oT komnaHum BiLiM Systems

Adpecayusi

I[J'Iﬂ oOecrieueHnst THOKOro pacnpeaciicHus aapeCcoB U NOAACPIKKU GOHLLHOFO quciia ceTen He60J’[LI_HPIX 1 CPEAHUX PasMEPOB HMCIIOJIB3YETCA
cnenuanbHas uHTeprnperauus moneil agpeca IP. Takas uHTepnperanus MO3BOJSET BBIACIHTH HEOONBLIOE YUCIO agpecoB AJIS KPYIHBIX
ceTeﬁ, 60anee YHUCJIO0 aAp€COB I ceTel CpE€AHETO pasMe€pa U MHOT'OYUCJICHHBIC aJapeca IJid HeOoupIIuX cereil. B JOIIOJIHECHUE K OTOMY
BbIZENIseTCS OJIOK agpecoB IS HCHONb30BaHNS PACIIMPEHHOTO PEKUMA aAPECALIUH.

dopmar agpecoB
Crapume = ®opmar Knacc HyneBoe 3HaueHue 1oyt HoMepa CeTH O3HayaeT, u4To
OuTHI MaKeT aApecoBaH JUIs JaHHON cerH. Takas
0 7 OWUTOB 3aJal0T HOMEP CETH, OCTAJILHEIE 24 — HOMep XocTa | A ajipecallusl HCIONIB3YETCS TOJIBKO JUISI HEKOTOPBIX
10 14 OWTOB 3amalOT HOMEpP CETH, OCTalbHBIE 16 — HOomep B coo0meHui ICMP. Pacmmpennsrii pexum
XocTa anpecanuu He omnpezneneH. O6e 3TH BO3MOXHOCTH
110 21 OuT 3aJaeT HOMEp CEeTH, OCTAIbHBIE § — HOMEpP XOCTa C 3ape3epBUPOBAHbI TS UCIOJIB30BAHUS B OyIymeM.
111 Vcnonp3yeTcs Ul pacUIMpEeHHON aipecannu PeanbHBle 3HAYEHHMs, BBIIEIEHHBIE IUISI Pa3HBIX
IPYIII CETEBBIX apecoB yKasaHbl B pabote Assigned
Numbers [9].

JlokanpHble ampeca'’ paclpeneNsioTCcs Ha YPOBHE JIOKAIBHOM CETH M IODKHBI MO3BOJATH OXHOMY (DH3HYIECKOMY XOCTY AEHCTBOBATh Kak
MHOJKECTBO Pa3JIMYHBIX XOCTOB internet. T. e., JOJDKHO MOIAEPKUBATECS OTOOpaXkeHUe MexIy anapecamu IP n ¢pusnueckum uHTEpdeiicom
XOCTa, IMO3BOJIAIONIECE CBs3aTh HECKONBKO IP-ampecoB ¢ omHmM ¢QusnuecknM mHTEepdeiicom xocrta. JlomKHA Takke MOANEPKUBATHCS U
o0paTHast BO3MOXHOCTD — CBSI3BIBAHUS HECKOJBKHUX (H3MuecKux MHTepdeHcoB ¢ omHuM anpecom [P,

[IpeobpazoBanue anpecos IP B anpeca cereit ARPANET, SATNET, PRNET u 1. . onucano B pabore Address Mappings [5].

®pazmeHmauyus u cbopka
Tlone wmnentuduxamuu (ID) ncmonedyercs BMecTe ¢ aapecaMH OTHPABHTEIS/TIONydaTellss M IOJEM IPOTOKONA U HACHTH(QHKAINN
(parMeHTOB AeiiTarpaMMBI IpU cOOpKe.
Onar nanmuns npyrux ¢parmenTos (More Fragments win MF) ycranaBnuBaeTcst 11 Bcex (parMeHTOB AefTarpaMMbl, KpoMe MOCIIeTHETO.
IMTone Fragment Offset moka3siBaeT IOJNOXKEHHE ()parMEHTa OTHOCHTENIFHO Hayaja HCXOIHOW (He(parMeHTHPOBAaHHOW) AeiTarpaMMEL.
CMmemenne yduThiBaeTcst B Onokax pasmepoMm 8 okreroB. Crparermst (parMeHTaruu paspaboTaHa TakuM o00pa3oM, 4YTOOBI B
He(parMeHTHPOBAHHOW JeHTarpamme BCsl TIOJIS, CBsI3aHHBIE ¢ (parmMeHTanueld, nmenn Hynesble 3HadeHus (MF = 0, fragment offset = 0).
Ecmn nefitarpamma IP dparmeHTHpyercs, ee mojie JaHHBIX JOJDKHO AETUTHCS Ha YaCTH MO 8-OKTETHBIM I'PaHHULAM.
Taxum 00pa3oM, UCTIONIB3yeMbIi GopMar monepkuBaeT 1o 2'2 = 8192 dparmenTos mo 8 okTeToB (T. €., 10 65 536 okTeTOB). OTMETHM, UTO
9TO 3HaYEHHE COOTBETCTBYET BO3MOXKHBIM 3HAUEHMSAM IO pa3Mepa JeHTarpaMMbl B €€ 3arojloBKe (€CTECTBEHHO, 3ar0OJOBOK ITOKa3bIBAET
00IIyI0 JUIMHY JeHTarpaMmel, a He ee ()parMeHTOB).
[Ipu ¢pparmenTannm nefirarpaMMbl HEKOTOPBIE ONIIMK KOMHUPYIOTCS U3 OPUTHHAIBHOM JeHTarpaMMbl B KaKAbIH (parMeHT, a 4acTh OIIHH
COXpPAaHIETCs TOJIBKO B IIEPBOM (pparMeHTe.
Kaxnapiit Mmopyns [P momkeH mojnepuBaTh MepechUIKy 0e3 (parMeHTalnuu AeiitarpaMM pasMepoM 68 OKTeTOB. JTO 3HAUE€HHE BBHIOPAHO
MOTOMY, ITO 3arOJIOBOK JEHTarpaMMbl MOXKET JOCTHIaTh 60 OKTETOB U IOJIEe JAHHBIX JOJDKHO COIEPXKAaTh, IO KpaifHeH Mepe, 8 OKTETOB.
Kaxnplii momywaresnp MODKEH MOIAEPKUBATh IpUEM JAeHTarpaMM pa3MepoM, IO KpailHel Mepe, 576 OKTETOB ILEIMKOM WIH C
WCTIONIB30BaHUEM (PparMeHTANH U COOPKH.
[Ipu pparMeHTaIIi MOTYT H3MEHSATHCS CICAYIONHE OIS

(1) omum

(2) ¢pnar MF

(3) cmemenue ¢pparmeHTa

(4) pazmep 3arosioBka JiedTarpaMmbl

(5) obmuii pazmep

(6) KOHTpOJIbHAsT CyMMa 3aroJIoBKa.
Ecnu ycranoBnen ¢uar 3anpera ¢parmentanuu (DF), nelitarpaMMmbl, KOTOpbIe HEBO3MOXKHO MepelaTh LEIHKOM, OTOPAaCchIBAIOTCS. DTOT
BapHaHT UCIIOJNB3yeTCs B TeX CIIydasX, KOTAa IPHHUMAOIINI XOCT HEe MOXET coOMpaTh (parMeHTHl JeHTarpaMMbl 10 IIPHYNHE HEXBATKU
pecypcos. IIpumepom 3ampera (parMEHTaLlMM MOXET CIY)KHTh CUTYyalMsl ¢ JHHHEH K HeOoibmoMy xocTy. Takoil XOCT MOXET HMeTh
nporpaMmy camosarpy3ku (boot strap), KOTopass BOCHPHHUMAET JeHTarpaMMmy, XpaHSIIylOCS B TaMATH ¥ IIOTOM BBIIOJHSET
COJIEpIKAIIUACS B HEH KOJI.
Iponenyps! pparmMeHTanUy 1 COOPKH MPOIIE ONUCATh Ha npuMepax. ONMcaHHBIE HIDKE MPOIELy Pl CoAepKaT IPHMEPH! peai3aIiH.
3HaK =< B NPUBEJCHHBIX HIDKE IICEBJONPOrpaMMax O3HAa4YaeT «MEHbIIE WM PaBHO», # - «HE PaBHO», = - «PaBHO», <- - «yCTAaHOBUTbH
3Ha4YeHHe». BripaxkeHue "X - y" BKIFOUACT X M UCKIIIOYACT y (Hanpumep "4 - 7" Oyzner Brmodarts yncna 4, 5 u 6, Ho He OyIeT BKIIOYATh 7).

Mpumep npoueaypbl hparmeHTaLmm

Pazmep mMakcuManbHON nedTarpaMMbl, KOTOpasi MOXKET OBITh Iiepe/iaHa uepe3 CIEAYIONYIo ceTh, HazbiBaeTcss MTU.

Ecmn obmmit pasmep apeiirarpammer He npessimaer MTU, sta nelitarpamma o6pabarsiBaeTcst ganble. B mpoTHBHOM ciydae peltarpamma
JenIuTCs Ha JBa (pparMeHTa - TEepBBIH (parMEeHT HMeeT MAaKCHMAaIbHBIA pa3Mep, a BO BTOPOM COJAEP)KUTCS OCTaBINAasCs YacTb
nertarpaMmel. [1epBriif PpparMeHT nmepenaercs Ha CIEAYIOMMI 3Tan 00pabOTKH, a ISt BTOPOTO 3aHOBO BEHIMOTHSAETCS MPOLETypa MPOBEPKH
pasMepa M HpH HEOOXOAMMOCTH BBINOJIHACTCS JONMOJHHUTEIbHAs (parMeHTanus (3TO HPONOIDKACTCS O TeX IOp, MOKa pasMep Bcex
(hparMeHTOB IepecTaHeT MPEBHIIATh MAKCUMAIFHOE 3HAUCHHE).

O6o3HavyeHus:
FO - cmemenue gparmenra
IHL - nnuna 3aronoska Internet
DF - ¢mnar 3anpera ¢pparmMmeHTHpOBaHUS
MF - ¢nar Hanmuuust qpyrux pparMeHToB
TL - oOmwuii pasmep
OFO - cmenienue craporo ¢pparMeHTa
OIHL - pa3mep 3aronoBka cTaporo ¢gpparmesnra
OMF - crapslii ¢uiar Hanuaust Ipyrux GpparMeHToB
OTL - crapoe 3HaueHue OOIICH JTNHBI
NFB - gncino ¢gparmenros
MTU - MakcuMasbHBIH IepeaaBaeMbIil OJI0K

12 Homepa nojiceTeil 1 XOCTOB B COBPEMEHHOM TEPMHUHOJIOTUH. [Ipum. nepes.
'3 TpaHk, B COBpEMEHHOI TepMUHONOTHH. [Ipum. nepes.
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Mpouenypa:

Ecmu TL =< MTU, To aeiitarpaMma nepeaaeTcsi Ha CISAyIONMuil stan 00paboTKH, a B MPOTHBHOM ciay4dae nposepsercs ¢aar DF. Ecan
DF =1, To felirarpaMmma oTOpackIBacTCs; B MPOTHBHOM CJIy4ae BBITOJHSIOTCS CIIELYIOIIUe ONepaltu:
(1) xommpyeTcst HICXOIHBIN 3aroJIOBOK internet;
(2) OIHL <-IHL; OTL <- TL; OFO <- FO; OMF <- MF;
(3) NFB <- (MTU-IHL*4)/8;
(4) mnpucoenuustotcs epseie NFB*8 okTeTOB naHHBIX;
(5) xoppexTupyeTcs 3aroJoBOK:
MF <- 1; TL <- (IHL*4)+(NFB*8);
3aHOBO BBIYHCIIIETCSI KOHTPOJIBHAS CYyMMa;
(6) ¢dparmeHT nepenaeTcs Ha CIELYIONMI 3Tan 00pabOTKH;
Tepexof Ko BTOpoMy (parMenTy:
(7) yacTuuHOE KOMMPOBAHHE 3arojoBKa internet (HEKOTOPHIEC OMUUHU HE KOMUPYIOTCS; CM. IPUBEICHHBIC BHIIIE OMMCAHUS OIILHUI);
(8) moGapnseTcst ocTaBIIasCs YacTh AaHHBIX;
(9) xoppexTHpyeTCcs 3aroJI0OBOK:
IHL <- (((OIHL*4)-(pa3mep ommuii He Konmupyetcs))+3)/4;
TL <- OTL - NFB*8 - (OIHL-IHL)*4);
FO <- OFO + NFB; MF <- OMF;
3aHOBO BBIYHCIISIETCSI KOHTPOJIBHAS CYMMa;
(10) dparmenT mepenaercst mporeaype MPOBEPKH pa3Mepa.
Ilocne Bomonnenus n. 10 mporenypa 3aBepiuaetcs (€Ci pasMep (parMeHTa HE MPEBBINIACT JOMYCTHMOC 3HAYCHUE) WM TOBTOPSETCS.
Orta mpouenypa co3faeT GpparMeHThl OAMHAKOBOTO (MaKCHMAlbHOTO) pa3Mepa (3a MCKIIOYEHHEM MOCJIeAHEro). MoryT HCmosib30BaThesl U
JpyTHe MpOLeaypHl, KOTOPBIE CO3MAlOT ()parMeHTHl ¢ pa3MepOM MEHbIe MakCHMaibHOro. Hanpumep, mporenypa ¢parMeHTalun MOXeT
HMCII0JIB30BATh MOBTOPAIOIIUECA ONCpaliuu ACJICHUA JaHHBIX ﬂeﬁTanaMMbI IoroJaM, nMoKa OHO HE JOCTUTHET NPUEMIIEMOTO 1A NEpeaavu
pa3mepa.

Mpumep npoueaypbl COOPKU

Jnst kaxxno# nedrarpamMmel HOeHTHGHKATOp Oydepa ompenensercs myTeM oObeIUHEeHHs (KOHKATeHAIMN) MOJeH aJpecoB OTHPABHUTEINS U
HoJry4aresisi, IpOTOKojda W uiaeHTHGuKkanuu. Ecnm nelitarpamma He siBisiercss (parmeHToM (moiist cMelneHust ¢parmeHta u ¢uara
JIOTIOJTHUTENPHEIX (PParMEeHTOB MMEIOT HyJIEBBIE 3HA4YEHUs), BCE PECypChl COOpKH, CBS3aHHBIE C STHM upaeHTH(uKatopoMm Oydepa,
0CBOOOJKIAIOTCS M AeHTarpaMma nepeaeTcs Ha CIIeIyIOmui 3Tan o0paboTKy.

Ecmm Gombime HeT ¢parMeHTOM C TaKHM >kKe HICHTH(GHKATOpoM Oydepa, MPOUCXOAUT BBIACICHHE PECYPCOB I COOPKH. DTH Pecypchl
BKJTIOYAIOT Oydep naHHBIX, Oydep 3aronoBKoB, Tabnuily ¢pparMeHTOB (OIOKOB), IMoje odmmero pasMepa u TaitMep. [laHHBIE U3 (parMEeHTOB
MOMeIIAoTCs B Oydep JaHHBIX B COOTBETCTBHH C Pa3MEPOM M CMEICHHEM (parMeHToB; (piark B Tabnuue GparMEeHTOB YCTaHABIUBACTCS
TIPY TIOJIy9E€HUH COOTBETCTBYIOIIETO (hparMeHTa.

3arosnoBok mepBoro ¢parmenta (fragment offset=0) mnomemaercs B Oydep 3aromoskoB. Ecimm ¢parment asnsercs mociaegaum (MF=0),
ompenensiercss obmmit pasmep aeirarpammel. Ecnmm ¢parMeHT 3aBepimaeT mpueMm JIedTarpaMMsbl (TIpoBepsieTcst 1Mo TaOiuie OJOKOB),
JedTarpaMma mepenaeTcs Ha CIeAyIOIIUH 3Tarm oOpaboTKy; B MPOTHBHOM CIydae AJIS TaiiMepa yCTaHaBIMBAeTCs HAHOONBINEE U3 ABYX
3HAUCHUH — TEKyIIHe MOKa3aHWs TaiiMepa M 3HadeHHe moist TTL m3 maHHOrO (parMeHTa; ymnpaBlIeHHE IEepefaeTcsl mporexype cOOpKu
(parmMeHToB.

Ecnu 3amanHOe TaitMepoM BpeMsl HCTEKIIO0, OCBOOOXKIAIOTCS BCE PECYPCHI, BEIAEICHHBIE Il JAaHHOTO HaeHTHHKaTopa Oydepa. Hauampras
yCTaHOBKa TaiiMepa 3a/aeT HIKHIOI TPaHHIly BPEMEHH OXHAaHus mnpu cOopke. IIpu mojyueHHH (parMeHTOB BpeMs OXXHIAHUS MOXET
ObITh yBeM4YeHO B cooTBeTcTBUH ¢ TTL, a yMeHbIIeHne BpeMEeHH OKUAaHUSI HE peAyCcMOTpeHo. MakcuManpHoe The maximum this timer
3Ha4YeHHUe TaliMepa COBIAJaeT ¢ MakcUMalbHbIM 3HaueHueM TTL (oxoino 4,25 muH.). PekoMeHIyeTcsl ycTaHaBIMBaTh HayaJIbHOE 3HAYECHUE
TaliMepa paBHBIM 15 cek. DTa peKOMeHAAIMs MOXKET OBITh H3MEHEHA C Y4E€TOM PEabHOTO OIBIT HCIONIB30BaHU MPOTOKoaa. OTMETHM, UTO
BBIOOp STOTO 3HAYEHHMS CBSI3aH C JIOCTYIHBIM pa3MepoM Oydepa M CKOPOCTBIO Cpelbl mepenadH, T. €., Ipu ckopocTu 10 KOHT/c 1 BpeMeHn
oxuIaHus 15 cex. MoxeT notpedoBarses Oydep pasmepom 150 kOur.

O6o03HayeHus:
FO - cmemenne ¢pparmMeHra
IHL - npnwmua 3aronoBka Internet
DF - ¢nar 3anpera ¢pparMeHTHPOBAHUS
MF - ¢nar Hanmuus qpyrux pparMeHToB
TTL - Bpems xxu3HU
NFB - gucno ¢pparmeHToB
TL - oOmwuii pa3mep
TDL - oOmmwmii pa3mMep TaHHBIX
BUFID - unentuguxarop Oydepa
RCVBT - Tabnuma nomy4eHHBIX (pparMeHTOB
TLB - HuwxH:A IpaHulla Taiimepa.

Mpoueaypa:
(1) BUFID <- source|destination|protocol|identification;
(2) IFFO=0 AND MF =0
(3) THEN IF Beimenen 6ydep ¢ BUFID

“4) THEN ygmanuts Bce pecypebl coopku 1 atoro BUFID;
5) [epenats meiirarpamMy Ha criemyronuii 3tan oopadorkm; DONE.
(6) ELSE IF 6ydep ¢ BUFID He BbaeneH
7 THEN Breiienuts pecypest coopku st BUFID;
TIMER <- TLB; TDL <- 0;
®) IMomecTuTp nanuble u3 pparmenta B 6ydep BUFID, Haunnas ¢ okrera FO*8 u o okrera (TL-(IHL*4))+FO*8;

&) VYcranoButb 6utel RCVBT mis okreros ¢ FO no FO+((TL-(IHL*4)+7)/8);
(10) IF MF =0 THEN TDL <- TL-(IHL*4)+(FO*8)

(11) IF FO = 0 THEN nomecTuTh 3aroyioBok B 0ydep 3aroioBKOB

12) IF TDL #0

(13) AND Bce 6utst RCVBT ot 0 no (TDL+7)/8 ycranoBieHBI

14) THEN TL <- TDL+(IHL*4)
(15) [epenars nefitarpaMMy Ha CIeAyIOMUiA 3Tan 00paboTKy;
(16) OcBoGoauTh Bee pecypcsl coopku, BeiaeneHusie st BUFID; DONE.
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17) TIMER <- MAX(TIMER,TTL);
(18) TIOBTOPSITH, ITOKA HE OYAYT MOJy4eHBI BCe (PParMEeHTHI WM HE UCTEYET BpeMs, 3aJaHHOE TaliMepoM;
(19) ncrexio Bpemst O3XKHIaHUS: 0CBOOOXKIAIOTCS BCe pecypcsl, Beiaenenusie st BUFID; DONE.

B cmywasx, xoraa aBa ¢parMeHTa MASHTHIHBI WM TIEPEKPBIBAIOTCS, 3Ta MpoIeIypa OyIeT UCHoNIB30BaTh Ooliee MO3IHIOK KOIHIO.

Ndenmucpukauus

Bri6op mpentudukaropa ans nedTarpaMMmbl 0a3mpyeTcs Ha OOECIeUeHHH YHHKalIbHOCTH O00O3HA4YEeHUsl (parMeHTOB OTACIBHO B3STOM
nedTarpaMmbl. Monysib HpOTOKONA, COOMparomiuii aedtarpamMmy #3 (parMeHToB, CUYMTaeT (pParMeHThl OTHOCSAIIMMHUCS K OIHON
JedTarpaMMme, €clIM Y HHX COBIAaloT ajpeca OTHPABHUTEI/TONydaTellsi, THII IPOTOKONA M Toje uaeHTHudukanuu. Takum obpaszom,
OTIpaBHTENb JOJDKEH BBIOMpaTh 3HA4YCHUE HICHTH(UKATOpPa TaK, YTOOBl OHO OBUIO YHHKaIbHBIM JUIsi KOMOWHALMM aJIpecoB
OTIPaBUTEISI/TIONyYaTeNsl ¥ THIIA IPOTOKOJIA B TEUEHUE CPOKA XKU3HM AeiTarpaMMEl (MIIH J1I000T0 ee (hparMeHTa).

IpencraBnsieTcs: LenecoOOpa3HBIM Ul NEPEeNlAloIero XOCTa COXpaHEHHWE TaOJMIbI HMCIOIb30BAaHHBIX HACHTU(GUKATOPOB — IO OJHOU
3alUCH Ul KKAOTO MOJNy4aTens, ¢ KOTOPBHIM XOCT B3aWMOJCHCTBOBAa]I B TEYEHHE IOCIEHAHETO IPOMEKYTKAa BPEMEHH, DPaBHOTO
MaKCHMaJbHOMY CPOKY CYIIECTBOBAHHS ITakeTa B internet.

OpHako ToJe MACHTH(HUKALUK MO3BOJIIET BHIOpaTh Jr000e M3 65536 3Ha4YeHWI MACHTU(HUKATOpPA, MOSTOMY HEKOTOPHIE XOCTBI MOTYT
UCIIONB30BaTh YHUKAJIBHEIE NICHTH(UKATOPEI, HE CBI3aHHBIC C MONyYaTelIeM.

JIns HEKOTOPBIX CHTYalMil pa3yMHO BBIOMpATh 3HAYCHUS MICHTH()UKATOPOB C MOMOIIBIO MPOTOKOJIA BBIILIEIEKAIIET0 ypoBHs. Hamnpumep,
Moxynmu mpoTtokona TCP Moryr moBTOpHO NepenaBaTh HICHTHYHBIE cerMeHTH! TCP M BepoSTHOCTH KOPPEKTHOH JOCTaBKH Oyner
HOBBILIATHCS, €CIIM TPU MOBTOPE HCHOIb30BaTh TAKOIl jke MACHTU(HUKATOP, KaK NMPH MEpBOH mepenade, MOCKOIbKY (parMeHThI JT1000i n3
JeiitarpaMM (IIepBOHAYAIBHON WM TIOBTOPHBIX ) MOTYT MCHOJIb30BATHCS ISl KOPPEKTHOIO BoccTaHOBJIeHHs cermeHTa TCP.

ToS

3nauenne TOS obecrneunBaeT BHIOOP YpPOBHS OOCIYXHMBaHUS C MOMOIIBIO aOCTPaKTHBIX IMapaMeTpoB precedence (MpemoyTeHHe,
npuopurer), delay (3amepxxa), throughput (mpomycknas crocoGHOCT), reliability (Hame)XHOCTB). DTH aOCTpakTHBIE MHapaMeTphl
npeoOpasyroTcs B peasibHbIe apaMeTpbl 00paboTKU AeiiTarpaMM B CETsX Ha IyTH JJOCTABKH.

Precedence — crenieHb BaXXKHOCTH JieiiTarpaMMBl.

Delay — nnist Takux nedtarpaMm OOJIBIIOE 3HAYCHUE UMEET BPEMsI TOCTABKH.

Throughput — nns neffrarpaMM UMeeT BaXKHOE 3HaYE€HHE CKOPOCTh Nepeiadyl JaHHBIX.

Reliability — nns nefitarpaMM Ba)kKHOE 3HaYECHNE NMEET HAJIeKHOCTh (FapaHTHs) JOCTaBKH.

Hanpumep, ARPANET wucnonezyer OWT mpuopuTeTa W paszfenseT «craHfapTHele (Tun () W HEKOHTpOJHpyeMble (THI 3) COOOIICHHUS
(BBIOOp MEXIy OIHO- M MHOTOINAKETHBIMH COOOIICHHSMH TakKe MOXET pacCMaTpHBaThes Kak IapameTp OOCITy>KHBaHHS).
HekoHTponupyeMble COOOIIEHUS! AOCTAaBISIOTCS C MEHBIIMMHU TapaHTUSIMM, HO UMEIOT Ooiee HHM3KYyIO 3aiepkkKy. lIpenmonoxum, 91O
nerrarpamma IP nocrasnsercs uepes cetb ARPANET ¢ napamerpamu ToS:

Precedence: 5
Delay: 0
Throughput: 1
Reliability: 1

B stom cimyuae oToOpaskeHue mapameTpoB cepBuca Ha nojuepxkuBaeMble B ceTh ARPANET mapameTpr! o0ciyxuBaHMS NpHUBENET K
ycraHoBke Outa mpuoputera ARPANET, nmockonbpKy 3HaueHHEe precedence HaXOXWUTCA B CTapIIell MOJOBHHE BO3MOXKHOTO IHANla30HA U
BBIOOpA CTaHAAPTHBIX COOOIEHUIT, MOCKOJIBKY 3a/1aHbl mapameTpsl throughput u reliability, a 6ut delay ne ycranoBnen. bonee neranbHyro
rH(pOPMAIIHIO 10 3TOMY BOIIPOCY MOXXHO HalTH B padote "Service Mappings" [8].

TTL

3nauenne TTL ycraHaBiamMBaeTcsi OTHpaBHTENIEM M 33laeT MaKCHMAaJbHOE BPEeMs CYIIECTBOBaHHMS JelTarpammsl B internet. Ecim Bpewms,
3aganHoe noneM TTL, uctekio, gedTarpaMma yHUYTOXKAETCS.

3HaueHHe STOTO MOJIS JOJDKHO YMEHBIIAThCS B KaKHOW TOUKe OOpabOTKM 3aroioBKa JeHTarpaMMBbl IS TOTO, YTOOBI y4ecTb 3aTpaThl
BpPEMEHH Ha TaKylo 00paboTky. Jlaxke B TeX ciydasx, Korjaa HeT HHPOPMAaLUH O 3aTpaTax BPEMEHH Ha 00pabOTKy, 3HAaUCHHUE OIS JTOJDKHO
yMeHbIIAThCs Ha 1. Bpems xu3HHM m3MepsieTcst B ceKyHIax U MakcuMmanbHoe 3HaueHne TTL (255) coorBercTByeT 255 cexynmam wim 4,25
MHUH. [lOCKONBKY KaKABIH MOAYNb, 0OpadaThIBalONIMK AedTarpamMmy, DOJDKEH yMeHblIaTh 3HadeHue TTL, mo kpaiiHeir mepe, Ha 1,
3HaueHne TTL JOMKHO TpaKTOBaThHCS Kak BEpXHUH IpeseNl Cpoka cylecTBoBaHus Aeirarpammel. Haznauenue nons TTL cocrout B ToMm,
4TOOBI HEOCTABICHHbIE JeHTarpaMMbl YHHUYTOXKAIUCh U OTPAHHYUTH CPOK CYLIECTBOBAHHS JEHTarpaMM B CHCTEME.

HexoTopsie IpOTOKOIBI BBIMIETESKAMNX YPOBHEH, 00€CIICUNBAIOIINE TapaHTHPOBAHHYIO IOCTAaBKYy, 0a3upyIOTCS Ha MPEANONIOKECHUH, ITO
cTapble KOIUM JeHTarpaMM HE MOTYT NPUXOAUThH MO MCTe4eHMHM HekoToporo BpemeHu. Ilone TTL maer TakuMm NmpoTOKOJIaM IapaHTHIO
HCTHHHOCTH 3TOTO IPEAMNONIOKECHNUS.

Onuuu

Onmuu SBJIAIOTCS HEOOSM3aTeIbHBIMU [UIs ACHTarpaMM, HO BCE PEasIM3allMU JIOJDKHBI TOAICPKUBATh ONIMU. T. €., UCIOJIb30BAHUE OIIIIHI
OIIPEJIENSICTCS. OTIIPABUTENEM, HO KaXIblii MOyNb IP momkeH ObITh criocobeH pa3obparh Jio0bie ommun. [1oe onmuii MOXKET COJepKaTh
HECKOJIKO 3HAYCHUH OTIITHIA.

Onmuy He 00s3aTeNbHO 3aKaHYMBAKOTCA Ha 32-OMTOBOM Tpanmie. 3aroioBok [P B memsx BelpaBHHBaHHS 1O 32-OMTOBOH TpaHHIE
JTOTIONTHSIETCST OKTeTaMH HyJiei. [IepBhIi U3 TaKMX OKTETOB OyJeT HHTEPIPETUPOBATHCS KaK 3aBEPIICHUE OIS OMIINH, a OCTaJIbHAs 4acTh —
KaK OOBIYHOE 3aIOJIHEHUE.

Kaxnpiii Mmogyns [P nomken ymers 00pabaTeiBath Jro0bie omun. Omnmun 6e3omnacHocty (Security) TpeOyroTes s KilacCU(HUIIUPOBAHHOTO,
Y M30JIMPOBAaHHOTO TpaduKa, a TakKe Tpauka ¢ OrpaHUYCHUEM OCTYTIA.

KonmpornbHasi cymma

KoHTposibHas CyMMa 3aroJioBKa 3aHOBO BBIUHCISECTCS KX pa3 NMPU M3MCHCHUWHW 3arojioBka (Hampumep, mpu ymeHbmenuun TTL,
00aBICHUN WM M3MEHEHMH omnuuil, ¢pparmMeHTauuu aeitarpammbl). KoHTponbHas cymma Ha ypoBHe [P mpenHasHaueHa JUisl 3alllUThI
HoJIeii 3aroJIoBKa OT OIIMOOK IPH Iiepegade.

JI7i HEKOTOPBIX MPUIOKEHHH JOMyCTUMO HEOOJBIIOES YHCIIO OMMOOK, HO HEIOMyCTHMa 3ajeprka nepenadyn. Ecmu mporokon IP Oymer
3aHUMATHCS MCIPABICHUEM OIIMOOK, TAKHE PUIIOKECHHS HE CMOTYT PaboTaTh.

Owubku

Coobuienus 06 omubkax npotokosa [P MoryT nepenaBaTbes ¢ ucnonb3oBanueM mnporokona ICMP [3].

3.3. UnTepdpencol

OyHKIMOHANBHOE OIMCAaHUE I0JIb30BAaTENILCKOT0 HHTepdeiica [P sBisiercs, B JydmieM ciydae, YMO3PHUTENBHBIM, HMOCKOJBKY Kaskaas
OllepalMOHHAasl CHCTEMa UCIONb3yeT cBor (yHKIWH. CIemoBaTeIbHO, MBI JOIDKHBI IPEIYIPEIUTh YUTATENs, YTO Pa3IUIHbIC pealn3aIin
IP Moryt nMmeTh COBEpLICHHO pa3HbIE MOJb30BaTeNbckue MHTepdeiicl. OxHako moboit Moxyns IP momken obecnednBaTh, O KpaifHeit
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Mepe, MUHUMAJBHBIA Ha0op cepBHca Uil OOCCICYCHUS BO3MOXKHOCTH COBMECTHOTO HCIOJNB30BaHHS pPasHbBIX peanmsanuii [P. B stom
naparpade paccMaTpuBarOTCs (GYHKIIMOHATbHBIC HHTEP(EHChI, TpeOyeMble OT Kaxaoi peanusaiuu [P.

IIporoxon IP B3aummopeicTByeT ¢ OIHOW CTOPOHBI C JIOKAJbHOW CEThIO, a C JIPYrod — C MPOTOKOJOM BBIIIENEKAIETO YPOBHS WU
MPUKIATHON mporpaMMoii. Jlasee mpOTOKOI BBIMIEISKAIIETO YPOBHS U MPUKIAIHBIC TPOrpaMMBbl (MM JaKe MPOrpaMMBI ILIF030B) OyaeM
HA3BIBaTh U KPATKOCTH «IIOJIb30BATENbY, MOCKOIBKY OHM HCHONB3YIOT yeiuyrd Monyns IP. TTockoneky IP mmeer meno ¢ pelitarpaMmamu
MEXIy Tiepeadeii OTACNbHBIX JeHTarpaMM HET MOYTH HHUKAKOW CBSA3W W TMOJB30BAaTEb MPH KaXJIOM oOpanieHu# k monyito IP mepenaet
eMy Bce TpeOyeMble MmapaMeTphI Ul BBIIOJTHEHHUS 3alpallldiBaeMoil oneparuy.

Mpumep nHTepherica ¢ BbilLeneXalmm ypoBHEM
Hwxe mpuBeneHs! ABa mpuMepa BBI30BOB, YIOBIETBOPSIOMNX TPeOOBAHHUAM K ITOJIB30BAaTENILCKUM BbI3oBaM IP ("=>" o3HauaeT BO3Bpar):
SEND (src, dst, prot, TOS, TTL, BufPTR, len, Id, DF, opt => result)
re:
SIC = afipec OTIPABUTEIIS
dst = agpec nomyvarens
prot = IpoOTOKOI
TOS = Tun o6¢cny)uBaHUS
TTL = BpeMs XKU3HU
BufPTR = ykasarens Ha Oydep
len = pa3mep Oydepa
Id = unenrudukartop
DF = He ¢pparmeHTrHpoBaTh
opt = HeoOs13aTeIbHbIE TaHHbIE (OIIIIN)
result = OTKIHK
OK = peifTarpaMMa yCIIEIIHO OTIIPABICHA
Error = ommb0ka B aprymeHTax WM ceTeBas OmMOKa (JOKalIbHas CEeTh)
OtmernM, uTO npeanodTeHus BkaodeHs! B TOS a mapameTpsl 6€30MacHOCTH/N30MISAINH MepealoTCs KaK OIS
RECV (BufPTR, prot, => result, src, dst, TOS, len, opt)
rae:
BufPTR = yka3zarenb Ha Oydep
prot = IpoOTOKOI
result = OTKJIMK
OK = nelitarpaMma yCIIeIITHO MTPUHSATA
Error = ommbka B aprymeHTax
len = pa3mep Oydepa
SIC = afipec OTIPABUTEIIS
dst = agpec momydaTens
TOS = Tun o6ciryxUBaHUSA
opt = onuuu
Jnst mepenaun nedtarpaMMbl Hosb30BaTens npuMmensieT Bb3oB SEND, mepenaBast Bce TpeOyeMsle apryMeHTE.. Moxyns [P, mpuasBmmit
BBI30B, NPOBEPSIET apryMEHThl, TOTOBUT U MepenaeT coodmeHue. Ecnm mapameTpbl ykazaHbl KOPPEKTHO M AeHTarpamMma BOCIIPUHSATA
JOKaJIbHOH CEThI0, MOMYJb BO3BpAIaeT cooOImeHHe 00 ycremHoi mepemade. Ecim kakoi-To W3 mapaMeTpoB yKa3aH HEKOPPEKTHO MM
JedTarpaMmMa He TPHHSTA JIOKAaJbHOM CEThIO, MOIYJIb BO3BpAIAeT cooOIieHHEe 00 ommOke. B Takux ciydasx MOmyIb JOMKEH TaKxkKe
BO3BpAIlaTh COOTBETCTBYIONIMH OTKIWK, YKA3bIBAIOIIMN NPWYMHY OIMMOKH. YPOBEHb [ETANM3alMM TAaKUX OTKIMKOB 3aBUCHT OT
peanusanum.
[ony4yenue moxynem IP nelitarpaMmbl U3 JIOKaJbHOM CETH MOKET OBITH CBSI3aHO C OKHIAIOIIUM T0JIb30BaTeNbCKUM BbI3oBoM RECV. Ecnn
TaKoil BBI30OB HMMeeTcs, MH(OpPMaIMs M3 JeWTarpaMMbl INepelraeTcsl MoJib30BaTento. Ecim jke BBI30Ba HET, IOJB30BATENIO IEpelacTCst
yBeZIOMJIEHHE O HpHOBIBIIEH neliTarpamme. Ecim moib3oBaTenb ¢ yKa3aHHBIM agpecOM HE CYIIECTBYET, OTIPABUTETIO BO3BPAILAETCS
coobuienne ICMP 006 ommbke u peiftarpaMma yHHYTOXKAETCS.
Jlnst yBeIOMIIEHHs TOJIb30BATENsl MOTYT MPUMEHATHCS TICEBJONPEPHIBAHNS WM aHAJOTUYHBIM MEXaHH3M, NMPUEMIIEMBII B HCIOIb3YyeMOM
peanusanuei cpene.
[Tons3oBarenbekuit Bo3oB RECV MokeT ObITh HCITOJHEH HE3aMETUTEIbHO MPH HATMYHKM OXHIAMOUICH AeHTarpaMMbl WM TIOMEIICH B
COCTOSTHHE OXXHAaHWS NPUXOAa AeHTarpaMmel.
Anpec otnpasuTens BKiIroyaercs B Bb3oB SEND, ecnu mepenaronuii XOCT UMEET HECKOJIBKO alpecoB (IS JIOTHYECKUX WIN (QU3HISCKHX
ycrpoiictB). Moxyins IP nomken yoeanTsesi, 94TO HOJydeHHBIH afpec KOPPEKTeH U CBSA3aH C JaHHBIM XOCTOM.
Peanuzarus Takke MOXET paspeliarb Wid TpeGoBaTh BBI3OB MoAyis IP Uil MHIMKAlMM 3aMHTEPECOBAHHOCTH B IOIYyYSHUH WM
TIPEOCTAaBICHNUS NCKIIOUUTENILHOTO HCIIONIB30BAaHMS JUIS Kacca JedTarpaMM (HampuMmep, Bce JeHTarpaMMBl ¢ ONpeAelIeHHbIM 3HaYeHHEM
0JIs IIPOTOKOJIA).
B sTom maparpade Obu10 maHO (QYHKIMOHANBEHOE OmHcaHue HHTepdeiica momp3oBarens - IP. Mcnons3oBaHHEIE 0003HAUCHUS TTOXO0XKH Ha
HOTAaIUIo OONBIIMHCTBA S3BIKOB BBICOKOTO YPOBHS, OJHAKO TaKOe€ HCIIONb30BaHWE HE TpeOyeT HCIIONb30BaHUS ‘‘(QyHKIMIT-TOBYIIEK»
(manmpumep, SVC, UUO, EMT) wnu uHbIX (popM B3aHMOICHCTBUS MEXKILY MPOIECCAMH.

lpunoxeHue A: lNpumepb! u cyueHapuu
Mpumep 1

Hmke mpuBeicH PUMEP MHHUMAJIBHOM Neiirarpammel 1P, conepskaieil gaHHbie'.

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
Version=4 IHL=5 ToS Total Length=21
Identification=111 Flag=0 Fragment Offset=0
Time=123 Protocol=1 Header Checksum
Source Address
Destination Address
JlaHHbBIE

Pucynox 5 Ipumep oeiimazpammeor IP
[Toka3anHast meifrarpaMma COOTBETCTBYeT MpOTOKoiy IP Bepcum 4; 3aroioBOK COAEPKUT IATH 32-OMTOBBIX CJIOB, a IIOJHBEIH pasMep
neltarpaMmbl coctaBisieT 21 okrer. [lokazaHHas BbIle JelTarpaMma sIBISIETCS MOJTHOU (He parMeHToM).

1 Kaxast uugpa BTOPOil CTPOKU COOTBETCTBYET OJHOMY OHUTY.
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Mpumep 2
B stom mpumepe nokasaHa jeitarpamMMa cpegHero pasmepa (452 okreTa AaHHBIX), KOTOpas pa3OuBaeTcs Ha ABa (parMeHTa, MOCKOJIbKY
ceTh He MOJJIePKUBAET Iepeady AeiirarpaMm, pa3mMep KOTOPbIX npeBbiniaeT 280 OKTETOB.

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
Version=4 IHL=5 ToS Total Length=472
Identification=111 Flag=0 Fragment Offset=0
Time=123 Protocol=6 Header Checksum
Source Address
Destination Address
JlanHble
JlanHb1e
JlanHbie
Jlanubie

Pucynox 6 IIpumep oetimazpammut IP
Hwxe nokasan nepBsiii GparMeHT, MOCie BhIICICHHS U3 ACHTarpaMMbl IEPBBIX 256 OKTETOB JaHHBIX.

0 1 2 3
0o 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
Version=4 IHL=5 ToS Total Length=276
Identification=111 Flag=1 Fragment Offset=0
Time=119 Protocol=6 Header Checksum
Source Address
Destination Address
Jlanubie
JlaHHBIE
JlanHbIE
JlanHbIe

Pucynox 7 [pumep ppacmenma detimazpammot IP
Bropoii ¢pparment Oyaer umets Gopmy.

1 2 3
o1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
Version=4 IHL=5 ToS Total Length=216
Identification=111 Flag=1 Fragment Offset=32
Time=119 Protocol=6 Header Checksum

Source Address
Destination Address
JlanHbie
JlanHbIe

JlanHble
JlanHbie

Pucynox 8 Ilpumep ppaemenma detimaspammut IP

Mpumep 3

Hwxe nokasan npumep neifrarpaMMsl, coepakaiieil onuu,

0 1 2 3
0o 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
Version=4 IHL=8 ToS Total Length=576
Identification=111 Flag=1 Fragment Offset=0
Time=123 Protocol=6 Header Checksum
Source Address
Destination Address
Option Code=x Option Length=3 Option Value Option Code=x
Option Length=4 Option Value Option Code=1
Option Code=y Option Length=3 Option Value Option Code=0
JlanHble
JlanHble
JlanHbIE

Pucynox 9 Ipumep oetimacpammul IP

lMpunoxeHue B: lNopsidok nepedaqdu OaHHbIX

Ilopsinox mepemaun 3arojOBKOB M TAaHHBIX, OIMCHIBAEMBIX B 3TOH cHeuu(UKalWHM, 3afaeTcs Ha YpoBHE OKTeToB. Jleiirarpamma
HpeCTaBIseT COOOH IPYIITy OKTETOB, KOTOpPBIE IEPENAOTCsl B TOM JKE MOPsAKEe, B KOTOPOM MBI untaeM. Hampumep, B MOKa3aHHOH HIDKe
JieltarpaMMe OKTETHI IlepelaloTcs B MOPsIIKE BO3PACTaHUsI HOMEPOB HA PUCYHKE.

0 1 2 3
o 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 01 2 3 4 5 6 7 8 9 0 1
1 2 3 4
5 6 7 8
9 10 11 12

Pucynox 10 Ilopadok nepedauu 6atimos.
Korzaa okrer npe/cTaBiisieT YMCI0BOC 3HAYCHHE, TIOKA3aHHbIN ClieBa OUT SIBISICTCS CTApPIIUM HIIH
0.1 2 3 4 567 Haubonee 3HauMMbIM. Ha TpuBeIEeHHBIX B creuudukanuu pucyHkax 31o Our 0. Hampuwmep,
170 1 0 170 1 0 TIOKa3aHHas HIKE MOCIEN0BATENLHOCTh GUTOB 3a/1aeT JecaTHdHOe uncio 170.
Pucynox 11 3nayumocmo 6umos
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HO,Z[O6H0 OTOMY JI1 MHOT'OOKTCTHBIX HOHeﬁ, NpEACTaBJISIONUX 4YHUCIIA, yKa3aHHLIfI cieBa OUT SBISETCS CTapuium. HpI/I nepengaqe
MHOTOOKTETHBIX 3HAUCHUM CTapH_IHﬁ OKTET NEPEAACTCA IIEPBLIM.

noccapuu
1822
BBN Report 1822, "The Specification of the Interconnection of a Host and an IMP" — cnenudukanns uatepdeiica Mmexry
xoctoM U cetbto ARPANET.
ARPANET leader
Ynpasstomas napopmanust coodmennss ARPANET na untepgetice xoct-IMP.
ARPANET message — cooouienue ARPANET
Onement nepenaun Mexay xoctoM u IMP B cetn ARPANET. MakcumanbHblii pasmep coobuieHust okoiio 1012 okreroB
(8096 6uTOB).
ARPANET packet — nakem ARPANET
Enununa nepenaun ganHbix, ucnonbdyemas B cetd ARPANET npu oomene ganabiMu Mesxay IMP. MakcumanbHbIN pazMep
nakeTa cocranysier 126 okretoB (1008 OuToB).
Destination - nonyuamens
Anpec noiyuaresns — mose 3arosioBka IP.
DF
®nar 3anpera gpparmenriposanus (Don't Fragment).
Flags - ¢pnazu
[Tone 3aronoBka IP, conepixariee pa3nuyuHble (ary yupaBicHHUs.
Fragment Offset — cmewienue ppacmenma
[one 3aromoBka IP, yka3siBaromiee cMerieHne pparMenTa B HCXOAHOU iefiTarpaMme.
GGP
Gateway to Gateway Protocol — mpoToKoJ1, HCTIONB3yeMBIi IUTI03aMH IS YIIPABICHUS MapIIpyTH3aueii U IpyTHX HeleH.
Header - 3a201060k
Cry>xeOHas nHpOpMAaIys B Hadaje COOOMIEHN, CeTMEHTa, ISHTarpaMMBI, TTaKeTa HiTH OJIOKA TAaHHBIX.
ICMP
Internet Control Message Protocol - mpoTokon, peann3oBaHHBI B Moxyie [P 1 mcmomp3yeMplil IUTF03aMHA M XOCTaMHA ISt
nepeayy HHPopManuu 06 ommbdKax 1 IIPOBEPKU MapIIpyTOB.
Identification - uoenmugpurkayusn
[None 3aronoska IP, coneprkamiee naeHTHdGUKaTOpP, IPUCBAUBAEMbIN OTIIPABUTEIEM JJIsl IPAaBHIbHOM COOpKH GparMeHToB.
IHL
Internet Header Length — nose 3aronoska IP, yka3piBaroiee pa3mep 3arojioBka B 32-OMTOBBIX CIIOBaX.
IMP
Interface Message Processor — kommyTarop nakeros B cetht ARPANET.
Internet Address — adpec IP
4-okteTHbIi (32 OUTA) azpec OTIIPABUTENS WK MOJIydaTelis, coctosuii u3 moseit Network (Homep cetr) u Local Address
(HOMep xocTa).
Internet datagram — oeiimazpamma IP
Enunnna napopMariyy, ucroib3yeMast Ipyu 00MeHe TaHHBIMUA MEX Ty TTapoii Moysieit IP (Bkirouaer 3aronosok IP).
internet fragment — ¢ppazmenm IP
YacTs neittarpammsl [P ¢ 3aronoskom IP.
Local Address — nokansnutii adpec (Homep xocma)
The address of a host within a network. The actual mapping of an internet local address on to the host addresses in a
network is quite general, allowing for many to one mappings.
MF
Omnar Hanmmawms qpyrux pparmenToB (More-Fragments), mepenaBaeMslii B ione ¢iaros 3arojoBka IP.
Module - mooyns
Peanmmzanust (00bIMHO IPOrpaMMHast) POTOKOJIA HIIH APYTOi IPOLEeyPHI.
more-fragments flag
@nar Haymmuns apyrux pparmenToB (More-Fragments), nepenaBaemslii B rose ¢aros 3arososka IP.
NFB
Number of Fragment Blocks — unciio 6:10k0B (110 8 OKTETOB) JaHHBIX BO (pparMeHTe ielrarpaMmbl.
octet
BocbMuOuTOBBII OaidT.
Options - onyuu
[Toxne Options B 3aronoBke [P MoxxeT coneprkars TOT MK HHOW Habop omniwii. Pa3Mep oniuy MOKeT ObITh TEpEeMEHHBIM.
Padding - 3anonnenue
Ione Padding ucrionbs3yercst 715 BeipaBHUBaHUs 3arooBka [P mo 32-0utoBoit rpanurie. J{is 3anonHeHus ucnoib3yercs 0.
Protocol - npomokon
[Toze Protocol 3arosioBka IP copepuT naeHTH(GUKATOP IPOTOKOJIA BBIIIEIEIKAIIETO YPOBHSI.
Rest - ocmamok
JlokanpHast gacTs agpeca [P (Homep xocTa).
Source - omnpagumens
Anpec ornpaBuTens B 3arojoBke IP.
Tce
Transmission Control Protocol — mpoTokon oOMeHa HaHHBIMH MEXIy XOCTaMH, OOECICUMBAIONINK TapaHTHPOBAHHYIO
JIOCTaBKy B cpefie internet.
TCP Segment — ceemenm TCP
Envanna nasaeix npu ooMeHe uadopmanymeit mexxay moayisiMu TCP (Bkirouaer 3aronoBok TCP).
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TFTP
Trivial File Transfer Protocol —mipocToii mpoTokon oOMeHa ¢aiinamMu Ha ocHOBe TipoTokona UDP.
Time to Live
ITone 3aromoBka, ompenensollee BEPXHIOK TPaHHIly CpOKa CYIIECTBOBAHUS AedTarpamMmel IP.
T0S
ToS — tun obcmysxuBaHwMs.
Total Length - oouwian oauna
ITone 3aronoska Total Length mokaseiBaeT nomHbIil pazmep AefiTarpaMMbl B OKTETax ¢ yUETOM 3arojloBKa M JaHHBIX.
TTL
Bpewms sxuznn (Time to Live).
Type of Service - mun oécnyyncusanus
ITone 3arosnoBka, ompeeNsoNiee TUII (MM Ka4eCTBO) 00CITy )KUBaHUs nerTarpaMmel IP.
ubp
[Mporokon monb3oBarenbckux aedtarpamm (User Datagram Protocol) — mpoTokon mosib30BaTenbCKoro (TpaHCIIOPTHOTO B
COBpEMEHHON TEPMUHOJIOTHH. HPUM. Hepes.) YPOBHS IS MIPUIIOKEHHH Ha 6a3e TpaH3aKIIUH.
User
ITonp3oBarens IP — mpOTOKOI BRILLIENEKALIETO YPOBHS, IPUKIIaHAsI IPOrpamMMa, porpaMMa LuUIo3a.
Version
[Tone Bepcum onpeaerseT popmat 3arooBKa internet.
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