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MNMpeaucnoBue

B stoM pokymeHTe onucaH ctaHgapTt MwuHuctepctBa o6GopoHbl CLIA gnsi npotokona ynpaernenuss nepepaden TCP
(Transmission Control Protocol). [lo atoro 6bino BbiNyLeHo AEBATb NpeaBapuTenbHbIX pegakumun cneumdmkaummn ARPA TCP,
Ha KOTOPbIX OCHOBAH [AaHHbIA CTaHAapT, U TEKCT AOKYMEHTa TECHO CBsi3aH C npedBapuTenbHbiMU crneuudumkaunsmn. B
paspaboTke KOHLUENUUiA 1 NOAroTOBKE TEKCTa AOKYMEHTa MpUHMMAro yyactve MHOro niogen. B paHHon pegakumm bonee yeTko
M3MN0XeHbl HEKOTOPbIE AeTanu, yaaneH MexaHu3m nsameHeHuss pasmepa bydepa end-of-letter n 3aHoBO onucaH mexaHusm letter
Kak dpyHkums push’.

Jon Postel, pedakmop

Omom OJdokymeHm 8 KakoU-mo Mepe yxe cman O0CMOsHUEM UCMmOopuuU, HecMompsi Ha Mo, 4Ymo 60/bUWUHCMEOo
paccMompeHHbIx 30ech 80rpPoco8 coxpaHsirom akmyanbHocme. [Mpomokon TCP sensiemcs ocHogol pabomel cemu Internet 8
ee cospeMeHHOM cocmosiHuu. [Jonazue 200kl ucronb3oeaHusi TCP u ces3aHHbIX C HUM cemesbiX MPOMOKOI08 He MOoa/u He
ompasumbCsi Ha mepMuHonoauu, ornpedeneHussix U m. n. [loamomy 6ykeasibHbIl nepesod UCX00HO20 OOKyMeHma
COBPEMEHHbLIM YumamesisiM Mo2 bbl roka3ambCsi HEMOHSIMHbLIM. VIcxo0si U3 3moeo, 8 rnepesode UCOoMb3yemcsi cCospeMeHHasi
mepmuHornoeusi. Kpome mozo, 6 RFC 793 3a epemsi ucrnonb3ogaHusi ripomokona TCP 6bin 0bHapyxeH uenbili psid
Hemoy4Hocmel U owubokK, ucnpasneHHbIX 8 6oree no30HUX OOKyMeHmax u creyucpukayusix. Hem cmbicna coxpaHsmeb
Hemoy4Hocmu ripu nepesode, NOsmMomy coomeemcmsyiowue gppaemeHmsl RFC 793 npu nepesode bbiniu CKOPPEKMUPOBaHbI C
yyemom Oelicmsytowux creyughukayuli. B nepesode makue mecma OMMEYEHbl CHOCKaMu C yKa3aHUueM UCMOYHUKa
KOppeKmHbIx ceedeHudl.

Hukonali Manbix, nepesodyux

1. BBeaeHue

MpoTokon TCP npegHa3sHayeH Ans HageXHoW 1 rapaHTUPOBAHHOW OOCTaBKMN AAHHbIX MeXAy XOCTaMMn B KOMMbIOTEPHbIX CETSX C
KOMMYyTaLUMe NaKeToOB 1 MeXAY TakMMm CETSIMU Yepe3 NPOMEXYTOUYHbIE CUCTEMBI.

B aToM gokymeHTe onucaHbl yHKUMK, BeinonHseMble npoTtokoniom TCP, nporpammHble peanusauum npoTokona u uitepdenc
C nporpaMMamMu 1 nonb3oBaTtensamu, KoTopbim Tpebyetcsa cepsuc TCP.

1.1. Momuesauusi

KOMI'II:POTeprIe KOMMYHUKALMOHHbIE CUCTEMbl UrparkdT BCE bonee BaXHy0 poONib B rocygapCTBEeHHbIX, BOEHHbIX N OeN0BbIX
cpenax. B atom OOKYMeHTe OCHOBHOE BHWMaHue CCbOKyCVIpOBaHO Ha Tp86OBaHVIF|X BOE€HHbIX CUCTEM KOMMbKTEPHbLIX
KOMMyHI/IKaLLVIIh n, ocobeHHo, Ha Bonpocax yCTOVI‘-IVIBOCTVI npn HannM4nm KOMMYHUKaLMOHHbIX cboeB n AOCTYNHOCTU CBA3U Npu
BO3HUKHOBEHUN HaCbIWEHNA, HO MHOTMe U3 3TNX I'IpO6J'IEM BCTPEeYarTCA HEe TOJIbKO B BOEHHbIX NMPUITOXKEHUAX.

Pa3spaboTaHbl U peanuaoBaHbl CTPATErMYECKNE U TaKTUYECKUE KOMMBbIOTEPHBIE KOMMYHUKALIMOHHBLIE CUCTEMBI U OYEHb BaXXHO
obecneynTb CBSI3b MEXY TakvMMW CUCTEMaMM U CTaHAAPTHBIN NPOTOKON B3anMMOAENCTBUSE MeXAy npoueccamu, KoTopbii bynet
NoaAepXnBaTh LUMPOKUIA CNEKTP npunoxeHun. MNpegnonarasi HEOGXOAMMOCTb TAKOro CTaHAapTa, UccrnegoBaTenbckasa rpynna
Deputy Undersecretary of Defense for Research and Engineering nogrotoBuna onucbiBaemMblii 3geck npoTtokon TCP? B
KayecTBe CTaHAapTHOro NpoTokona obmeHa nHgopmaumen mexay npoueccamu ans cetet Munmctepctesa o6opoHsl CLUA.

TCP npeactaBnseT coboVi OPWEHTMPOBAHHBIA Ha COEAMHEHUS MNPOTOKON CKBO3HOW rapaHTUPOBAHHOW  OOCTaBKW,
npegHasHayYeHHbIN AN NCNONb30BaHMSA B MHOTOYPOBHEBOW MepapXum NpoTOKOMOB, NOAAEPKUBAIOLLEN Pa3HOPOAHbIE CETEBLIE
npunoxeHusi. TCP obecneunBaeT HagexHbln OOMEH OaHHbIMM MeXAy napamy MpoLEeCCOB Ha XOCTax, MOAKMHOYEHHbIX K
pasHbiM, HO CBSA3aHHbLIM MeXay cobow ceTsam. [NpOoTOKON MCXOOUT U3 HE3HAYMTENbHOrO YMcra NPeAnoChINIOK O HaAEXHOCTU
KOMMYHUKaLMOHHBIX MPOTOKOMIOB, PacronoXeHHbIX Hwke ypoBHa TCP. [Npotokon TCP npepnonaraeTr, 4To OH MOXeT
MCMNonb3oBaTb MPOCTON U NOTEHUMANbHO HEHAAEXHbIV CepBUC AOCTaBKuU AedTarpaMM NPOTOKOMOB HUXKenexalunx ypoBHen. B
npuHumne npotokon TCP pgomkeH paboTaTb B LUMPOKOM KNacce KOMMYHUKALUMOHHBLIX CUCTEM, UMEIOLUMX IreKTpuydeckme
COeQIMHEHNsI C ceTAMM KOMMYyTaumm naketoB (packet-switched) nnmn kananos (circuit-switched).

Mpotokon TCP ocHoBaH Ha KOHUeNuusXx, BNEpBbIe M3MOXKEHHbIX Cepdpom 1 KaHom B pabote YpoeHu npomokosnoe
[1]. TCP pacnonaraetca B MHOroypoOBHEBOW MOLENW HENOCPeACTBEHHO Hag 6a3oBbIM 5
npotokonom Internet (IP) [2], koTopbin obGecneumBaeTr Ansa TCP BO3MOXHOCTb npuema wu Boiwenexatuuii yposeHb

nepegayun CerMeHToB MWHGOpMaLMn MNepeMeHHOW ANWHbI, "BNOXEHHbIX" B AeWTarpaMmebl. TCP
OenTtarpammbl  obecneumBaloT cnocob agpecauum oTnpaBuTenss M nonyyatenss TCP,
pacnornoXeHHbIX B pa3nuuHbiXx ceTax. [potokon IP obGecneunBaeT Takke dparMeHTauuio u MpoTokon Internet (IP)

cbopky cermeHToB TCP, Tpebyemyo Anst AOCTaBkM UHOpPMaALMM Yepe3 MHOXECTBO CeTell U
coeaunHSALWNX 1X WN30B (MapLpyTtnsatopos). MNpoTtokon IP Takke nepenaet nHdopmaumio o
npegnoyTeHnsx (precedence) u 6e3onacHoOCTH, a Takke o AeneHun cermeHToB TCP Ha yactu - PucyHok 1
aTa uHdopMauma nepedaeTca Mmexay OTnpaBuTeneM MW rnonydyateneMm 4epe3 MHOXECTBO

pasHOPOAHbIX CETEN.

KOMMYHI/IKaLI,I/IOHHaFl CeTb

"Tem He MeHee B JOKYMEHTE OCTanoCb HEKOTOPOE KONMMYeCTBO owmbok. Bornee nogpo6Hy MHpOPMaLMIO O HAX MOXHO HaWTH
B RFC 1122, nepeBopg KOTOPOro nmeeTcs Ha cante www.protocols.ru). [lpum. nepes.

2Transmission Control Protocol - npoTokon ynpasneHus nepegave
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Bonbluas yacTb 3TOro AOKYMEHTa HanucaHa B KOHTekcTe peanusaunin TCP, paboTalowmx Ha xocTax BMecTe ¢ NpoTokonamm
BblLLENnexallero ypoBHsi. HekoTopble KOMMbIOTEPHbIE CUCTEMbl COEAMHSIIOTCA C CEeTbio Yepes creunanbHble nepudepuiiHble
(front-end) komnblOTEPBI, KOTOpPbIE 0GecnevMBaloT nogdepxky ypoBHem TCP u IP, a Takke ceTeBble Mporpammel.
Cneundumkauma TCP onucbiBaeT uHTepdeNC C NpOTOKONamMu BbiWENeXallero YpOBHS, KOTOpbIA MpeacTtaBnseTcs
peanu3yembiM 1 Ans cnyyvaes front-end (C MomoOLWbIO cneunanbHOrO MPOTOKOMA B3aUMOLEWCTBUS MeXAy XOCTOM U
nepugepuiiHbIM KOMMbIOTEPOM).

1.2. C¢hepa npumeHUMOCMU NMPOMOKoOJIa

MpoTokon TCP npegHasHayeH AN opraHnsaumm HagexHoro obMeHa AaHHbIMU Mexay npoueccamy B pa3HOPOAHbIX CETEBbIX
cpegax. Mpotokon TCP aBnseTca NpoTOKONOM O6LLEero nonb3oBaHUS B PasfMyHbIX CeTAX Ans obMmeHa uHdopmMaumnen mexay
XocTamu.

1.3. Cmpykmypa doKymeHma

B atom pokymeHTe copepxartca crneundukaumm gyHkuMn, Tpebyembix oT mobor peanusauun npoTtokona TCP, a Takke
crneundukauum B3aMMoOencTBnsi ¢ NPOTOKONaMm cocefHux yposHen u npotokonom TCP Ha gpyrux xoctax. B octaBlierics
YacTu OaHHOro pasgena npuBefeHO KpaTkoe onucaHve paboTbl MpoToKona U MHTepdencoB. B pasgene 2 paccMoTpeHbl
6a3oBble koHUenumu apxutektypbl TCP. Pasgen 3 cogepXuT AeTanbHble ONUcaHusi OeWCTBUMA, BbIMOSHSIEMbIX NMPOTOKOSIOM
TCP B oTBET Ha Te uUnNu MHble cobbITUA (MPMEM HOBbLIX CEFMEHTOB, NMOMb30BATENbCKNE BbI30BbI, OLUIMOKM U T. MN.), U ONncaHue
dopmaToB gaHHbIX B cermeHTax TCP.

1.4. Unmepagbelicnbi
MpoTtokon TCP c ogHOWM CTOPOHbI B3aMMOZEWCTBYET C MOMb30BATENbCKUMU UMW MPUKNagHbIMU npoueccamu, a C ApYrou
CTOPOHBI - C MPOTOKOJIOM HDKENEeXaLlero ypoBHs (Takum, Kak IP).

WHTepdpenc mexay npuknagHsiMy npoueccamu n TCP npounntocTpMpoBaH 4OCTaTOMHO AeTarnbHO. 3TOT MHTepdenc coaepxuT
Habop npoueayp, NoAoOHbIX MpoueaypaM OMepaLMoHHOW CUCTEMbI, MCMonb3yeMblM Ans paboTel ¢ dannamu. Hanpuwmep,
CYLLLECTBYIOT MpoLeaypbl OTKPbITUSA U 3aKpbITUS COEAUHEHUI, a Takke npuema AaHHbIX Yepe3 OpraHW3oBaHHOE COeAMHEHMWe.
Mpepnonaraetcs Takke, 4to TCP mMoxeT obMeHnBaTbCa AaHHbIMU C MPUKNAAHLIMKW NporpaMmmMamMmn B aCUHXPOHHOM pexunMe.
Xota paspabotumkam TCP npepgoctaBnsetca pasymHas csoboga Bblbopa peanusauum wuHTepdenica, cyliecTsyeT
MUHMManbHbBIN  Habop dyHkuMi  Ans uHTepdpenca mexagy TCP wn nonb3oBaTenbCkMM  ypOBHEM, KOTOPbIA  OOSKEH
NpuCyTCTBOBaTb BO BCEX peanu3auusx npoTokona

NHtepdpenc mexay TCP 1 NpoTOKONOM HUXenexallero ypoBHS 3af4aeTca MeHee AeTanbHO 3a UCKIIYeHeM NpeanonoxeHms
0 Hanuuum MexaHu3ma acuHXpPOHHOro obmMeHa nHdopmauven mexay yposHamu. MNpegnonaraeTcs Takke, YTO cneundukaums
B3aMmogencTeusa O6ydeT 3agaBaTbCsi CTaHOAPTOM ANsl MPOTOKona Hwxkenexawero yposHsl. MNMpoTtokon TCP paspaboTtaH ans
MCMOMNb30BaHNA B PasHOTUMHBLIX CETEBbIX cpedax. B kayecTBe npoTokona HWXenexalwlero ypoBHS B AaHHOM [OKYMEHTe
npegnonaraetcs npotokon IP [2].

1.5. Paboma npomokona

Kak Gbino oTMeyeHo Bbilwe, 3agadvert npotokona TCP sBnsieTcs obecnedyeHVWe HagexHbIX M MoTeHuManbHo 6e3onacHbiX
NOrMYecKMX YCTPOMCTB WM COeAMHEHU Mexay napamu npoueccoB. [ns obecneyeHns Takoro cepsBuca Ha 6a3e meHee
HaJeXHbIX KOMMYHUKaLMOHHBIX cucTeM Internet TpebyeTcs nogaepxkka cnegyowmx yHKUMIA:

— 6as3oBbIi 06MeH aaHHbIMK (Basic Data Transfer);

— HapgexHocTb (Reliability);

— ynpasneHue notokoM aaHHbix (Flow Control);

—  mynbTunnekcuposanue (Multiplexing);

— noaaepxka coegmHeHun (Connections);

— npegnoyTteHus n 6esonacHocTb (Precedence and Security).

B cnepyowmnx naparpadax paccMoTpeHbl OCHOBHbIE acnekTbl TCP ans kaxxgon 3 nepeyncrieHHbIX QyHKLMIA.

Ba3oeas nepedaya OaHHbIX

Mpotokon TCP cnocobeH nopaepxuBaTb HEMNpPepbiBHbIM MOTOK OKTETOB B KaXAOM HanpaBneHWM MeXAy OBYMS TOYKamu
COeAMHEHMs, yNnakoBblBasi HEKOTOPOE KONMMYECTBO OKTETOB B CErMeHTbl Ans nepedady yepes mexceTeBylo cpedy. B obwem
cnyyae TCP pewaert, korga 6rokMpoBaTth Unu nepeckbinarb AaHHbIE N0 CBOEMY YCMOTPEHMIO.

WHorga nonb3oBaTtensiM HyXHa yBEPEHHOCTb B TOM, YTO BCE AaHHble, KOTopble Obinv HanpasneHbl npotokony TCP, 6yayt
nepefaHsl. [Ina pewweHna Takon 3agaymn onpeaeneHa pyHKUUSA BbiTankmBpaHus AaHHbIX. [na obecneyeHns rapaHTum nepegayv
oTnpaBneHHbIx npotokony TCP aaHHbIX Nonb3oBaTernb Ha NepefatoLlet CTOPOHE AOIMKEH "NMPOTONKHYTL" AaHHbIE yaAaneHHOMY
nonb3oBatento. ®yHkuua push 3actasnsgetr TCP HeszameanuTenbHO nepecnaTtb U AOCTaBUTb AaHHblE B TOUKY npuvemMa. Touka
"BbITanknBaHus" MoXeT ObiTb HEBUAMMA AN nonyyaTens U yHKUMS push He ycTaHaBnMBaeT MapKep rpaHuLbl 3anucu.

HadexHocmb

Mpotokon TCP pormkeH BoccTaHaBnuMBaTb OaHHble B Cnyvyae MX MOBpPEeXAeHus, notepu, AybnvpoBaHus wnv [OCTaBKU C
HapyleHnem nopsigka. ATo obecnevmBaeTcsi C NOMOLLBbI MOPSIAKOBLIX HOMEPOB, NMPUCBaUBaEMbIX KaxaoMy nepefaBaeMomy
OKTETY 1 NoATBEPXAeHMEeM AocTaBku AaHHbIx (ACK'), nepeagaBaeMbiv npuemHon ctopoHoit TCP. Ecnin noaTteepxaeHne ACK
He ObINO MONyYeHO B TeYEHWe 3a4aHHOrO BpemeHu (TarWm-ayT), OaHHble nepefalwTcs 3aHoBO. Ha npuemHol cTopoHe
NnopsiAKOBblE HOMepa MCMOoNb3yTCA ANsi KOPPEKTHOW PacCCTAHOBKM CErMEHTOB, KOTOpble MOryT ObiTb [OOCTaBIEHbl C
HapylweHnem nopsaka, u obHapyxeHusa pybnukatoB. [Ona obHapyxeHus owmnbok npu nepepadve LaHHbIX WUCMONb3YTCA
KOHTPOJbHbIE CYMMbI, KOTOpble [O00ABNATCA B KaXadbl nepedaBaembli cermMeHT. KOHTponbHas cymma paccuMtbiBaeTcs Ha

'Acknowledgment - nogTBepxaeHwve.
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nepeparoLLel CTOPOHe W BKIOYaeTca B CermMeHT. Ha npuvemHON CTOpOHE KOHTpOMbHAs CyMMa BbIYWCASETCS 3aHOBO U
NnonyyYyeHHoe 3HayeHWe CpaBHUBAETCA C YKa3aHHOW B CEerMeHTe KOHTPONbHOW cymmoun. [Mpm obHapyxeHun pacxoxgeHui
CerMeHT oTbpacbiBaeTcs.

Moka npotokon TCP paboTtaeT HopmanbHO 1 cpeaa Internet He cermeHTUpOBaHa Ha U30MNMPOBAHHbIE YAaCTW, HUKaKME OLLINOKM
nepegayn He OyayT BMMATbL Ha KOPPEKTHOCTb AOCTaBkM AaHHbIXx. TCP BoccTaHaBnvBaeT AaHHble nocrie owubok B cpepe
Internet.

YnpaeneHue nomokom GaHHbIX

TCP npepoctaBnsieT nonydaTento cnoco® ynpaBneHusi KONMUYECTBOM [aHHblX, NepefaBaeMblx oOTnpaButenem. 3TO
gocturaeTcsd nyteMm Bo3BpaTa C kaxabiM noatesepxaeHunem ACK "okHa" (window), nokasbiBawoLwlero AmanasoH AonyCTUMbIX
nopsiAKOBbIX HOMEPOB 3a Npefenamu nocrneaHero AocTaBneHHoro cermeHTa. OKHO NokasbiBaeT JOMYCTUMbIE HOMEpPa OKTETOB,
KOTOpble OTMpaBUTENb MOXET NepeaaTtb A0 NOMyYeHUs CreayoLero paspeLleHmst.

MynbmunnekcupoeaHue

YT06bl NO3BONMUTL MHOXECTBY MPOLIECCOB HAa OAHOM XOCTE WCMOSb30BaTb KOMMYHMKALMOHHbIE BO3MOXHOCTM TCP, atoT
NpOTOKON MoAAepkuBaeT Habop adpecoB (MOPTOB) Ha KaxdoM xocTe. Bkyne ¢ ceTeBbiMM agpecaMu M HOMepamu XOCTOB
(ypoBeHb internet), Homepa nopToB hopMupyroT cokeT (socket). Mapa cokeToB MO3BONSAET YHMKaNbHO MAEHTUULMPOBATH
Kaxgoe coeamHeHue. Takum 06pa3om, COKET MOXKET MCMOMb30BaTLCA HECKOMNBKUMU COEANHEHUAMMN OOHOBPEMEHHO.

Cesi3biBaHMe MOPTOB C MpoLeccamu YCTaHaBNMBAETCs KaXOblM XOCTOM He3aBucumo. OpHako, Ansi HavubBoree 4vacto
UCMonb3yeMblx NPOLECCOB (Hanpumep, NpOTOKONMpoBaHWe unu paboTa B pexuMe pasferneHus BpeMeHu) LienecoobpasHo
NpUMeHsITb MpefonpesenieHHble (PUKCMPOBaHHbIE) COKETbI, HOMEpPa KOTOPbLIX M3BECTHbI BceM. [ocTyn Kk Takum crnyx6am
obecneuvBaeTcs No M3BecTHbIM adpecam. OpraHusauus U onpegdeneHne HOMepoB MOPTOB AN APYrMX MPOLECCOB MOXET
BKMtouaTh Gonee ArHaMUYeHble MEXaHWU3MbI.

CoeduHeHust

MexaHn3ambl oGecnevyeHnss HagexXHOCTM U ynpaBneHns MOTOKOM AaHHbIX, OnucaHHble Bbiwe, TpebyoT oT TCP nopaepxku
MHOPMaLMM O COCTOSIHUM KaX40ro NoToka AaHHbiX. KombrHauus aTux cBegeHui, BKIoYaroLwas CokeT, NopsAKoBbIe HoMepa U
pasMepbl OKkHa, HasblBaeTcs coeauHeHueM. Kaxpgoe coefguHeHne MoOXeT OblTb OAHO3HAYHO YyKa3aHO Napol COKeTOB,
MCMosb3yeMblX MO pasHble CTOPOHbI COEANHEHUSI.

Korma pBa npouecca xotaT obmeHuBaTbca MHopMaumen, npotokonbl TCP Ha xOCcTax cHavana AOMKHbl OpraHvM3oBaTb
coeaunHeHve (MHUUManNu3MpoBaTb MHAOPMALMIO O COCTOSIHAM Ha Kaxaon cTopoHe). Korga obmeH fgaHHbIMK 3aBepluaeTcs,
coeanHeHve paspbiBaeTcs (terminate unu close) aona ocBoboxaeHNsa NCNONb30BaHHLIX UM PECYPCOB.

MocKoNnbKy COEAVHEHUS OpPraHMU3YTCA MeXOy XOoCTaMW, He obecrneunBalolMMK HadeXHOCTb, Yepes HeHaexXHYl CeTeByto
cpeny, NPUMEHSIETCS MEXaHW3M COrnacoBaHus NapaMeTpoB C MOPSAKOBbIMM HOMEpPAaMMU Ha OCHOBE TeKyLLero BpemeHu Ans
npeaoTepallieHns OLMBOYHON MHULMANU3aLUn CoeauHEHNIA.

lpednoymeHus u 6ezonacHocmb
Monb3oBatenu TCP MoryT ykasblBaTb pexuM Ge3onacHoOCTU U NpeanodTeHNs AN CBOMX COeAMHEHUI. Koraa 3T BO3MOXHOCTH
He UCMOoNb3YTCA, AN COOTBETCTBYIOLMX NapaMeTPoB YCTaHaBNBaOTCS MPUHATbLIE MO YMOYaHUIO 3HaYEeHS.

2. KoHuenuuun

2.1. AnemeHmbI Mexcemeao20 e3aumodelicmausi

MexceTeBas cpefa COCTOMT M3 XOCTOB, MOAKIIOYEHHBIX K CETAM, KOTOpble COEAUHEHbI Mexay coOOol MapLupyTu3aTopamu.
30ecb TepMUHOM «ceTby» 0bo3HavarTca nokanbHble (Hanpumep, ETHERNET) wnu pacnpegeneHHble cetu (Hanpumep,
ARPANET'"), Ho B ntobom cnyyae 3Tu ceTu paboTatoT Ha OCHOBE KOMMYyTauuW NakeToB. AKTUBHbIMW areHTaMu, KOTopble
Npou3BoAsT U NOTPebnsT cooblleHusl, sIBNSOTCS npouecchbl. [MpoTokonbl pasnMyHOro YpPoOBHS B CETW, Ha XocTax U
MapLupyTusaTopax obpasyloT cucTtemMy obMeHa uHdOopMaumen Mexay npoueccamu, Kotopas obecnedvBaeT ABYXCTOPOHHUE
NOTOKN AaHHbIX W NOTMYECKUE COEQUHEHUSI MEXIY MOPTaMM MPOLIECCOB.

TepMuH nakeT B AAHHOM OOKYMEHTe ncnonb3yeTtcAa B OCHOBHOM AnA 0003Ha4YeHns ofgHon TpaH3akunn mMexagy XoCTtomMm un ero
ceTbto. PopmaTt GrOKOB AaHHbIX, nepeaaBaeMblX Yepes CeTb, B obuem cny4vyae He 6y,qu paccMaTpmnBaTbCA B KOHTEKCTE 3TOIMO
OOKyMeHTa.

XocTamy Ha3blBalOT KOMMbIOTEPbI, MOAKMOYEHHbIE K CETU U (C KOMMYHWKALMOHHOW TOYKM 3peHusl) siIBRsitoLmecs
oTnpasuTendamMmmn n nony4vyartenammy nakeToB. I'Ipoueccu paccMmaTpmBaldTCA, Kak akTUBHbIE 3JIEMEHTbI B XOCTaxX (B COOTBETCTBUU
C Havbonee obLWMM onpeaAeneHnemM MnpoLecca, Kak nporpaMMbl Ha CTaauu BbINOMHEHWs1). TepMmuHanbl U daiinbl (MK UHble
YyCTPOMCTBA BBOAA-BbIBOOA) pacCMaTpMBAalOTCH, Kak B3aMMOAEMWCTBYKOLLME Mexay COOOM C MOMOLLbH MPOLECcCOB. Takum
obpa3om, Becb 06MeH MHOpMaLMEl paccMaTPUBAETCs Kak CBA3b Mexay NpoLeccamu.

Mockonbky Mpoueccy MOXeT MoTpeboBaTbCsi BO3MOXHOCTb Pa3nunyaTb KOMMYHWKALMOHHbLIE MOTOKA MeEXZY HUM pasHbIMu
APYyrMMUM mipoueccamu, Mbl MpeanofniaraeM, YTO KaxAabli Npouecc MOXeT WMeTb HOMep MnopTa, 4epe3 KOTOPbIA OH
OCYyLLECTBNAET B3aMMOAENCTBME C NOpTamu ApYrux NpoLEeccoB.

2.2. Modenb pabombi npomokosa

Mpouecc nepenaeT AaHHble, Bbi3biBas yHkuun TCP ¢ nepepavenn um BydepoB AaHHbIX B kadecTBe aprymeHTtoB. TCP
ynakoBbIBaeT AaHHble 13 Takux OycepoB B CerMeHThl 1 Bbi3biBaeT Mogynb IP Ans nepegayn kaxgoro cermeHTta agpecaty TCP.
Ha npuemHoii ctopoHe TCP nomelwiaeT gaHHble M3 CErMeHTa B MPUEMHbIA nonb3oBaTensckuii O6ycdep n yBegomnsieT
npuHMMatoLLero nons3osatens. TCP BkntoyaeT B cermeHThl ynpasnsioLyo MHOpMaLmio, KoTopas CnyxuT Ans obecneveHus
rapaHTMpOBaHHOW JOCTaBKM C COXPaHEHNeM nopsiaka CerMeHTOB.

"Mpoo6pas cetu Internet. Mpum. nepes.
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Mogenb o6MeHa uHdopmauuen B IPceTsix nocTpoeHa Ha 0ase cBsAzaHHOro ¢ kaxabsiM TCP moaynsa npotokona IP, koTopbin
obecneymBaeT uHTepdenc c nokanbHoW ceTtbtlo. Mogynb IP  ynakoBbiBaeT cermeHTsl TCP B pgewrtarpammbl [P u
MapLUpyTU3upyeT devtarpammbl Moaymnio IP xocTa-nonydaTens unu NpoMeXxyToyHoro wno3a. [Ansg nepepavv gentarpamm
Yyepes nokanbHy ceTb OHM NomeLLatoTcs B kagpbl JIBC.

KOMMyTaLI,I/IH NnakeToB MOXET BKM4YaTb AOMNOSTHUTENbHOE pa36|/|eHv|e Ha nakeThl, cbparmeHTMpoaaHme nnn uHble onepauun,
o6ecnqu|Ba}ou.Lme OO0CTaBKYy NOKallbHbIX NakeToB Mo4yno IP XOCTa-agpecara.

B wno3ax mexay cetamu devTtarpammbl IP «pasBopaumBaloTCsa» M3 NOKanbHbIX MakeTOB W MPOBEPAOTCA He npeamer
onpefeneHuns ceTu, B KOTOPYIO UX crieayeT nepecnaTtb. Mocne atoro aevitarpamma IP cHoBa «obopaunBaeTcs» B NoKanbHbIV
nakeT, NOAXOAALWNIA ANA CNeayoLen ceTM U HanpaBnsaeTcs B CNEAYHOLWMIA LW03 UM KOHEYHOMY nonyyaTtento.

LLnto3 moxeT pasbuBatb gentarpammbl IP Ha MeHblune aentarpammbl (pparMeHTbl), ecnu aTo TpebyeTcst Anst nepegayn B
cneayoLyo ceTb. [ina aToro gentarpamma Oenutca Ha Heckonbko Gonee menkux gevtarpamm [P, kaxpas u3 KOTOpbIX
COOEpPXUT (pparMeHT WCXOO4HOW AenTarpammbl. Ha crepylowux wno3ax 3TM  pparMeHTbl MOryT  LOMOSTHUTENBHO
(bparmeHTUpoBaTbca. PopmaT hparMeHTOB OpraHvM3oBaH Takum crnocoboM, 4Tobbl Mogynb IP koHeyHoro nonydyatens mMor
3aHOBO cobpaTb 13 hparMeHTOB UCXOAHYI AenTarpaMmmy.

Moaynb IP koHe4Horo nosydyaTensi passopadvMBaeT cerMeHTbl 13 AevtarpamMm (nocne cGopku dparMeHToB, ecnn HeobxoamMmo)
1 nepenaeT Ux kKoHeYHoMy moaymno TCP.

B paccMOTpeHHOM MoZenu onyLweHO MHOXeCTBO AdeTaneit. OQHUM K3 BaXHbIX acrekToB ABMSAETCS TUN OGCNyXuBaHWUSA - OH
roBOpUT Mapuipytusatopam (unu mogyno IP), kakue napameTpbl OGCryXuBaHUs criedyeT BblOpaTb Ans nepefayn B
creqylollylo ceTb. BknioyeHHass B TMN OGCIyXWBaHWS MHGoOpMauua 3agaeT npeuMylliecTBa (NpuopuTeT) AedTarpammbl.
[JentarpamMma MoxeT codepkaTb Takke MH(opMaumio o 6e30nacHOCTU, MO3BOSISAIOWYI0 XOCTaM 1 Wo3am, paboTalwym B
MHOrOYPOBHEBOW 3aLLMLLEHHON Cpefe KOPPEKTHO pasfensTb AerTarpaMmmMbl C TOUKM 3peHUst TpeGoBaHmii 6esonacHoCTu.

2.3. Cpeda xocma

Mpepnonaraetca, yto TCP saBnaetca moaynem onepaumoHHon cuctembl. lMonb3oBatenu obpawatotcs kK TCP nogobHo
obpatleHuto k gpyrum yHkumsam OC. TCP moxeT BbisbiBaTh Apyrue dyHkummn OC (Hanpyumep, Ans ynpasneHus CTpykTypamu
AaHHbIX). MNpeanonaraeTcs, YTO peanbHbI UHTEPMENC C CEThIO YNpaBnseTca ApanBepoM ceTeBoro agantepa. TCP He moxeT
HenocpeaCTBEHHO ObpallatbCca K ApaviBepy CETEeBOro yCTpoOMCTBA M B3aMeH 3Toro obpaijaerca Kk mogynio npotokona IP,
KOTOpbI 06paLlaeTcs Kk gpanBepy Hanpsimyto.

MexaHnambl TCP He mewatoT peanusauum npotokona TCP Ha nepudepuitHbix npoueccopax. OgHako B Takmx peanu3aumsax
OOMmKeH obecnevmBaTbCA MNPOTOKON B3aUMOAEWCTBUMSA MEXAY XOCTOM U nepudepuiHbIM MPOLLECCOPOM ANSA NOAAEPKKM
uHtepderica TCP - nonb3oBaTternb, ONMCaHHOIO B 3TOM JOKYMEHTE.

2.4. Uumepgpelcnbi

WHtepdenc mexay TCP n nonb3oBaTenem obecnednBaeTcs ¢ nomoubto yHkumin TCP ans opranmsaumu (OPEN) u paspbiBa
(CLOSE) coeaunHenun, nepepaym (SEND) n npuema (RECEIVE) gaHHbIX, a Takke nonydeHus mHdopmauun (STATUS) o
coeanHeHun. Bbi3oBbl 3TUX (DYHKUMIA OCYLLECTBMSATCA M3 MONb30BaTENbCKUX Mporpamm, nogobHo BbizoBam dyHkumin OC
(Hanpumep, PYHKUMU OTKPBITUSA, YTEHNSA 1 3aKpbITUS danna).

WHtepdpenc TCP - IP obecneunBaeTcs ¢ NOMOLLbIO OYHKUMIA Nepefaydn u npuema gevrtarpamm, agpecoBaHHbix moaynsm TCP
Ha nbbix xocTax cetn IP. 3T dyHKUMM Kcnonb3ylT napameTpbl ANs nepefadn aapecoB, Tuna obcnyxvBaHus,
npeanoyTeHuii, 6eaonacHoCTV 1 ApYroi ynpasnsioLen nHopMaLmu.

2.5. Cesi3u ¢ Opyaumu npomokosamu

Ha pucyHke 2 nokasaHo mectononoxeHne TCP B +------ + +----- + +----- + +--——- +
nepapxum rnpoToKosoB: |Telnet| | FTP | |Voice| ce | | YpoBenm npmumoxeHMi
+-————= + +--——- + +--——- + e +
Oxupgaetca, 4yto TCP 6ypetr addeKkTMBHO | | | |
nogaepxveaTe  MPOTOKOMbI  Bblllenexalyero N + m———n + m———n +
ypoBHs. [lomkeH obecneunBaTbCs  MPOCTOWN | TCP | | RTP | ... | | yposens xocra
uHTepdeic Cc MpoTOKONaMu  Bblllenexallero oo + oo + e +
ypoeHs Tuna Telnet nnn AUTODIN Il THP. | | |
e e e e e e +
2.6. Haae)KHaﬂ Cces3b | Internet Protocol & ICMP | Ypomenr wmosa
MepedaHHbin  Mogyntio TCP  MOTOK  AaHHbIX e +
rapaHTMpoBaHHO W c cobniogeHnem nopsiaka I
fJocTaBnseTcs agpecary. - +
| Local Network Protocol | CeTeBOM YypOBEHB
HapexHocTb nepepayn obecneunBaeTcs 3a cyeT o +

MUCNONb30BaHMSA  MOPSIAKOBLIX ~ HOMEPOB U
nepejaun noateepxaeHuin.  KoHuenTtyanbHO,
Ka)XOoOMy  OKTETYy  [aHHbIX  MpUCBauBaeTCs
NnopsiAKOBbIA HOMep. Homep nepBOro okTeTa AaHHbIX B CErMeHTe nepegaeTcs BMECTe C 3TUM CEerMEeHTOM W Ha3biBaeTcsl
nopsiAKoBbIM HOMEpPOM cermeHTa. CermMeHT COAEepXUT Takke HOMep MOATBEPXKAEHUS, SABNSOWMACA NOpsaKOBbIM HOMEPOM
crneayoLero OXWAaemMoro OKTeTa [AaHHbIX, KOTopbii OyaoeT nepepaH B obpatHom HanpasneHuun. Korga TCP nepepaer
CErMeHT, coaepXallunii JaHHble, KOMUs 3TOro CerMeHTa NomMeLLaeTcsl B o4epedb NOBTOPHONM Nepeaayn v BKoYaeTcs Tanmep.
Mpu nonyyeHnn noaTBEPXOAEHUS AOCTaBKM NepeaaHHOro CerMeHTa ero Konus yaanseTtcs u3 odepean. Ecnun nogreepxaeHue
He NoCTynuIo B Te4YeHne 3aaHHOro BpeMeHM (TarM-ayT), CerMeHT U3 ovepeau NoBTopa NnepeaaeTcs CHOBa.

PucyHok 2. OmHoweHus1 Mexdy npomokonamu

MoaTeepxaeHve TCP He gaeT rapaHTUM OOCTaBKM OaHHBIX KOHEYHOMY MOSb30BATEN0, OHO NULLb YOOCTOBEPSIET, YTO CerMeHT
focrtaerneH mogynio TCP Ha yaaneHHo CTopoHe, KOTOpbli o6ecneynBaeT 4OCTaBKY KIUEHTY.
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[ns ynpaBneHus notokamu AaHHbIX mexay xoctamu TCP ucnonb3yeTcs cneumanbHbli MeXaHn3m ynpasneHus notokom. TCP
Ha NPYEMHON CTOpOHe coobLiaeT pa3mep "okHa" nepepaowemy moaynio TCP. 3ToT pasmep 3afaeT YNCNO OKTETOB (HauMHast
C HOMepa NoATBepPXAeHMS), KoTopble Moaynb TCP Ha NPUEMHOM CTOPOHE FOTOB MOSTYYUTb B HACTOSILLIMA MOMEHT.

2.7. Ope2aHu3auusi u pa3pbie coeOuHeHul

Ona wnaoeHTudumkaumm oTAENbHbIX MOTOKOB [AAHHbLIX, KOTOPbIMW MOXeT ynpaBnatb TCP, STOT npoTOKON noadepXvBaeT
naeHTuguKkaTopsbl NopToB. MNMockonbky naeHTUdUKaTopbl NOPTOB BbIOMpaOTCs HeE3aBUCMMO pa3paboTynkamu peanusaumin TCP,
MX 3HAYEHUA MOTyT OKasaTbCsA HeyHuKanbHbiMK'. Ons obecneyeHus yHUKanbHoW agpecauun kaxgoro TCP naeHTudukaTop
nopta obveauHsieTcsa ¢ agpecom IP ana xocta TCP - Takas kombuHauus nopta 1 agpeca HasblBaeTCsl COKeTOM. [ns cokeToB
obecneumBaeTcs yHUKanbHOCTb B Maclitabax Internet.

CoeavHeHne 0OAHO3HAYHO MD,EHTVI(bI/ILIMpyETCFI nap0171 COKeTOB Ha 06oux KOHUax coeauHeHusi. JlokanbHbIi COKET MOXeT
MCNONb30BaTbCA BO MHOXECTBE COEANHEHUI C pasnnMyHbiMN BHELLHNMWU COKETaMMWU. CoeavHeHne MOXeT MCNonb3oBaTbCs AN
nepenayvn gaHHbIX B oboux HanpaBleHUusaX, T. €. ABINAeTCcA "I'IOJ'IHO,EI,yI'IJ'IeKCHbIM".

TCP pacnpegensieT Homepa NopToB MexXAy npoLeccamu Mo CBOEMY YCMOTPEHUIO, OOHAKO CYLLeCTBYOT 6a3oBble KOHLenuuu,
KOTOPbIM HEOGXOAMMO CrefoBaTh B KaX4oW peanusaumu. JormkHbl NoAAEPKUBaTLCS «06Llen3BecTHbie» (well-known) Homepa
nopTtoB, koTopble TCP ByaeT cBa3biBaTh TOMLKO C OnpeAeneHHbIMU npoleccamu. MNpeanonaraeTcsi, YTO TakMMu npoLeccamu
MoryT 6blTb coGCTBEHHble npouecckl TCP M 3Ty Mpoueccbl MOryT MHWLMWPOBATb COEAMHEHUs! TOMbKO Yepe3 Takue
«NPUBUMErMPOBaHHbIE» MOPTbI. MNPUMEHUTENBHO K peanusauun pacnpegeneHve nopToB ABNSETCS JoKanbHbIM BOMPOCOM, HO
npegnonaraeTcs HanWuue Monb3oBaTeENbCKoW koMaHAbl Request Port unu mHOro metofa BbIAEMEHWSI YHUKAIbHOW Tpymmbi
MOpTOB ANsi LJAHHOTO MpoLiecca (Hanpvmep, NyTeM CBSI3bIBaHWSI CTapLUMX GUTOB B HOMepe nopTa C AaHHbIM MPOLIECCOM).

Mpun BbizoBe OPEN coeanHeHne 3agaeTcss HOMEPOM JI0KanbHOro nopTa U yganeHHoro cokeTta, nepegaBaeMbiMy B KayecTse
aprymeHnToB. B otBeT TCP BO3BpaluaeT (KOPOTKOe) foKaribHOe UMS COeAMHEHWS, KOTOpPOoe Monb3oBaTeflb MOXET yKasblBaTb B
nocneayoLmx Bol3oBax MyHKUNA. ECTb HECKONBKO BaXHbIX aCMEKTOB OpraHn3aunm CoeanHEHUN, O KOTOPbIX CneayeT MOMHUTD.
Mpeanonaraetcs, 4TO WMHAOPMaUMS O COEOMHEHWM XPaHUTCH B CTPYKType QAaHHbix TCB2 B HekoTopbix peanvaaumsix
rnokanbHOe WMsi COedMHEeHMs MPOCTO ykasbiBaeT Ha CTpyktypy TCB ana atoro coeauHenus. lMpu BbizoBe OPEN Takke
yKa3blBaeTCs TUM BbI30OBA - aKTUBHbIV (COEANHEHME OpraHM3yeTcs cpasy) Uin NaccuBHLIN (OXnaaHue).

MaccueHbIi 3anpoc OPEN o3HauvaeT, 4to npouecc 6yaeT xaaTtbh BXOAALWEro coeAUHEHUsl, He Aenas MnonbITOK OpraHu3oBaTb
COeQMHEHNe camMoMy. 3ayacTylo Mpouecc, MCMNonb3oBaBLWKMA naccueBHbIn Bbi3oB OPEN, Oyget BocnpuHMMaTtbh Bxoadlme
3anpocbl coeavHeHun ot nboro xocta. B Takux cnydasx BHELHWUA COKET C HOMEpPOM, COAepXalimMm TOnbKo Hynw, Byaet
ncnonb3oBaTbCcsa A 0003HayYeHMs1 HeyKasaHHOro coketa. Mcnonb3oBaHMe Heykas3aHHbIX BHELHUX COKETOB AOMyCcKaeTca
TONbKO ANs naccuBHbIX BbiaoBoB OPEN.

CepBUCHBIA MpOLECC, KOTOPbIN HamepeH OOCNyXMBaTb BbI3OBbl OT HEW3BECTHbIX MPOLLECCOB, AOMKEH MWCMNonb30oBaTb
naccuHbIi Bbi3oB OPEN c Heyka3aHHbIM BHELLUHMM COKETOM. B Takux cnydasix coegvHeHue MoxeT ObiTb OpraHu3oBaHO C
no6bIM MPOLECCOM, KOTOPLIN 3aNPOCUT COeAMHEHNE C AaHHbIM fNOKanbHbIM COKETOM. Takoe peLueHre NonesHo B TeX cryyasx,
Korga M3BECTHO, YTO foKanbHbI COKET CBA3aH C U3BECTHLIM CEPBUCOM.

OO6LensBecTHble COKeTbl obecneyvmBaloT yAOOHbIN cnocob CBA3bIBaHWUS agpecoB CO CTaHOapTHbIMU criyxkbGamu. Hanpumep,
cepBepHbIV npouecc Telnet NOCTOSAHHO CBSA3aH C KOHKPETHLIM COKETOM, a ApYyrne U3BeCTHble COKeTbl 3ape3epBuMpoBaHbl Ans
Takux cnyx6 kak File Transfer, Remote Job Entry, Text Generator, Echoer, Sink (nocnegHue Tpu MCNonb3yTCst B TECTOBbLIX
uensx). Agpec coketa MoxeT ObITb 3ape3epBupoBaH A5 AocTyna k cnyxbe Look-Up, Bosspaliatowieri Homep cokeTa, no
KOTOPOMY MpefAocTaBnseTcs HoBbI cepBuC. KoHuenums obLlen3BeCcTHbIX COKETOB SIBNSETCH YacTbio cneundmkauum TCP, Ho
BblAENeHNe HOMEpOB AN COKETOB BbIXOAMT 3a npeaernbl 3Toro AokyMeHTa (cm. [4]").

Mpouecc MOXeT MCMonb3oBaTb NaccuBHbl Bbi3oB OPEN 1 xgaTb COOTBeTCTBYOLIEro akTvBHOro BbizoBa OPEN gpyrum
NnpoLIeccoM - Mocne opraHu3auuM HyxHoro coeauHeHuss TCP GyaeT mHdopmupoBaTb npouecc o6 aToM. [IBa npouecca,
OOHOBPEMEHHO MCMOMNb30BaBLUME akTUBHbIe Bbl3oBbl OPEN ans cBssu Apyr ¢ Apyrom, 6yayT KOPPeKTHO coeauHeHbl. Takast
TMBKOCTb OYEHb BaXKHA [N MOOAEPXKU pacrpeaeneHHbIX CUCTEM, B KOTOPbIX KOMMOHEHThI paboTaloT aCUHXPOHHO.

CyulecTByeT [Ba BaXHbIX Crydas COOTBETCTBUS MeXAy foKanbHbIM MaccuBHbIM Bbi3oBOM OPEN M BHELWHVWM aKTUBHbIM
Bbi3oBoM OPEN. B nepBom cnyyae nokanbeHbi naccueHbin Bbi3oB OPEN nonHOCTbIO 3agaeT BHELWHWIA COKET - COOTBETCTBUE
ABMNAETCA TOYHbIM. Bo BTOpOM criydae nokanbHbIi naccuBHbi Bbi3oB OPEN ocTaBnsieT BHELWHWA COKET HeykasaHHbIM -
npuemnembl COeAMHEHUSI C NOObIMW BHELLUHUMW COKETaMW, COOTBETCTBYHOLLUMMW foKanbHOMY cokeTy. OcTanbHble cryyau
ABNATCA NPOMEXYTOYHLIMU BapuaHTamum.

Mpn HaNMYMM HECKOMNbKUX OXunAaarLLmMX naccusHbiX BbIzoBoB OPEN (3anucaHHbix B TCB) ¢ 0aMHAKOBbLIM MOKarbHbIM COKETOM
BHELWIHWI akTuBHbIN BbI3oB OPEN OyneTt cooTtBeTcTBOBaTh TCB C ykasaHHbIM BHELLUHMM COKETOM, KOTOpLIN COBMagaeT C
BHELUHMM akTuBHbIM Bbi3oBoM OPEN (npu Hanuuum Takoro TCB); B ocTanbHbIX criydasx Belbop ocylectensietca cpean TCB ¢
HeyKa3aHHbIM BHELLUHMM COKETOM.

Mpoueaypbl OpraHuM3auuM coeguHeHu Ucnonb3yloT dnar KoHTpons cuHxpoHudauun (SYN) n BkmovaT obmeH Tpemsi
coobLeHnamn, n3BecTHbIN, Kak three-way hand shake (TpexatanHoe cornacosaHue) [3].

CoenHeHVe MHUUMMPYETCS NpYU Hanuuun Bxogsilero cermeHta ¢ conarom SYN n oxugatowen 3anucu TCB, koTopas Gbina
co3faHa ¢ nomoLubio dpyHkuun OPEN. CooTBeTCTBME NOKaNbHOrO 1 BHELLHEro CokeTa onpeaenseT BO3MOXHOCTb OpraHu3aumm
coeaunHeHus. CoeguHeHne nepexoauTt B coctosiHue established (opraHn3oBaHo) nocrne CUHXPOHM3aLMU NOPSAKOBLIX HOMEPOB
Anst obonx HanpaBneHun.

PaspbIB coeanHeHnst Takke BKNOYaeT 0OMeH cermeHTamu - B 3TOM cny4yae OHu copepiat conar 3aBepLueHms FIN.

'B HacTosiLLee BpeMsl BblaeneHne Homepos ans noptoB TCP/UDP ooctaTouHO XeCcTKo pernaMeHT1poBaHo. 3HayeHus
BblE€NEeHHbIX HOMEPOB MOXHO HanTu No ccbinke http://www.iana.org/assignments/port-numbers. lpum. nepes.

2Transmission Control Block - 6510k ynpaesneHusi nepegaden.

6 www.protocols.ru


http://www.iana.org/assignments/port-numbers
http://www.protocols.ru/

MNepeBopn RFC 793 SHUMKNoneausa ceTeBbIX NPOTOKONOB
2.8. ObMmeH GaHHbIMU

[aHHble, nepegaBaemMble Yepes coeaMHeHne, MOXHO TpaKToBaTb Kak MOTOK OKTETOB. [Nepepatollasi CTOpOHa nokasbiBaeT npu
kaxxgom Bbi3oBe SEND Hanuuve B 9TOM Bbi3oBe (M MOObIX NPEALIECTBYOLWMX BbI30Bax) AaHHbIX, KOTOPble OOIMKHbI ObITbh
HesameanuTenbHO OTNpaBneHbl Ha MPUHMMAIOLLYIO CTOPOHY, € noMoLlbo dnara PUSH.

TCP Ha nepeparoLlen CTOpoHe paspeluaeTcs cobmpaTb AaHHble OT Nonb3oBaTenen-oTnpaBmMTeNen n nepegasaTb 3TN OAHHbIE
B CErMeHTbl N0 CBOEMY YCMOTPEHUIO, €CMM He Ucnonb3yeTcs (PyHKUMSA BblTankuBaHus. [ocne Bbi3oBa 9TON yHKUMKU Bce
HeoTnpaBreHHbIe AaHHble AOMKHbI ObiTb NnepedaHbl. Koraa TCP Ha npuemHon ctopoHe BuamT dnar PUSH, mogynb Gonblue
He JOImKeH XaaTb AaHHbIX OT nepegatowero mogyns TCP go nepegayv ux npMHMMatoLemy npoLeccy.

HeT HeobOxoamMmocTu 3agaBaTh CBA3W Mexay yHKumern push n rpaHMuammu cermeHToB. [laHHble B Niobom cermeHTe MoryT 6biTb
pesynbTaTtoM ogHoro BbidoBa SEND (Bce nnu yacTe pesynbTaTtoB Bbi3oBa) Unm MHoxectsa obpalueHuii kK SEND.

HasHaveHvem dyHkumn push n dnara PUSH saBnsieTca «npoTtankuBaHue» AaHHbIX OT OTnpaBuTens K nonydatento. ®yHKums
He obecneynBaeT CepBUC 3anucu.

Mexay dyHkumen push u wucnonb3oBaHveMm OydepoB [AaHHbIX, MNpoOXoAsiumMx 4Yepe3 uHTepdernic TCP-nonb3oBatens,
cywecTByeT cBaA3b. Besakuii pas dpnar PUSH cBsasbiBaeTcs ¢ AaHHbIMU, NOMELLEHHbIMK B Bydep Ha NpueMHOW CTOPOHE, U
copepxmmoe atoro Oydepa nepenaetcs nonb3oBaTtento Ans obpaboTku, gaxe ecnu Oydep ewe He nonoH. Ecnv gaHHble
3anonHsIT nonb3oBaTtenbckui Oydep ao nonydeHuss dnara PUSH, copgepxmmoe Oydepa nepefnaercs nonb3oBaTento
LeNnMKoMm.

TCP Takke obecneunBaeT cnocob MHHOPMMPOBAHUA NPUHUMAIOLLEN CTOPOHBLI O HaNMYuK B MOTOKE, KOTOPLIA NPUHMMAaEeTCs B
HacTosiLlee BpeMsi, AaHHbIX, TpebywLmx cpodHol o6paboTkn. TCP He nbiTaeTca 3afdaTb, YTO KOHKPETHO OOSHKEH denaTb
nonb3oBaTenb Mpy MOMyYeHUN YBEOOMIIEHMS O CPOYHbIX [OaHHbIX, HO B 06LIeM cryvae npuHUMAaLWMn npouecc Byanet
npeanpUHUMAaTL MOMbITKM MakCUMarnbHO GbICTPO 06paboTKM TakUX AaHHbIX.

2.9. [IpednoymeHusi u 6ezonacHocmb

TCP nossonseT ucnonb3osBaTb Mons Tuna obcnyxuBaHusa n BesonacHocTu npotokona IP Ans 3agaHua npeanodTeHuin u
obecneveHns 3awmTbl Ha ypoBHe coeauHeHun. He Bce mogynu TCP moryT mcnonb3oBathbCs B cpefax C MHOrOypOBHEBOW
CMCTEMOW 3aLUWTbl - HeKoTopble (PYHKLMM MOryT ObiTb OrpaHUYeHbl TOMBKO AN HeknaccuuumpoBaHHOrO' MCMNOMb30BaHUs,
apyrme Moryt paboTaTb TOMbKO Ans ONpeAeneHHOro ypoBHs 3awuTbl. CnegoBaTenbHO, HEKOTOPbIE peanusauny u Crnyxobl
TCP MOryT uMeTb OrpaHU4eHHy OYHKLMOHANbHOCTb B Cpeax C MHOTOYPOBHEBOW CUCTEMOWN 3aLUUTHI.

Mogynu TCP, paboTtatoLime B cpeae ¢ MHOrOypOBHEBOW CUCTEMON 3aLUMUTbI, AOMKHbI KOPPEKTHO NOMeYaTb YPOBEHb 3alLMThl U
NPeAnoYTEHNS AN UCXOAALWMX cermeHToB. Takne mogynu TCP gomkHbl Takke obecneumBaTtb A5 CBOMX MOfb3oBaTenen u
NPOTOKOMOB Bbllenexawmx yposHen (tuna Telnet nnu THP) uHTepdperic, no3sonsowmnn UM 3agatb Xenaembll YpOBEHb
3aWmnThbl 1 NPeAnoYTEeHUs AS CBOUX COeQUHEHNI.

2.10. lMpuHyun ycmouyueocmu
Peanuzauun TCP gomxHbl cnegosaTtb oblemy NpuHLUMNY YCTOMYMBOCTU - ObiTb KOHCEPBATMBHBIM MO OTHOLLEHMIO K cebe u
nubepanbHbIM C APYTUMU.

3. dyHKUMOHanNbHaga cneuncpukaums

3.1. dopmam 3a2o0s108Ka

CermeHtl TCP nepepatotca B O 1 2 3
aentarpammax IP. BaronoBok 012 34567890123456789012345678901
npoTokona IP COOAEpPXKUT HECKONMbKO +-+-+—+-+—+—+—+-+—+—+—+—+—+—+—+—+—+—+-+—+—+—+-+—+—+—+-+—+—+—+-+-+

WMHPOPMALMOHHBLIX Monen, Bko4Yasa | Source Port | Destination Port |
agpeca XOCTOB  OTNpaBuUTeNns U +-+-+-+-+-+—+—+—+-+-+—+-+—+—+—+-+—+—+—+—+-+—+—+—+—+—+-+-+—+-+-+-+
nonyyatena [2]. 3aronosok TCP | Sequence Number |

pasmellaeTca BCred 3a 3arofloBKOM +-—4—+4—+—4—+—d—+-F—+—F—d—t—F—t-F—+-F—+—F—F—+-F—+-F—+—F—+—+—-F-+-+-+
IP n copgepxuT  uH(opMauuio, Acknowledgment Number |

|
OTHOCALYIOCS K NPOTOKONY  TCP. 4—fdodmdmd—dt—b—d—d— b=t =t ==t = b=t =t = —d b=t — b= ==t === ==+ —+
Takoe  pasgeneHve  Mo3BOMSET | Data | IUIA|P|R|S|F| |
mcnonb3oBatb  Ha YpoOBHE XOCTa | Offset| Reserved |R|C|S|S|Y|I| Window |
MpoTOKOMbI, OTNNYHbIE oT TCP. I I |GIK|H|T|N|N]| I
®opmar saronoska TCP B A e e i e e e
| Checksum | Urgent Pointer |
Source Port . B T e e e i e e e
omnpasumensi: 16 6umos | Options | Padding I
R Tk T S e Tttt St T S S S S At Sk et Tt ¥
Homep nopTa oTnpasuTens.
L | Jauusie I
Destination  Port - MOPM 44— g fopgmfd b bt bbb —Fmb b= — b —F bbb m b= b= — b= =+

Ha3Ha4deHusi: 16 6umos
Homep nopTa nonyyartens.
Sequence Number - nopsidkoenili Homep: 32 6uma

MopsioKoBbI HOMEP NEPBOro OKTETA AaHHbIX B cermeHTe npu otcyTcTBum donara SYN. Ecnu B cermeHTe npucyTcTsyeTt 6umT
SYN, none HoMepa coaepXuT 3HayeHne HadanbHoro nopsgkosoro Homepa (ISN), a nepBbI OKTET AaHHbIX UMEeT HoMep
ISN+1.

Acknowledgment Number - Homep nodmeepxdeHusi: 32 6uma

PucyHok 3: ®opmam 3azonoska TCP

'Be3 TpeboBaHuii No 6eaonacHocTu. lMpum. nepes.
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Ecnn 6ut ACK YCTaHOBIEH, 3TO MOfie COAEPXUT 3HaAYeHWe crnefyroLiero nopsgkoBoro HoMepa, KOTopbI OThpaBuUTeNb
CerMeHTa oxungaetT nofyyvynTb. Mocne opraHu3auunn coeanHeHUa 31O 3Ha4YeHe nepegaeTcd sceraa.

Data Offset - cmeuwjeHue OaHHbIX: 4 6uma

Yucno 32-6utoBbix cnos B 3aronoBke TCP. 3To 3HayeHune ykasbiBaeT Hayano faHHbIX B cermeHTe. 3aronoBok TCP (goaxe
Npy HanMM4MmM onNuuin) UMeeT ANUHY, KpaTHyto 32 butam.

Reserved - pesepeHoe nosie: 6 6umoe
3ape3epBUpPOBaHO Ars UCNOMb30BaHUA B OyayLLeM 1 JOMMKHO UMETb HyNeBOe 3HaveHue.
Control Bits - 6umsbl ynpaesieHusi: 6 6umoe (criesa Hanpaeo):
URG: ykasbiBaeT Ha 3HauumocTb nong Urgent Pointer (yka3atens cpoyHoCTH);
ACK: ykasbiBaeT Ha 3HaummocTb nonsa Acknowledgment Number (Homep noaTBepxaeHns);
PSH: dyHkumsa Push (BbiTankuBaHue);
RST: cbpoc (Reset) coegmHeHus;
SYN: cuHXpoHU3aLus NopsaKoBbIX HOMEPOB;
FIN: y otnpaBuTens Gonblue HET AaHHbIX.
Window -okHo: 16 6umos

Yncno OKTETOB [OaHHbIX, HauMHasa C YKa3aHHOro B none noarBepXaeHud, KOTopble OTnpaBuTeNlb OaHHOrNo cerMeHTa
oXunaaeT NpPpUHATb.

Checksum - konmposnbHasi cymma: 16 6umoe

KoHTponbHas cymma npefcrtasnset cobon 16-6utoBoe nopaspsgHoe AononHeHve no 1 cymmbl Bcex 16-GUTOBBLIX CrioB
3arofnoBka W AaHHbIX. Ecnv cermeHT codepXvT B 3arofloBke W AaHHbIX HEYeTHOEe YMCII0 OKTeTOB, MpW MoAcveTe
KOHTPOSbHON CyMMbl cnpaBa [obaBnseTcs OKTeT Hynew Ans BblpaBHWBaHWA no 16-6uToBon rpaHuue. buTbl 3anonHeHus
He nepepalTCAd Kak 4acTb CermMeHTa M WUCMOMb3YITCA TOMbKO ANSA pacyeTa KOHTPOMNbHOM cymmbl. [pu pacyeTe
KOHTPOSbHON CyMMbI 3Ha4eHue nons Checksum npuHumaeTtcs HynesbiM.

KoHTponbHas cymma yuuTbiBaeT Tawke 96-OMTOBbLIN MNCEBLO3ArofioBOK, Anpec oTnpasuTens
npeawecTsyowmn 3aronosky TCP. O3TOT nceBo3aronoBOK coaepXnUT agpeca

OTNpaBUTENst W nonyyartens, Tun npoTokona wu pasmep onuun TCP. Adpec nonyyatens
MepeuncneHHble nons nomoratoT 3awmTuTb TCP OT cermeHToB ¢ oWwnBoYHOM 0 PTCL TCP Length

MaplpytTusauuen. 9ta uHdopmMauma TpaHcnopTupyeTcs npoTtokonom P un
nepenaetcs yepe3 nHTepdenc TCP-ceTeBOW ypoBeHb B Ka4yeCcTBE aprymMeHTOB WM pe3ynbTaTtoB Bbi3oBoB u3 TCP Ha
ypoBeHb IP.

Mone TCP Length cogepxut pasmep 3aronoeka TCP n nons gaHHbIX B OKTETax (3TO HE sIBHO NepeAaBaemoe, a pacyeTHoe
3HayeHune); 12-0KTeTHbI NCeBA03arofioBoK Npu pacyeTe AMNMHbI HE YYUTbIBAETCS.

Urgent Pointer - ykazamenb cpoyHocmu: 16 6umoe

OTO nomne coAepXuT yKasaTenb Ha CPOYHble AaHHble - MO3MTMBHOE CMELLEeHWEe Havana TakMx AaHHbIX OT NOpsSAKOBOro
HOMepa AaHHOro cermeHTa. 37O norne UMeeT CMbICH TOMNbKO ANA CErMEHTOB € YCTaHOBMNEHHbIM hrarom URG.

Options - onuuu: nepemeHHas OnuUHa

Onuumn pasmeluatoTcs B koHUe 3arofnioBka TCP 1 MoryT 3aHMmaThb Lienoe 41cno okTeToB. Bce onuum yyuTeiBaOTCH Npuy
pacyeTe KOHTPOMbHOW CyMMbl. OnuuyM MOryT HauyMHaTbCA Ha nbow rpaHuue okteta. CyllecTByeT OBa BapuaHTa
copMaTMpOBaHUA OMNLNIA:

1. OOHOOKTETHOE Mnone BvAa onuuu.

2. OOHOOKTETHOe Morne Buaa onuuu, none pasmepa onuun (1 okTeT) U COBCTBEHHO ONLIUN.

Mone pasmepa onuun yuuTbiBaeT U 2 OKTeTa MONen Buaa onumMM M CcamMoro nons pasmepa, a Takke pasmep Oonuuu, Kak
TaKOBOW.

OTmeTuM, 4TO None onuuk MOXET ObITb KOpoYe, YEM yKasbiBaeT none cMelleHns aaHHbIX. Heucnonbsyemble 6UThl nonst onummn
nocne onuuun End-of-Option gomkHbI 3aNoNHATLCA HYMNSIMU.

MpoTokon TCP gomkeH nogaepXxunBaTb BCe ONUUM.

Onpe,qeneHHble K HactTodwemMy MOMEHTY onuun BKNO4YarT (BVI,D,bI OI'ILWIVI YKa3aHbl BOCbMePUYHbIMUN 3Ha‘-IeHVIF|MVI)Z

Bud Pasmep 3HayeHue
0 - End of option list KoHel, cnncka onuui
1 - No-Operation HeT onepauun
2 4 Maximum Segment Size MakcumanbHbIn pasmep cermeHTa

OnpegeneHns onuumn

End of Option List

o + OTOT KOO roBOpUT O 3aBeplUeHUM cnucka onumi. KoHeu crmcka onuuii MOXET He coBnagaTtb C KOHLOM
]00000000| 3aronoBka TCP, 3agaHHbiM nonem Data Offset. Kog ucnonb3yeTtcsa kak MHOUKaTOp 3aBepLUeHMs BCeX Onuun, a
- + He KaKOW-TO KOHKPETHOW M UCMoNb3oBaHMe ero TpebyeTcs nuwb B TeX Chny4yasx, Korga KOHeL, Onuuin He
Bun=0 coBrnagaeT ¢ KoHuom 3aronoeka TCP.

+-—-———— + OToT KOO MOXET UCNOoJSib30BaTbCA MeXay onunamum (Hanpwmep, Aana ux BblpaBHUBaHUA NO rpaHuue cnosa). He
|00000001| cyulectByeT FapaHTVIVI MCMNONb30BaHNSA 3TON onuunn oTnpasuTenem, NoO3TOMY nojtydaTtenb O0JKEeH ObITb FOTOB K
+--—-—-——-—- + O6p860TKe OI'ILI,VIVI, Ha4vasno KOTOpbIX HE coBNagaeT C FpaHMLI,eI7I CcnosBa.

Bua=1
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Maximum Segment Size et - +-——— - +-—————-- +
Max Seg Size - MakcumanbHbIl pa3mep ceameHma: 16 6umoes

Ecnun ata onuusa npucyTCTBYeT, OHa 3adaeT MakCMMarbHbIA pa3mep
NPUHUMAEMOro cermeHTa gnst Tom ctopoHbl TCP, koTopasi nepegaet
OaHHbIA CerMeHT. OTO None AOMKHO nepeaaBaThCs TONbKO C HAaYanbHbIM 3anpPoOCOM OpraHM3auumn coeguHeHus (CErMeHT ¢
dnarom SYN). Ecnu aTa onuusi He 3agaHa, 4ONYCKaeTCst UCMONb30BaHNE CerMeHTOB NoOoro pasmepa.

Padding - 3anonHeHue: nepemeHHas1 OnuHa

3anonHenve 3aronoBka TCP wcnonb3yeTcsa AnNs BbipaBHMBaHMA pa3mepa 3aronioBka no 32-6utoBonm rpanuue. Ons
3anosiHeHNs CryXuT 3HadeHue 0.

+
BUA=2 pasmMep=4

3.2. TepmuHosnoz2usi

Mpexae, Yem HadaTb obcyxaeHvne aetanen TCP, nagum onpegeneHvst HEKOTOpbIX TepMUHOB. MNMoaaepxka coeaunHeHun TCP
TpebyeT 3anoMUHaHMSA HECKONbKUX NepeMeHHbiX. [peanonaraeTtcs, YTO 3TU NEepeMeHHble XPaHATCHA B cneumanbHoMm 6Grnoke
ynpaBnexus nepegavei - TCB. 3anucu TCB BknoyaT HOMEpPa NOKaNbHOro U yaaneHHoro CoKeToB, onuuy 6e3onacHocTu 1
npeanoyTeHns Ons CerMeHTa, ykasaTenu Ha nonb3oBaTenbckne Oydepbl npuema v nepefayvuv, ykasatenu Ha ouvepenb
NMOBTOPHOWN Nnepenayn u Tekywmn cermeHT. Kpome Toro, B TCB xpaHuTtca nHdopmauusi o NnopsifkoBbiX HOMepax Ans npvema u
nepegauu.

lMepemeHHbIe NopsiOkos8o20 HoMepa nepedayu
SND.UNA - nepegaTb He NOATBEPXKAEHHDIN;

SND.NXT - nepegatb cneaywoLimi;

SND.WND - okHO nepegauu;

SND.UP - nepepaTb ykasaTtenb CPOYHOCTY;

SND.WL1 - nopsiakoBbI HOMEP CErMEHTA, UCMOSb30BaHHLIN NpK NocneaHeM 06HOBNEHUM OKHa;

SND.WL2 - nopsgkoBbIi HOMEP NOATBEPXKAEHMS, UCMONb30BaHHLIN NPY NocneaHeM 0OHOBMEHWUMN OKHa;

ISS - HavanbHbIN NOPSAKOBLIN HOMEP AN nepegayun.
lNMepemeHHbIe Nopsidkoeo20 HoMmepa rnpuemMa

1 2 3 4 RCV.NXT - npuHSTb criegytoLwwuii;

""""" |======mmmm oo oo RCV.WND- okHO npuema;

SND . UNA SND . NXT SND . UNA
+SND . WND RCV.UP - npuem ykasaTens Cpo4YHOCTY;
1. cTapble NOPSAKOBblE HOMepa, KOTopble Obinu IRS - HavanbHbIA NOPSAAKOBLIV HOMEpP AfisA Nprema;
NOATBEPXKAEHbI MpvBeOeHHblE HMXKE PUCYHKA MOMOrYT MOHATb COOTHOLLUEHMS

2.  NOpsAKOBbIE HoMepa HernoATBEPKAEHHBIX Mexay nepeMeHHbIMU B NPOCTPaHCTBE NOPAOKOBbIX HOMEPOB.

HHbIX
Aa lpocmpaHcmeo Homepoe Osisi nepedaqyu

3. nopsigkosble HoMepa, aonycTumble Ans Hoson OKHO nepefaun SBMSETCA YacTbio 06nacTu 3 Ha pUCyHKe 4.

nepenavun gaHHbIX
MpocmpaHcmeo Homepoe On1s1 npuema

4. Gynywue nopsaKoBble HOMepa, KOTopble elle He OkHo npuema SBIs- 1 2 3
paspelieHbl Ana ncnonb3oBaHUA eTcs yacTblo obnacty ——-—-————-——-— |-—======== | ——————==—
2 Ha pucyHke 5. RCV.NXT RCV .NXT
PucyHok 4. lNpocmpaHcmeo Homepos Oris nepedayu +RCV . WND

CyulecTByeT  Takke
PS4 NepeMeHHbIX, YacTo UCMOoNb3yeMblx Npu oBGCyXaeHun, koTopble 6epyT cBon
3HaYeHUsI U3 Noriel TEKyLLero CerMmeHTa.

cTapble MOPSAAKOBbIE HOMEpa, KOTopble
GbINKY NOATBEPXAEHbI

2. nopsigkoBble HOMepa, AOMYyCTUMbIE Ans
lMepemeHHbIe meKyw,e2o0 cecameHma HOBOIO Npuema AaHHbIX

SEG.SEQ - nopsiAkoBbIi HOMEp cerMmeHTa

SEG.ACK - nopsinkoBbIi HOMeEp CerMeHTa NOATBEPXAEHUS 3. nggﬁﬁz eMSOpféqKOs:;?)emeHHb?MZﬁ_la;;
SEG.LEN - anuHa cermeHTa VCMOMb30BaHUs

SEG.WND - okHO cermeHTa

SEG.UP - ykasaTenb CPOYHOCTU CErmMmeHTa
SEG.PRC - 3HayeHve npeanoyTeHuin ons cermeHTa

CoeavHeHne B npouecce CBOEro CyLeCcTBOBaHWUS MOXET HaxoauTbCsl B HeCKonbkux coctosiHusx - LISTEN, SYN-SENT, SYN-
RECEIVED, ESTABLISHED, FIN-WAIT-1, FIN-WAIT-2, CLOSE-WAIT, CLOSING, LAST-ACK, TIME-WAIT n CLOSED (aTo
COCTOSIHME (DMKTMBHO, MOCKOMbKY OHO MpeacTaBnsieT cutyauuto, korga yxke HeT TCB u, cnepoBaTtensHo, coeanHeHust). Huxe
KpaTKO OMUCaHbl BCE 3TU COCTOSHMS.

PucyHok 5. lMpocmpaHcmeo Homepos 0rist
npuema

LISTEN - OXuaaHue 3anpoca Ha coefiMHeHue oT nboro yganeHHoro TCP v nopTa.

SYN-SENT - OXuaHue COOTBETCTBYIOLLEro 3anpoca Ha coeavHeHre nocrne nepeaady CBOero 3anpoca.

SYN-RECEIVED - oxupgaHue NOATBEPXKAEHUS COEAMHEHUs MOcne nepejayn M npueMa 3anpoCcoB Ha OpraHu3auumio
COeIUHEHNS.

ESTABLISHED - coeguHeHne OeNCTBYET U MPUHSTbIE AaHHbIE MOTYT ObiTb JOCTaBMEHbI NOMb30BaTEND. OTO HOpManbHoe
COCTOsIHME AN npouecca obMeHa AaHHBIMK Yepes3 CoeauHEHME.

FIN-WAIT-1 - OXWudaHue 3anpoca Ha paspblB coeauHeHusi OT yaaneHHoro TCP wunu noaTBepXAeHust onsa paHee
nepefaHHoro 3anpoca Ha paspbiB COEAMHEHNS.

FIN-WAIT-2 - OXvaaHue 3anpoca Ha pa3pbiB coeanHeHus ot yaaneHHoro TCP.

CLOSE-WAIT - oxupaHue 3anpoca Ha paspblB COEAMHEHUST OT NOKarnbHOro nofb3oBaTens.

CLOSING - OXuaaHue noaTBepxaeHus oT yaaneHHoro TCP ans 3anpoca Ha pa3pbiB COEAVHEHUS.
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HOuarpamma  cocTosHUM  Ha
pucyHke 6  wunnoctpupyer  TTTTTTmmTETT | ===
CMEHY COCTOSIHUN B pe3yrib-
TaTe TeX UM UHbIX COObITUIA 1
BbIMOMHreMble OEeWCTBUS, HO
He COAepXuT WHdopmauum o
BO3MOXHbIX oLmbkax "
OENCTBUSIX, He CBSI3aHHbIX C
M3MeHeHneM cocTosiHus. B
nocneayroLmx naparpacax I
6ynet  npuBedeHo  Gonee | X | | snd ACK

|

I

LAST-ACK - OXuaaHve NoaTBEPKAEHUS AN 3anpoca Ha paspbiB COeAMHEHWS, NepedaHHoro yaaneHHomy TCP (aTo
noaTBepXAeHWe BKITOYAEeTCA B 3anpocC Ha paspblB COEANHEHUS OT yOANeHHOW CTOPOHbI).
TIME-WAIT - OXvAaHve noka nNponaeT AOCTaTOMHO BpeMeHMU, YToObl OblTb YyBEpPEHHbIM B npueme yaaneHHbsiv TCP
noATBepPXAEHMS NS ero 3anpoca Ha paspbiB COEAMHEHNS.
CLOSED - COeUHEHNs yXKe HeT (pa3opBaHo).
CoeavHeHne TCP nepexoaut o —————— + ———————— \ active OPEN
OT OOHOro  COCTOSIHUSA K | CLOSED | \
OpYyromy B OTBET Ha cObbITus, +m———————— +<——m— == \ \ create TCB
K 4uUCry KOTOPbIX OTHOCATCS | ~ \ \ snd SYN
nonb3oBaTenbCcKue BbI30BbI passive OPEN | | CLOSE \ \
OPEN, SEND, RECEIVE, e | | === \ \
CLOSE, ABORT wu STATUS, create TCB | | delete TCB A\ Y
BXxogsaLne CermMeHThl (B v | \ \
YacTHOCTM Te, KOTOpble Fmmm e + CLOSE I \
BkntoyaoT dnarm SYN, ACK, | LISTEN | = ——————m—o I I
RST, FIN) n Tarim-ayTbl. o + delete TCB I
|
v

+—————+
o
S
A
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
0n
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AeTanbHoe onucaHve peakuui
TCP Ha Te unu nHble cobbITus.

3.3. [Mopsidkoenie |
Homepa v oo S e

OpHum un3 dyHOamMeHTanbHbIX
acnekTos TCP aensiercs |
Hymepauns aaHHbIx - kaxgpin | WAIT-1  |-=========---ooooo |  WAIT |
OKTET, nepefaBaeMmblii Yepes T~~~~~~7""" + rcev FIN \ Fommmm +
coeguHeHve TCP, umeet ceoit | rev ACK of FIN  ------- | CLOSE |
nopaaKoBbIi Homep. Mockornk- | === snd ACK e it |
Ky KaObli OKTEeT npoHymepo- VY X v snd FIN V
BaH, Ana nwoboro u3 okretop t-—-—-—------ + F--—————— + o +
moxeT 6bITb nepegaHo noa- |FINWAIT-2| | CLOSING | | LAST-ACK|
TBepxaeHue. MexaHusm nog- +--------- + R Tt + o ————— +
TBEPXKOEHUIN SBMSIETCA HaKo- | rcv ACK of FIN | rcv ACK of FIN |
nuTenbHeIM!,  noaTomy nog- | rev FIN @ —————————————— [ Timeout=2MSL —————————————— |
TBEpPXAEHUE Ana NopsaAKoBOro | === x V & e o x v
HomMepa X nokasbiBaeT, 4TO \ snd ACK o +delete TCB o +
Bce okteTbl A0 X (HO HE =  —====——— e >|TIME WAIT|-----——-—-—-————————-— >| CLOSED |
BKIIlOMAsi CaM OKTET C HOMEpPOM o + o +
X) Buinn nonyueHul. 910t PucyHok 6. CocmosiHusi coeduHeHuli TCP

MexaHM3M Mo3BonsieT obHapy-
XMBaTb Oyonukatbl AaHHbLIX MPWM UCMONb30BaHWM MOBTOPHOW Nepefayn. Hymepauusi OKTETOB B CErMeEHTE HauMHaeTcs OT
3aronioBka, T. €. OKTET, CNeayoLmiA cpasy nocrie 3arofioBka, MMeeT HaMMEeHbLUWA NopsSAKOBbIA HOMEP, a HOMepa CreaylLmX
OKTETOB MocrnefoBaTesibHO BO3pacTatoT.

BaHO MOMHWTL, YTO peanbHOe MPOCTPAHCTBO MOPSOKOBbIX HOMEPOB UMEET OrpaHuYeHHble pasmepbl, XOTS U OCTaTOYHO
Benuko (ot 0 go 2% - 12). MockosbKy YACMO NOPSAKOBLIX HOMEPOB KOHEYHO, BCce apudMeTUYeckne onepauum ¢ nopsiakoBbIMM
HOMepamu BbIMOMHSOTCS Mo Moaynto 2%, Takasi 6e33HakoBasi apudMeTMKa COXpaHSeT COOTHOLLEHUSI MeXAy MOpsiaKOBLIMU
HOMepamu npu nepexofe Homepa oT 2% - 1 k Hyno. B apudmeTuke ¢ ncnonb3oBaHWEM MOAYNS CYLLECTBYHOT HEKOTOpPble
TOHKOCTW, KOTOpble creayeT NpvHUMaTtb BO BHUMaHue npu paspaboTke nporpamm, WCMOMb3YKLMX CPaBHEHUE 3HavYeHun.
CumBON =< 03Ha4aeT "MeHbLUe Unn paBHo" (Moaynb 2%2).

TunnyHble onepaumm cpaBHEHUS NOPSAOKOBLIX HOMEPOB, ucnonb3yemsie TCP, BknovatoT:

(a) [lpoBepka TOro, 4To NOATBEPXAEHME YKa3biBaeT Ha HEKOTOpPbIA MOPSIAKOBbLIN HOMEpP [AMfs MOCMNaHHbIX, HO ele He
noaTBepXXaeHHbIX AaHHbIX.

(b) [poBepka TOro, 4To BCE MOPSAKOBbIE HOMEpPa, 3aHMMaeMble CErMeHTOM, UMEKT NOoATBepXAeHue (Hanpwmep, ana
yoaneHna cermeHTa 13 odepeamn NOBTOPHOM rlepe,qaqw).

(c) MpoBepka TOro, YTO BXOAALLMI CETMEHT COAEPXKUT OXMaaemMble NopsaKkoBble HoMepa (Hanpumep, YToGbl yoeanTbes B TOM,
YTO CErMeHT «MepeKpbIBaeTCsA» C OKHOM npuema).

'B RFC 2883 (nepeBoa umeeTcs Ha caiite www.protocols.ru) Gbin NpeanioXeH B KA4eCTBE pacLUUMPEHUst MEXaAHU3M
CenekTUBHbIX noaTBepxxaeHun. lpum. nepes.

2B RFC 1323 (nepeBopf nMeeTcs Ha caiite www.protocols.ru) 6bina npegnoxeHa onums Windows Scale, nossonstoLlas
MaclTabmpoBaTb pa3mep okHa. [lpum. nepes.
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MNepeBopn RFC 793 SHUMKNoneausa ceTeBbIX NPOTOKONOB
B otBeT Ha nepepayvy AaHHbix TCP 6ygeT npuHuMath noaTreepxaeHus. Mpu o6paboTke NOATBEPKAEHUIA TaKKe BbINOMHAKTCA

onepauuv cpaBHeHUs NOPSAKOBLIX HOMEPOB.
SND.UNA = cambili cTapblii HENOATBEPXKOEHHbIV HOMEP
SND.NXT = nopsigkoBbIi HOMEpP ANS CreayloLlen nepeaayn
SEG.ACK = nogrsepxgeHue oT npuHumatowero TCP (cneayrowmn nopsiAKoBbin HoMep, oxuaaemsii TCP)
SEG.SEQ = nepsblit NOPSAKOBbIN HOMEP ANS cerMeHTa
SEG.LEN = 4u1cro oKTeToB B CErMeHTe, 3aHATbIX AaHHbIMU (C y4eToM SYN u FIN)
SEG.SEQ + SEG.LEN-1 = nocnegHuii NnopsiAKoBbIN HOMEpP Afsl CerMeHTa
[ns HoBbIx noaTBepxaeHun (acceptable ack - npuemnemoe noaTBepXXAeHME) AOMKHO BLIMOMHATLCA HEPABEHCTBO:

SND.UNA < SEG.ACK =< SND.NXT
CermeHT B 04epean Ha NOBTOPHYIO Nepeaayvy CYMTaAETCs MOMHOCTbIO NOATBEPXKAEHHBIM, ECIIN CyMMa ero nopsiAKoBOro HoMmepa
1 pasmepa He NpeBbILIAaeT NOPSAKOBbLIA HOMEP BO BXOAALLEM NOATBEPXKAEHWUM.

[nsa npuema gaHHbIX JOIMKHbBI BINOMHATLCS NPOBEPKM CNeayoLLIMX NapaMmeTpoB:
RCV.NXT = cnegylowmnn NOpsiAKOBLIA HOMEP, OXUOaeMbI BO BXOASALWEM CerMeHTe N HaXO4sLWUNCS B JIEBON
(MnK HWKHERN) YacTn okHa nNpuema

RCV.NXT+RCV.WND-1 = nocneaHuin nopsakoBbIN HOMEpP, OXnaaeMblli BO BXOASALWEM CErMEHTE U HaxoAsLWMINCs B NpaBom
(vnv BepxHen) YacTn OKHa npuema

SEG.SEQ nepBbIi MOPSAKOBLIN HOMEP, 3aHUMaeMbIN BXOAALWMM CETMEHTOM
SEG.SEQ+SEG.LEN-1 = nocneaHuin nopsigkoBbI HOMEp, 3aHMMaeMblil BXOASLLUM CErMEHTOM
CermMeHT cunTaeTcs 3aHMMarLWMM YacTb 4OMYCTUMOrO NPOCTPaHCTBa NOPSAKOBLIX HOMEPOB NPU YCIOBUU:

RCV.NXT =< SEG.SEQ < RCV.NXT+RCV.WND
mnm

RCV.NXT =< SEG.SEQ+SEG.LEN-1 < RCV.NXT+RCV.WND
[MepBoe HepaBeHCTBO MpoOBepseT nonagaHue B OKHO Hayana cerMeHTa, BTOpoe OTHOCUTCA K OKOH4YaHuKo cermeHTa. Ecniu
BbINOMHAETCA XOTs Obl OAHO U3 yCJ'IOBI/IIZ, 3TO roBOPUT O TOM, YTO CETMEHT COAEPXUT AaHHble U3 OKHa.

PeanbHble NPOBEPKN HECKONbKO CIl0XXHee ONMUCaHHbIX. B pes3ynbTate UCnosib30BaHUA HyNeBbIX OKOH U CErMeHTOB Hyne30|7|
ONMWHBI MOTYT BO3HUKATb YeTbipe pa3HbIX CUTyaunn npu BOCNPUATUN BXOOALLMNX CETMEHTOB!

Pa3vep ceemeHma | [lpueMHoe OKHO lpoeepka
0 0 SEG.SEQ = RCV.NXT
0 >0 RCV.NXT =< SEG.SEQ < RCV.NXT+RCV.WND
>0 0 Henpuemnemo
>0 >0 RCV.NXT =< SEG.SEQ < RCV.NXT+RCV.WND unu

RCV.NXT =< SEG.SEQ+SEG.LEN-1 < RCV.NXT+RCV.WND

OTMeTVM, 4TO NpU HyNIEBOM pasmepe NPMEMHOro OKHa HUKaKNWe CErMeHTbl He MPUHUMAIOTCS, 3a UCKITIYEHNeM NOATBEPXKASHUN
ACK. Takum obpasom, TCP moxeT noggepxuBaTb HyneBOe OKHO Mpuema BO BpeMs MOBTOPHOM Mepefayvun, COoXpaHsas
BO3MOXHOCTb npuema cermeHToB ACK. OpgHako gaxe npu HynesoM MpuemMHOM okHe npoTtokon TCP gomkeH obpabaTtbiBaTth
nonsa RST n URG Bo Bcex BXOAALLNX CErMEHTaX.

Wcnonb3dyemasa cxema Hymepauumu obecneumBaeT Takke 3aliuTy ynpaBnswolwen mHdopmaumu. 3TO AOCTUraeTcs 3a cyeT
BKIIOYEHNSA HEKOTOPbIX (hraroB ynpasreHWs B MPOCTPaHCTBO MOPSOKOBLIX HOMEPOB TakK, YTO OHW MOryT ObiTb MOBTOPHO
nepedaHbl U noaTBepxaeHbl 6e3 KOHMNMKTOB (T. €., MCnonb3yeTcsa OAHa WM TONbKO OdHa Konus dnaroB ynpasreHus).
Ynpasnsowas nHpopmaums He nepeHocuTcss U3MYECKM B MPOCTPAHCTBE AaHHbIX cermMeHTta. CnegoBaTtenbHo, Tpebyetcs
aganTtaumsa npasun BbiAeneHns NOpSAKOBbIX HOMEPOB C y4eToM dnaroB ynpasneHud. Takas 3awmra TpebyeTca Tonbko Ans
dnaros SYN un FIN, ucnonbsyembix nvlb Npu opraHusauum v paspbiBe coeauvHeHuin. C y4eTomM MnpoueccoB MOPSAKOBOM
Hymepauum dnar SYN pa3mellaeTcsa nepes nepebiM OKTETOM AaHHbIX B cermeHTe, a donar FIN - Bcnep 3a nocneaHMm oKTeTom
AaHHblix. Pasmep cermeHTa (SEG.LEN) yuuTbiBaeT nons gaHHbix M dnaroB ynpasneHus. [Mpu Hanmumm cnara SYN
nepemeHHas SEG.SEQ coagepxut nopsakosbii Homep SYN.

Bbi6op Ha4anbHO20 HOMepa

MpoTokon He 3adaeT Kakux-nMbBo orpaHWYeHuint Ha MOBTOPHOE WCMoMb3oBaHue coeauHeHuit. CoeauHeHue onpenenseTcs
napoii cokeToB. HoBble 3k3eMnnsipbl COEAMHEHUA OyayT paccMaTpuBaTbCs Kak «peuHkapHauum». OpHako B 9TOM criyvae
BO3HMKaeT npobreMa pasnuumii Mexay MHKapHauuaMm - «kak npotokon TCP cmoxeT onpeaenutb aybnukaTel OT npeabiayLen
MHKapHaUMn coeauHeHuA?» 3Ta npobrnema BO3HWMKaeT B pesynbTaTe KpaTKOBPEMEHHbIX YCMELIHbIX COeAWHEHWA WNu npu
paspbiBax COEAUHEHWI C «MOoTepei NamMmaThy» U NOBTOPHOWM opraHu3aLuen.

Bo unsbexaHue KOHMNUKTOB C CErMeHTaMu MPEXHUX WHKapHauui HyXHO NpedoTBpaTWTb WUCMONb3OBaHWE TeX MOPSAKOBbIX
HOMEpPOB CErmMeHTOB, KOTOpble MOryT OCTaBaTbCA B CETWM OT Npeablaylien WHKapHauuu. Takas BO3MOXHOCTb [OMKHa
oGecneymBaTtbca paxe nocne kpaxa TCP wn notepy uHdopmauum 06 WCMONb3OBaHHbIX NOPSAKOBbLIX HOoMmepax. [pwu
opraHu3auuMm HOBOTO COEAMHEHUSI FeHepupyeTcs HavarbHbIA nopsiakoBbli HoMep ISN'. eHepauusi HoMepa ocHoBaHa Ha
Tekywem (BO3MOXHO, (UKTUBHOM) 32-OMTOBOM 3HA4YeHWM BPEMEHW, B KOTOPOM Mnagwumi OuUT UHKPEMeHTUpyeTcs
npuoNN3nMTENBHO Kaxkable 4 MUKpPOCeKyHAbl. Takum obpasom, umkn HomepoB ISN 3aHMmaeT okono 4,55 yaca. MockonbKy Mbl
npeanonaraem, YTo CerMEHT COXpaHSAETCS B CETU B TeYEeHME BPeMEHU, He npeBbiwatoliero MSL2, n s3HayeHne MSL < 4,55 yac.,
MOXHO c4MTaThb 3HadYeHnst ISN yHuKanbHbIMU.

"Initial sequence number
2Maximum Segment Lifetime - MakcmarnbHoOe BpeMs K13HWU CermeHTa.
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OHUMKNoneams ceTeBbIX MPOTOKONOB MepeBon RFC 793
[na Kaxgoro coeAuHeHns CyliecTByeT NOPSAKOBbI HOMepP AN npyema v nepedadv. HavanbHbIi NOPSAKOBbLIN HOMEpP Ans
nepegaun (ISS) seibupaetca nepepatowmm mogynem TCP, a HavanbHbIn Homep Anga npuema (IRS) onpepensertca Bo Bpems
npoLeaypbl OpraHn3aummn coeanHeHns.

[na opraHvM3oBaHHbIX U MHUMLMANU3NPOBAHHLIX coeavHeHu aBa moayns TCP OOmkHbl CMHXPOHM3MpoOBaTb Mexay cobou
NnopsifKkoBble HOMepa. OTO OCYLECTBMNSETCA B npouecce OoOMeHa CerMeHTaMy OpraHuM3auum COeAMHEHUS, CodepXallummu
ynpasnsowmnin 6ut SYN (ons cMHXpoOHM3auuM) U HayanbHble NOpsSAKOBble HOMepa. [nsA KpaTKocTu cermeHTbl ¢ donarom SYN
npocTto HasbiBaloT cermeHTammn SYN. CnepoBaTtenbHoO, pelleHne TpebyeT NOAXOAsLEero mexaHmamMa ansa nogbopa HayanbHbIX
NopsiAKOBbIX HOMEPOB W BKIOYAET NPOLIEAYpY COrfacoBaHusi napameTpoB A5is o6MeHa 3HaveHnsmu ISN.

[ns cuHxpoHmsaumm TpebyeTtcs, 4TOObl Kakgasi M3 CTOPOH nepegana CBOW HadvanbHbI MOPAAKOBLI HOMEpP YAaneHHOW
CTOpPOHE W Mofy4ymna oT Ton noaTeepxaeHue. Kaxgasa n3 CTOPOH AOMMKHa MOMyYnTb OT yAaneHHOW CTOPOHbl ee HayarbHbIN
nopsiaKoBbI HOMEp 1 NepefaTb 06paTHO NOATBEPXKAEHNME.

1) A-->B SYN - Mol nopsigkoBbIi HOmep X
2) A <--B ACK - Baw nopsigkoBbii Homep X
3) A<--B SYN - mon nopsigkoBbii Homep Y
4) A-->B ACK - Baw nopsigkoBbin Homep Y
MockonbKy nn. 2 u 3 MoryT 6bITb 06BeAMHEHbI B OAHOM COOBLLEHMM, TaKyo NpoLeaypy Ha3blBaloT 3-3TanHbIM COrfiacoBaHUEM.

TpexaTanHoe cornacoBaHve Heobxoaumo, NMOCKOMbKY NOpsSiAKOBbIE HOMEPa He CBA3aHbl C rnobanbHbIM CETEBLIM BPEMEHEM U
TCP moXeT mcnonb3oBaTtb pasnuyHblie MexaHuambl Bblioopa ISN. Monyyatens neporo SYN He MOXeT NpoBepuTb, Kakon 3TO
CerMeHT (He SBMSETCA NM OH CTapoi 3afepXkaBLUEWCs KOMUeW), Mnoka He Yy3HaeT nocrnefHero nopsakoBOro Homepa,
MCNONBb30BAHHOIO AN CoeAuHEHUs (3TO He BCerga BO3MOXHO), U MO3TOMY OH AOMKEH 3anpOCUTb Y OTNPaBUTENS NMPOBEPKY
SYN. TpexaTtanHoe cornacoBaHne 1 NPeMMyLLLECTBA CXEMbI BblJENEHNST HOMEPOB Ha OCHOBE BPEMEHW PacCMOTPEHbI B paboTe

(3]

Koa0a Hy»HO coxpaHsamb nay3y

Ona oGecneyeHnss yBepeHHoCTM B ToMm, 4to TCP He co3gaeT CerMeHToB C MOPSAKOBLIMU HOMEpamu, KOTopble MOryT
aybnupoBaTbCsi B CTapbIX CEerMeHTax, octarwmxca B cetu, TCP gormkeH coxpaHsiTb MOMYaHWe B TEYEHWE MaKCMMaribHOro
BpEMeHU Xn3Hu cermeHTa MSL nepep BbligeneHnem kakux-nnbo nopsagkoBbiX HOMEPOB AN OpraHM3aumny HOBOMO COeUHEHMS
NN BOCCTAHOBIEHMA nocne cboA C notepen uHdopmMaumm 06 UCMONb30BaHHbLIX MOPSAKOBbIX HOMepax. [ng aaHHOn
cneundukaumm 3HadeHne MSL BbiGMpaeTcs paBHbIM 2 MUHYTaM W MOXEeT OblTb WM3MEHEHO, ECnU MpakTUKa MoKaxeT
HEeOOX0AMMOCTb Takoro naMmeHeHusi. OTMETUM, YTO eCriv MO KaKMM-TO MpUYMHaM NPOMCXoaUT NOBTOpHas MHuumanusauua TCP
nHpopMaunsi 06 MCNonb30BaHHbBIX MOPSIAKOBLIX HOMEpPax COXpaHsieTcs B MaMsATM U OXuAaHus He TPebyeTcsi, HY)KHO NuLUb
ObITb YBEPEHHbBIM B TOM, YTO HOBbIE NMOPSIAKOBbLIE HOMEpPA NPEBbLILLAIOT UCMONb30BaHHbIE HEAABHO.

Konuyenuyus nay3bl TCP

B cooTBeTcTBMM C OaHHOM cneuudukaumMein XocT nocrne «kpaxa» 06e3 COXpaHeHus Kakux-nbo cBefeHWn O MNocrnegHUx
nopsiAKOBbIX HOMEpaXx, NepeAaHHbIX Yepes Kaxaoe akTUBHOE (T. €., HE3aKpbIToe) coeauHeHune, OyaeT 3agepxuBatb nepegavy
cermeHToB TCP no kpawHen mepe B TeYEeHWEe MaKCUMarbHOro BPEMEHU XWU3HWM cermeHTa MSL B ceTu, 4acTblo KOTOpowm
ABMNAETCA «ynaBLUUA» XOCT. B cnepyrowmx naparpadgax npuBegeHsl NOACHEHUS Ansa 3Tow cneuudukauun. Paspabotunku TCP
MoryT npeHebpedb naysoi, HO Torga GyaeT BO3HMKaTb PUCK BOCTPUSATUS HEKOTOPbIX CTAapblX CErMEHTOB BMECTO HOBbIX UMK
oTOpacbIBaHNsT HOBbLIX JAHHbLIX HEKOTOPbLIMU NOMyYaTeNnsiMu.

TCP notpebnsieT yacTb NpocTpaHCTBa MOPSIAKOBLIX HOMEPOB BCSAKWUIA pa3 npu popMMpPOBaHWM CEerMeHTa U nepefadve ero B
BbIXOAHYIO ovepenb xocta-otnpasuTtensd. O6HapyxeHne oybnmkaTtoB M MexaHusM Hymepauun B npotokone TCP nonaratotca
Ha YHUWKanbHOE CBsI3blBaHME CErMeHTa [aHHbIX C MPOCTPaHCTBOM MOPSAKOBLIX HOMEPOB, MPU KOTOPOM He MOryT ObiTb
MCronb3oBaHbl Bce 2°2 3HaYeHNUii NopsAKOBLIX HOMEPOB, MoKa CErMeHTb! C BblAeNeHHbIMY HOMepaMu He B6yayT AoCTaBeHbl 1
noaTBepXaeHbl nonyvateneMm. Bce konun cermeHToB ypansioTca M3 ceTn. bes atoro gBa pas3nuyHbix cermeHta TCP moryt
nony4MTb OAMHAKOBbIE UMW MEepeKpbiBalLIMecs NOpsaKoBble HOMEpPA, YTO npuBedeT K KOH(IUKTY Ha NPUEMHON CTOPOHE,
NMOCKOSbKY HEBO3MOXHO OyAeT OTNMYUTb HOBbIE AaHHbIe OT CTAapol KomuMu. HamoMHWMM, YTO KaXObll CErMEHT OrpaHuyeH B
NPOCTPaHCTBE NOPSAKOBLIX HOMEPOB YMCIIOM OKTETOB [aHHbLIX B 3TOM CEerMeHTe.

Mpn HopmanbHbIX ycnoeusx TCP coxpaHsieT cneaylowmii NopsakoBbI HOMEP Ans nepefayn v Camblil CTapbii HOMEpP U3
oXunaaroLmx noaTeepxaeHus, 4ytobel n3bexartb owmnbOoYHOro UCNoNb30BaHNSA NMOPSAKOBOrO HOMepa CHOBa A0 TOr0 MOMEHTa,
Kak OyaeT noATBepXKAEeHO ero nepeoe mcnonb3oBaHue. OgHako 3To He obecneynBaeT rapaHTUM TOro, YTO CTapble AyGnukaTbl
OyoyT yganeHbl M3 CeTW, NO3TOMYy MNPOCTPAHCTBO MOPSAKOBbIX HOMEPOB CAEeNaHo ovyeHb 6onblumM, 4TOObl CHU3WUTB
BEPOSATHOCTb KOH(pNMKTa Mpu OAHOBPEMEHHON [OCTaBKe CErMeHTOB C nepekpbiBalowmnmmncs Homepamu. [lpu ckopoctn 2
M6wuT/c 3aTpaunBaeTcs 4,5 yaca Ha ucnonb3oBaHue 232 MopsiAKOBbIX HOMEPOB. [MOCKONbKY MakCUMaribHOe BPEMS KU3HU
cerMeHTa B CeTW TOYHO He MpeBbllaeT HECKONMbKMX OECHATKOB CeKyHA, 370 obecneumBaeT [OOCTATOYHYO 3aluTy And
HeJeTepMUHUPOBaHHLIX ceTell gaxe npu ckopoctn 10 Mowut/c. Mpu ckopoctn 100 MOUT/C LMK NOPSIAKOBLIX HOMEPOB
3aHMMaeT 5,4 MUH. - 3TO HEMHOTO, HO BrMOMHE AOCTaTO4HO".

OpfHako paGoTa MexaHU3MOB Hymepauuu 1 oBGHapyeHust AyGnvMKaToB MOXeT ObiTb paccTpoeHa, ecnu TCP Ha nepepatoLlent
CTOPOHE He MOMHUT MOPSAKOBbLIX HOMEPOB, KOTOpble NocneaHUMK Gbinv UCNONb30BaHb! ANS AaHHOTO coeaunHeHus. Hanpumep,
ecnu TCP GyaeT MHALMMPOBaTL BCE COEAMHEHUS C MOPSAKOBLIM HOMepoM O, Toraa npu «kpaxe» WU NoBTOpPHOM 3anycke TCP
MOXeT BOCCTaHOBWUTb MpexHee coeauHeHue (BO3MOXHO Mocre MosyayniiekCHOro paspelleHns CoeauHeHust) 1 nepeaatb
nakeTbl C NOPAAKOBLIMU HOMEpaMU, KoTopble GyayT coBnadaTb UM NepeKpbiBaTbCs ¢ HOMepaMu NakeToB, HAXOAAWMMUCS B
ceTn (nepedaHHbIMM B MNpedblaylieit MHKapHauuu Toro e coefuHeHus). MNpu oTCyTCTBUM MHDOPMauUMU O MNOPAOKOBbIX
HoMepax, UCMomnb3yeMblX AN KOHKPETHOro coeavHeHus, cneundukaums TCP pekoMeHaoyeT oTnpaBuTento caenatb 3afepxkKy
Ha Bpemss MSL nepen nepenadeit CerMeHTOB B coeAuMHeHWe, YTobbl AaTb BPEeMs Ha MCYE3HOBEHWE U3 CEeTU CerMeHTOB OT
npeabioylien uHkapHaumu. dta npobrema CoxpaHseT akTyanbHOCTb OaXe Ha XOCTax, WUCTONb3YILWmMX TeKylllee Bpems Ans
reHepaLuy Ha4yanbHbIX NOPSAAKOBbLIX HOMEPOB.

'B BbICOKOCKOPOCTHbIX CETSIX CUTYaLMs HECKOMbKO ocnoxHsieTcsi. Cm. RFC 1323, nepeBof KOTOPOro MMeeTcsl Ha caiTe
www.protocols.ru. lpum. nepes.
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MNpeanonoxum, 4TO NpU OpraHMsauuMM COeAVHEHWs HymMepaums HaumHaeTcs co 3HaveHus S. [Mpednonoxum Takke, 4TO
coefnHeHVe MCNomnb3yeTcs He OYeHb MHTEHCUMBHO W PYHKUMSA reHepauumn HayanbHoro nopsiakosoro Homepa ISN(t) Gepet
3HayYeHue NOpsIAKOBOro Homepa (Cckaxkem, S1) nocnegHero cermeHTta, nepegaHHoro atum TCP gns KOHKPETHOrO CoOeaUHEHMS.
[anee npegnonoxumm, 4To XOCT «ynany, 3arpysuiicCa CHOBa M OpraHM3oBan HOBYIO WMHKapHauuilo coefuHeHusi. B kayectse
HayanbHOro BblOpaH nopsakoBbin Homep S1 = ISN(t) — nocnegHwuii, MCNOMNbL30BaHHbIM MNpedblayLlen MHKapHaumen
coefnHeHnss Homep! Ecnu BOCCTaHOBMEHWE MpPOMCXOAMT OOCTaToOYHO ObICTPO, BCe cTapble AybnukaTbl B CeTW, MMelolime
nopsakoBble HOMepa Mo coceacTBy € S1, MOryT ObiTb JOCTaBMeHbl Y BOCTNIPUHSATHLI, Kak HOBblE MakeTbl MonyvaTtenem HOBOW
WHKapHaLWu coeauHeHuns.

I'Ipo6nema COCTOUT B TOM, 4YTO XOCT Npn BOCCTAHOBNEHNN MOXET HEe 3HAaTb, KakK OO0JTr0 nNpoaosnkanca «kpax» U CyWwecCTBYIT Nk
B CUCTEME CTapble D,y6J'IVIKaTbI oT I'IpE)KHEVI WHKapHaunn coeguHeHus.

OpHu1M 13 cnocoboB peLleHnst aTon Npobnemsl ABNAETCA 3aAepxKa nepeadn cerMeHToB Ha Bpems MSL npu BoccTaHOBREHWM
nocne «kpaxa» - quite time. XocTbl, KOTOpble NPEANOYNTAIOT He X4aTb, PUCKYIOT CMPOBOLIMPOBaTEL KOHAMMKT MeXAy CTapbiMu U
HOBbIMW MakeTamu Ans nonyyartens. Pa3paboTuvku MoryT npegoctaBuTb nonb3oBatensm TCP Bo3MoXHOCTb Bbibopa Ans
Ka)KOoro COefMHeHVs pexnma OXuWAaHus Nnocrne Kpaxa Unu peanusosaTtb pexum quite time gnsa Bcex coeguHeHuin. OBbIYHO,
AaXe Mpy BKIIOYEHHOM MeXaHU3Me OXWAaHWs nocrefHee CTaHOBUTCH HEHYXXHbIM MO WcTeyeHun BpemeHn MSL nocne
3arpysku xocta.

Kaxxgbln nepefaHHbI CErMEHT 3aHMMAaeT HE MEHEE OOHOro MOPSIAKOBOrO HOMEpa B NPOCTPaHCTBE HOMEPOB. V|CI'IOJ'Ib3yeMbIe
CerMeHToOM HOoMepa CHUTAKTCA 3aHATbIMM B Te4YeHne BpeMeHU MSL. Ecnu nocne nocne «Kpaxa» HOoBOe coeaunHeHue
opraHun3yeTcd CIrIALLKOM 6bICTp0 n 6y/:l,eT ncnonb3oBaTtb NOpAAKOBble HOMepa, BblAelleHHble AnA CermMmeHToB I'Ipe,D,bI,D,yLLI,eIZ
MHKapHaUuun coegunHeHnda, BO3SMOXHO nepeKkpbiThe NopAaaKoBbIX HOMEPOB N BO3HUKHOBEHNE I'IpOGJ'IGM Ha NPUEMHOWN CTOPOHE.

3.4. OpeaHu3ayusi coeOQUHeHuUsl

Ona opraHuM3aumm COeOuHEHVMI WCMOMNb3yeTcsl Mnpouedypa TPexaTanHoro corfacoBaHuda. JTa  npoueaypa o6bIYHO
uHuuumnpyetcst ogHuM TCP, a TCP Ha yaaneHHOn CTOpoHe AaeT OTKMNMK. TpexaTanHoe cornacoBaHue 6yaet paboTtatb v npu
OOHOBPEMEHHOM WHULUNPOBaHUM coeanHeHns ¢ o06enx CTOpoH. lMpu ogHOBpeMeHHOW nomnbiTke Kaxabin mogynb TCP
nony4yaeT cermeHT SYN, He coaepxalluin NOATBEPXKAEHUSA ONA NepefaHHoro aton ctopoHor cermeHTa SYN. MoTeHumManbHO
BO3MOXHO NpubbiTne craporo gybnukata SYN B npouecce OAHOBPEMEHHOW OpraHusaumn coeguHeHus. [na peleHns Takmx
npobrnem MOXHO MCnonb3oBaTb CerMeHThbl Reset.

Hwxe paccMOTpeHbl HECKONMbKO MPUMEPOB OpraHusauuy coeamHeHun. XOoTa B 3TMX MpuMepax He paccmaTtpuBaeTcs
CMHXPOHMU3aUNs C UCMOMNb30BaHNEM CErMEHTOB AaHHbIX, OHM MOMHOCTBIO NErMTUMHBI, MOCKONbKY NpvHUMatowas ctopoHa TCP
He OygeT OoCTaBNSATb AaHHbIE NMOMb3oBaTerio A0 MPOBEPKU MX KOPPEKTHOCTW (T. e., AaHHble AOMkHbl Oychepum3oBaTbcs Ha
NPMEMHON CTOPOHe, noka coedvHeHwe He nepewgeT B coctosHne ESTABLISHED). TpexatanHoe cormacoBaHue CHuXaeT
BEPOSATHOCTb OpraHv3aumnm NOXHbIX COeAVMHEHW. JTO COrnacoBaHne SIBMSETCS KOMMPOMUCCOM MEXAY PacXoAoM Namsat u
nepegaden coobLieHnn, obecneymsaroLmx MHOOPMaLUo A8 NPOBEPKN COEANHEHUS.

MpocTenwnii BapmaHT TPexaTanHoro CorfacoBaHWs nokasaH Ha pucyHke 7. CTpenka BnpaBo (-->) Ha pUCYHKe MoKasbiBaeT
oTnpaeky cermeHTa oT TCP A k TCP B wnu npubbitne cermeHta B B u3 A. JleBaa crpenka (<--) nokasbiBaeT nepegavy
CerMeHToB B 0OpaTHOM HanpasneHun. TpoeToums (...) NokasblBalT CEerMeHTbl, KOTOpble elle OCTalTCA B CeTU (3adepaHbl).
XXX o06o3Ha4yaeT noTepsiHHble UM OoTOpoLUEHHbIe cerMeHTbl. B ckobkax npuBeaeHbl kommeHTapun. CoctosiHus TCP
npeacTaBneHbl Nocne OTnpaBkn U NPUOLITUS CEerMeHTOB (COAEPXXMMOE CerMeHTOB NMOKa3aHOo B LIEHTParbHOW YacTu Kaxaomn
ctpoku). Cogepxmmoe CEermMeHToB MpeAcTaBNeHO B COKpaLleHHOM Buae - MOPSAKOBbIM HOMep, drnaru ynpasneHus 1 none
ACK. OctanbHble nons (pa3mep okHa, agpeca, AfMHa cermeHTa) AN KpaTKOCTV U NPOCTOThI ONyLLEHbI.

TCP A TCP B
1. CLOSED LISTEN
2. SYN-SENT --> <SEQ=100><CTL=SYN> --> SYN-RECEIVED
3. ESTABLISHED <-- <SEQ=300><ACK=101><CTL=SYN,ACK> <-- SYN-RECEIVED
4. ESTABLISHED --> <SEQ=101><ACK=301><CTL=ACK> --> ESTABLISHED
5. ESTABLISHED --> <SEQ=101><ACK=301><CTL=ACK><DATA> --> ESTABLISHED

PucyHok 7. bazosoe 3-amarnHoe coznacosaHue Ot CUHXPOHU3ayuu CoeOUHEeHUs
B ctpoke 2 Ha pucyHke 7 TCP A HauuHaeT nepegadvy cermeHTa SYN, roBopsiiero o6 Mcnonb3oBaHUM NOPSAKOBLIX HOMEPOB,
HauymHas co 100. B ctpoke 3 TCP B nepegpaet SYN n nogteepxaeHue ans npuHatoro SYN B agpec TCP A. OTmeTnm, 4to
none noaTBepXaeHus nokasbiBaeT oxuaaHne TCP B npuema nopsigkooro Homepa 101, noareepxaatowero SYN ¢ Homepom
100.

B ctpoke 4 TCP A otBevaeT nyctbiMm cermeHToM ¢ noaTeepxaeHnem ACK gns cermeHta SYN ot TCP B; B ctpoke 5 TCP A
nepegaeT HekoTopble AaHHble. OTMETUM, YTO MOPSAKOBLIA HOMEpP CerMeHTa B CTpoke 5 coBnagaeT ¢ HOMEPOM B CTpoke 4,
nockonbky ACK He 3aHMMaeT npocTpaHCTBa MOPSAKOBbIX HOMEPOB (ecnv 3TO caenatb, nNpuaeTcs noarBepxaatb
noareepxaerus - ACK ansa ACK!).

OfHOBpPEMEHHOE VMHULMUPOBAHWE COEAMHEHUS NULLb He3HauuTenbHO crnoxHee (cMm. pucyHok 8). Kaxgoe coeguHeHne TCP
npoxoaunt oT cocTosiHua CLOSED uepe3 SYN-SENT n SYN-RECEIVED B coctosiHne ESTABLISHED.

TCP A TCP B

CLOSED CLOSED

SYN-SENT --> <SEQ=100><CTL=SYN> cen

SYN-RECEIVED <-- <SEQ=300><CTL=SYN> <-- SYN-SENT
<SEQ=100><CTL=SYN> --> SYN-RECEIVED

SYN-RECEIVED --> <SEQ=100><ACK=301><CTL=SYN,6ACK>
ESTABLISHED <-- <SEQ=300><ACK=101><CTL=SYN,ACK> <-- SYN-RECEIVED
<SEQ=100><ACK=301><CTL=SYN,ACK> --> ESTABLISHED'

PucyHok 8. O0Ho8peMeHHasi CUHXPOHU3auuUsl coeOUHEeHUs

SJouobdwdNhR

'B ncxoOHOM JOKyMeHTe ykasaH nakeT <SEQ=101><ACK=301><CTL=ACK>, Ho B RFC 1122 aTta owwnbka ucnpaenena. lpum.
nepes.
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MpuHUUNManeHas Heobxo4MMOCTb MCMONb30BaHWSA TPEX3TanHOro cCornacoBaHust obycrnoBneHa cTpemrnieHvem mM3baButbcst OT
HeJopasyMeHun, CBSA3aHHbIX CO CTapbiMM Aybnukatamu WMHUUMMPOBAHUSA coeauvHeHun. [na peweHus Takux npobnem
ncnonb3yeTcsa cneynansHoe ynpaensiollee coobuieHune - reset (copoc). Ecnu npuHumatowas ctopoHa TCP ewe HaxoauTtes B
HEeCUMHXPOHU3nMpoBaHHoMm coctosHun (T. e., SYN-SENT, SYN-RECEIVED), oHa Bosspawaetca B coctosiHne LISTEN npwu
nonyyeHun reset. Ecnu TCP Haxogutcs ¢ 3acuMHxpoHu3upoBaHHOM cocToaHun (ESTABLISHED, FIN-WAIT-1, FIN-WAIT-2,
CLOSE-WAIT, CLOSING, LAST-ACK, TIME-WAIT), coeguHeHue nocne reset paspbiBaeTcsi U nonb3oBaTento nepegaercs
yBegomrieHve o6 atom. MNosaHee Mbl 06CyAMM 3TOT BONPOC MPY PacCMOTPEHWUM NOMYOTKPbITEIX COEANHEHWN.

TCP A TCP B

1. CLOSED LISTEN

2. SYN-SENT --> <SEQ=100><CTL=SYN> e

3. (duplicate) ... <SEQ=90><CTL=SYN> --> SYN-RECEIVED
4. SYN-SENT <-- <SEQ=300><ACK=91><CTL=SYN,ACK> <-- SYN-RECEIVED
5. SYN-SENT --> <SEQ=91><CTL=RST> --> LISTEN

6. ... <SEQ=100><CTL=SYN> --> SYN-RECEIVED
7. SYN-SENT <-- <SEQ=400><ACK=101><CTL=SYN,ACK> <-- SYN-RECEIVED
8. ESTABLISHED --> <SEQ=101><ACK=401><CTL=ACK> --> ESTABLISHED

PucyHok 9. [eticmeus npu nony4yeHuu cmapoezo 0ybnukama SYN
Ha pucyHke 9 nokasaH nNpocTon npumep pelleHus npobnembl co ctapbiM gybnvkatoM. B ctpoke 3 crapbii ayénukat SYN
npuHumaetcst TCP B, koTopblii He 3HaeT 06 3TOM M JaeT HopManbHbI OTKIKK (cTpoka 4). TCP A geTekTupyeT HEKOPPEKTHOCTb
nona ACK un BosspawaeTr RST (reset) ¢ nonem SEQ, genawowum cermeHT npasgonofobHeim. TCP B, nonyums RST,
Bo3Bpalyaetca B coctosHue LISTEN. Korga opurnHaneHbein cermeHT SYN HakoHel npuvHumaeTcs (cTpoka 6), mpoucxogut
HopmanbHas cuHxpoHusaums. Ecnu SYN B cTtpoke 6 npuxogut go RST, moxeT notpeboBaTtbcs Gonee CrioxHbli obmeH
coobuweHnammu ¢ nepegaden RST B 06omx HanpaBneHUsix.

Monyomkpbimbie coeQuHeHuUs1 u Opyaue aHoManuu

OpraHn3oBaHHOe COeAMHEHMEe Ha3bIBalOT NONYOTKPbITEIM, €Cni 0AHa 13 cTopoH TCP 3akpbina unu npepBana coegvHeHve ot
cebs, a gpyrasi cTopoHa He 3HaeT 06 3ToM unu obe CTOPOHbI HAXOASATCS B PACCUHXPOHU3UPOBAHHOM COCTOSIHUM B pesyrbTaTte
Kpaxa C n0Tepe|7| namsTu. Takue coegunHeHund GYD,YT aBTOMAaTU4YeCKN poacuaaTbcn npu nonbiTKe nepegavn gaHHbIX B nobom
HanpasneHnn. OfHako, NONyOTKPbITbIe COeANHEHNS SIBMSIIOTCA HE COBCEM OBbIYHBIMU U MpoLeAypa BOCCTAHOBNEHUS ANS HUX
OyneT oTnuyaThCes.

Ecnn Ha caiiTe A coeagvHeHve Gonblue He CyllecTBYeT, TOrga nonbiTka nonb3oBaTtens ¢ canTa B nepepatb kakve-nv6o
OaHHble 4epe3 3TO coeauHeHue OypeT npuBoauTb K ToMy, yto TCP B nonyuut ynpaBnsiowee coobuwieHue reset. Takoe
coobueHne rosoput TCP B 0 HEKOpPEKTHOCTH coeauHeHNs n HeobxoauMOCTM ero paspbiBa.

Mpeanonoxum, 4to nonb3osateny A 1 B obmeHnBanucb AaHHbIMM B MOMEHT kpaxa TCP ¢ notepen namatu Ha xocte A. B
3aBMCMMOCTM OT OMepauMOHHOM CUCTEMbI XOCTa A 3amnyckaeTcsa TOT MM MHOW MexaHu3M MnoBTopHoW 3arpy3ku TCP. MNocne
BoccTaHoBneHuss TCP xocT A ByaeT nblTaTbCa OpraHn3oBaTb COeAMHEHME 3aHOBO UIM BOCCTaHOBUTL ero. B pesynbtate xocT
MOXET MOMbITaTbCA CHOBa Bbi3BaTb pyHKUMO OPEN [ns BOCCTaAHOBNEHWs COeAMHEHUs iy nonbitaeTcsa BbidBaTb SEND,
Hapescb, YTO CoefMHeHne cyllecTByeT. Bo BTopom criyyae Gyget nonyyeHo coobLueHne ob owmbke connection not open' ot
nokansHoro (A) TCP. MNpu nonbiTke opraHu3aumm HoBoro coeamHeHnss TCP A GygeT nepenaBaTb cermeHT, cogepxaiimn SYN
(aToT cueHapun nokasaH Ha pucyHke 10). MNMocne kpaxa TCP A nonb3oBaTenb NbliTaeTCsi 3aHOBO OpraHN3oBaTb COeAMHEHWeE, a
TCP B npeanonaraet, YTO COeQMHEHME CYLLECTBYET MO NPEXHEMY.

TCP A TCP B
1. (CRASH) (send 300,receive 100)
2. CLOSED ESTABLISHED
3. SYN-SENT --> <SEQ=400><CTL=SYN> -—> (2?)
4. (' <-- <SEQ=300><ACK=100><CTL=ACK> <-- ESTABLISHED
5. SYN-SENT --> <SEQ=100><CTL=RST> --> (Abort!!)
6. SYN-SENT CLOSED
7. SYN-SENT --> <SEQ=400><CTL=SYN> -=>

PucyHok 10. ObHapy»KeHue nosyomkpbIimoao CoeOUHeHUs
Mpn nonyvennm SYN (ctpoka 3) TCP B, 6yayun B CMHXPOHU3MPOBAHHOM COCTOSIHWUW, BUOUT BXOASILLMIA CETMEHT 3a Npeaenamu
OKHa 1 oTBeYaeT NOATBEPXAEHNEM C NOPSAKOBLIM HOMEPOM CreaylLLero cermeHTa, kotopbin oxupaetcs (ACK 100). TCP A
BUAMT, YTO 3TOT CerMeHT (NOATBEPXAEHME) He MOoATBEepPXKAaeT HMYero w3 nepedaHHoro um  u, Oyagyum B
pacCcuHXpPOHM3NPOBAHHOM COCTOSHWM, nepefaeT RST, nockonbky o6HapyxeHo nonyoTkpeiToe coeanHeHne. TCP B npepbiBaeT
coeguHeHve (ctpoka 5). TCP A OygeT npopormkaTb MOMbITKM OpraHvM3oBaTb COEAVMHEHME, WCMONb3yd CTaHOApTHYHO
TpexaTanHylo npoueaypy cornacoBaHus (CM. pUCyHoK 7).

WHTepecHbIn criyyan Habnopgaetca npu kpaxe TCP A, korga TCP B nbiTaetcsa nepedatb AaHHble, npegnonaras Hanuive
CUHXPOHN3UPOBAHHOIO coeauHeHns (CM. pucyHok 11). B aToM cniydae AaHHble, npuxogsawme TCP A ot TCP B (cTpoka 2), He
MOryT OblTb BOCMPUHATBI MO MNPUYMHE OTCYTCTBUS coeAuHeHusi, noatomy TCP A 6yaetr cnatb RST. CoobuweHnne RST
BocnpuHumaeTcs TCP B, nocne yero coeguHeHne 6yanet pa3opsaHo.

TCP A TCP B
1. (CRASH) (send 300, receive 100)
2. (??) <-- <SEQ=300><ACK=100><DATA=10><CTL=ACK> <-- ESTABLISHED
3. --> <SEQ=100><CTL=RST> -=> (ABORT!!)

PucyHok 11. AKmueHasi CmopoHa Mblimaemcsi Ucrob308amsb 0yomKpbimoe coeduHeHuUe
Ha pucyHke 12 nokasaHbl TCP A n TCP B B naccuBHOM cocTosiHuM, oxugaowme SYN. Ctapbin gy6nukat, npuHumaembin TCP
B (ctpoka 2), 3actaBnsieT B HavaTb gencteus. Bosspawaetca cermeHT SYN-ACK (cTpoka 3), koTopbiii 3actaBnsetr TCP A
reHepupoBaTb RST (ACK B cTpoke 3 He MoxeT ObiTb NpuHAT). TCP B npuHumaeT curHan cOpoca n BO3BpallaeTcsi B CBOe
naccuBHoe coctosiHme LISTEN.

'CoeanHeHs1 He cyLLecTBYyeT.
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TCP A TCP B
1 LISTEN LISTEN
2. <SEQ=Z><CTL=SYN> --> SYN-RECEIVED
3. (??) <-- <SEQ=X><ACK=Z+1><CTL=SYN,ACK> <-- SYN-RECEIVED
4 --> <SEQ=Z+1><CTL=RST> --> (return to LISTEN!)
5 LISTEN LISTEN

PucyHok 12. Cmapsiti dybnukam SYN uHuyuupyem Reset npu 08yx naccueHbIX cokemax
B0O3MOXHO MHOXECTBO OpYrvx CUTyaLuid, kakaas n3 KOTOpbIX paspeluaeTcs npu cobrniofeHnn pacCMOTPEHHbBIX HUXKE NpaBui
reHepauun n obpabotkm RST.

leHepayus Reset
Kak obwee npaBuno RST cnenyeT nepenaBaTb BCAKUA pa3 MNpu MOMYYEHWM CErMeHTa, KOTOpbI MNpeacTaBrnsieTcs He
npeAHasHa4vYeHHbIM 4115 JAaHHOTO CoOeanHEHUS. B COMHUTENBHbLIX Crydasix curHan copoca nepegaeatb He crieayer.

CyLecTByeT TpW rpynmbl COCTOSIHWIA:

1. Ecnn coeguHenus He cywectByer (CLOSED), torma RST nepepaetcs B oTBeT Ha nobon BXOASLWMIN CErMeHT, 3a
uckntoyeHnem gpyroro RST. B yvactHocTW, cermeHTbl SYN, agpecoBaHHble B HeCyLLeCTBYOLEe CcoeduHeHue,
oTbpacbIBalOTCs ONUCAHHbLIM COCOBOM.

Ecnun Bxogswwmii cermeHT cogepxut none ACK, RST 6epet nopsgkoBbii Homep 13 nonst ACK, B ocTanbHbIX criyqasix gns
RST ncnonb3yetcsa Hyneson Homep, a ang nons ACK yctanaBnmBaeTcs 3HayeHue, paBHOe CyMMe MopsiAKOBOro Homepa 1
pa3mepa Bxogsiero cermeHta. CoegmHeHne octaetca B coctosiHum CLOSED.

2. Ecnu coeguHeHvne HaxoguTcs B Mo6oM HecuHxpoHuauposaHHoM coctosHun (LISTEN, SYN-SENT, SYN-RECEIVED) n
BXOASALMIA CerMeHT NOATBEpXOaeT YTO-TO, elle He nepedaHHoe (codepxuT Henpuemnemoe noareepxaeHue ACK), nnu
BXOOSILLMIA CErMeHT uMeeT YpoBeHb 0e3omacHOCTM WnM  3anpolleHHoe pasgeneHve (compartment), KoTopble He
COOTBETCTBYIOT TOYHO HE30NacHOCTU M pasfeneHnto AN coeMHeHus, nepeaaeTtcs reset.

Ecnun Haw cermeHT SYN He Gbin noaTBEpXaeH U YpOBEeHb NpeanoyTeHns A BXOASLLEro cerMeHTa Bbille 3anpoLleHHOro
YPOBHSI, MOBbLILLAETCS JIOKanbHbIA YPOBEHb MNPEANOYTEeHUss (ecrnyn 3TO paspelleHO Monb3oBaTenieM U CUCTEMOW) unn
nepepaetca RST; ecnu xe ypoBeHb NpeanoyvTeHns Ans BXOASALLEro CerMeHTa Huxe 3anpoLleHHOro ypoBHsi, obpaboTka
Npoao/KaeTCa Kak Mpu COOTBETCTBMM YPOBHEW MpeanoyvteHnsa (ecnu yaaneHHbin TCP He MoXeT NOoAHATb YpOBEHb
npeanoyTeHns A0 COOTBETCTBMS JTOKaNbHOMY YPOBHIO, 3TO BygeT obHapyXeHO B criefyrowemM MoslyYeHHOM cermeHTe u
coeavHeHve OygeT pasopBaHo). Ecnu Haw cermeHT SYN nogteepxaeH (BO3MOXHO B AaHHOM BXOASILLEM CermMeHTe),
YPOBEHb NpeAnoYTeHNs NS BXOAALLEro CerMeHTa AOMMKeH TOYHO COOTBETCTBOBATL JIOKaNbHOMY YPOBHIO; €CMN 3TO He TaK,
HY>XHO nepegatb RST.

Ecnun Bxopsawmin cermeHT cogepxmt ACK, RST npuHumaeT nopsgkoBbii Homep u3 nons ACK; B ocTanbHbIX criydasx
ncnonb3yeTcs Hynesol HomMep, a B none ACK nomellaeTca cymma nopsakoBOro HoMepa U pasmepa BXOASLLIEro cerMeHTa.
CocTosiHNe coeqMHEHUS1 HE U3MEHSIEeTCS.

3. Ecnu coeanHeHne cuHxpoHmnsupoBaHo (ESTABLISHED, FIN-WAIT-1, FIN-WAIT-2, CLOSE-WAIT, CLOSING, LAST-ACK,
TIME-WAIT), n3 no6oro Henogxoasawero cermeHTta (C nopsakoBbIM HOMEPOM 3a npefenamv OkHa Unv HemnpuemmeMbim
HOMEpPOM MNOATBEPXAEHMSA) crnegyeT W3BMNekaTb TOMbKO MYCTOW CErMeHT MOATBEPXAEHMWS, COOEpXalUMin TeKyLui
NOpPsIAKOBbLIA HOMep nepejayn, U MOATBEPXKAEHME, MOKasbiBalLee CrneaylLlnin OXMAaeMbll NOPSOKOBbIA HOMeEp.
CoCTOsiHME COeAMHEHUsI HE N3MEHSAETCS.

Ecnn BxogslMin cerMeHT MMeeT ypoBeHb ©e30macHOCTW, pasgeneHve WnM ypoBeHb MNpeanoyvTeHusi, OTMMYHbIE OT
O[HOUMEHHbLIX NapamMeTpoB coeanHeHus, nepenaetcss RST n coeguHeHne nepesoantcst B coctosiHne CLOSED. [na RST
6epeTca nopsakosbii Homep 13 nona ACK BxoasiLero cermeHTa.

O6pabomka RST

Bo Bcex coctosiHusx, 3a uckntiodeHneMm SYN-SENT, cermeHTol RST npoBepsiotcs no ux nonsm SEQ. C6poc cuutaetcs
KOPPEKTHbIM, €CIn ero nopsakoBbI HoMep nonagaeT B okHO. B coctosHun SYN-SENT (cermeHT RST npvHumaeTcs B OTBET Ha
n3sHavanbHbli cermeHT SYN) RST cuntaetca npuemnembim, ecnu none ACK noareepxgaet SYN.

Monyyatens RST cHauyana npoBepsieT CEerMeHT, a NOTOM MeHsIeT cocTosHue. Ecnn nonyyatenb Haxogourcsi B COCTOSIHUM
LISTEN, curHan cbpoca urHopupyetcs. Ecnv nonyyatenb Haxogutcs B cocTosiHum SYN-RECEIVED, a nepeg atum 6bin B
coctosHun LISTEN, oH BosBpaluaetcsa B coctosHue LISTEN; B ocTtanbHbIX cnydasx nornyyaTenb paspbiBaeT coeguHeHve u
nepexoaut B coctosHue CLOSED. Ecnu nonyyatenb Obin B noboM [pyroM COCTOSIHMM, OH NPEpbIBAET COEOUHEHWE,
yBeOoMInas nonb3oBaTtens, U nepexoaut B coctosiHne CLOSED.

3.5. 3asepweHue coeQuHeHUs

Onepaunst CLOSE o3HavaeT oTcyTCcTBME AaHHbIX ANs nepefadn. YBeAOMIEHUE O 3aKpbITUM NONHOAYMNIEKCHOrO COeaUHEHNS
MOXeT MOopoAWTb Hedopas3yMeHUsi, MOCKOSMbKY MpUHMMaloLasi CTOPOHa MOXET He 3HaTb, Kak TpakToBaTb 3Ty onepauumio.
Mpennaraetca TtpaktoBatb CLOSE cnegywowwmm ob6pasom - nepegaswmii CLOSE nonb3oBatene MOXeT NpoAormkaTtb
ucnons3oBatb RECEIVE, noka He monyynt nHdopmaumio 0 TOM, YTO Apyrasi CTOpoHa Takke mcrnonb3oBana CLOSE. Takum
o6pa3om, Nnporpamma MOXeT MHULMMPOBaTb Heckonbko BbizoBoB SEND, notom BbizBaTe CLOSE 1 npogomnmkaTbk Mcnonsb3oBaTth
RECEIVE, noka He 6yget nonydeHo yBepomneHuns o cboe RECEIVE no npuunHe mncnonb3oBanus CLOSE Ha yganeHHon
ctopoHe. lNMpegnonaraetcs, yto TCP 6yneTt vHopmmnpoBaTe MONb30BaTENs O 3aKPbITUM COEAMHEHUS yOareHHOW CTOPOHOW
Aaxe B Tex criydasx, korga Bce BbizoBbl RECEIVE ycnewHo obpaboTtaHbl, NO3BONAA NOMb30BaTeNt0 KOPPEKTHO 3aBepLunTb
paboTy nporpammbl. TCP rapaHTMpoBaHHO A0OCTaBUT cogepxumoe Bcex OydepoB SENT pgo Toro, Kak coeavHeHnve Gyaet
3aKpbITO, MOSTOMY MOMb30BaTemNb, KOTOPbIA HE XAEeT BOo3BpaTa KaKMx-NMMOO OaHHbIX, OOMMKEH NULWb OOXOATbCS YCMELIHOro
nepexofa coeguHeHns B coctosiHne CLOSED, 4tobbl 6bITh yBEPEHHBIM B Nepegaye Bcelr CBOer MHGopMaumMmn Ha yoaneHHyo
CTOpOHy. NMonb3oBaTenb AOMKEH COXPaHATb AN1S YTEHUs1 COeAMHEHNe, KOTOPOe OH 3akpbin Ans 3anucu, noka TCP He coobwut
06 OTCYTCTBMM KaKUX-NNBO AaHHbIX.

CyLlecTByeT Tpy pasnuyHbIX BapuaHTa:

1) Monbk3oBaTenb coobwaet TCP o HeobxogumocTn ucnone3osate CLOSE ansa 3aBeplueHns coeguHeHus.
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2) YpaneHHbih mogynb TCP nHMummnpyeT paspbiB NyTeM nepegayun ynpaenstowiero curHana FIN.

3) O6e cTopoHbI 0OAHOBPEMEHHO Bbi3biBaloT CLOSE.

1: 3aeepweHue UHUyuupyem JI0KaJlbHbIU Nonb308amerb

B atom cnyyae cermeHT FIN mMoxeT ObITb creHepupoBaH W MOMELLEH B BbIXOAHYH odepefb. [locne 3Toro BbI30BbI
none3oBatenem ¢yHkumm SEND yxe He 6yayt npuHumatbca TCP n coeguHeHve nepenget B coctosiHne FIN-WAIT-1.
BbizoBbl dyHkumm RECEIVE B atom cocTtosiHum gonyctumbl. Bce npepwectBytowime cermeHTtbl u cermeHT  FIN 6yayt
nepegaBatbCs, Moka He OyoyT nonydeHbl Ana HWUX noateBepxaeHus. Korma ypanenHas crtopoHa TCP  umeet
noateepxaeHHbI cermeHT FIN n nepenana ceon FIN, nepeas ctopoHa TCP moxeT nepegatb noateepxaeHne ACK ans
atoro FIN. OtmeTum, yto TCP nocne nonyyenus FIN 6yaet nepegasatb ACK, Ho He BygeT cnatb cBon cermeHT FIN, noka
JIOKanbHbIN NONb30BaTeNb TAKKe HE 3aKPOET CoOeAUHEHME.

2: TCP nony4yaem FIN u3 cemu

Mpun nony4veHnn HesanpoweHHoro cermeHTa FIN 13 cetn npuHmMmarowasa ctopoHa moxeT nepegats ACK un 3anpocutb y
nonb3oBaTens 3akpbiTe coeauHenus. MNonb3oBaTens G6yaeT BhidbiBaTtb CLOSE, a TCP B oTBeT - nepenaBaTb FIN Ha
yAaneHHyl CTOPOHY nocrie nepefayn ocrarwmxca faHHelx. TCP nocne atoro 6ygeT xaaTb NOATBEPXKAEHUS CBOEro
cermeHTa FIN, a notom yganut coeguHeHne. Ecnn ACK He NMpuXOAWT, COeAMHEHME pa3pbiBaeTcsa MO UCTEYEHUWN TalM-
ayTa 1 nonb3oBaTento nepefaeTcs yBeJOMIEHNE.

3: O6a nonb3oeamens 3aKpbiearom coeduHeHue OdHOGpeMeHHO

OpHoBpeMeHHbI BbizoB CLOSE Ha o6eunx cTopoHax coeauHeHusi npuBoauT k obmeHy cermeHTamm FIN. Korpa Bce
cermeHThl, npeawecteytowme FIN, 6yayt obpaboTtaHbl 1 NOATBEPXKAEHbI, kaxkgaa u3 ctopoH TCP moxeT nepegate ACK
ans npunHaTtoro cermeHTa FIN. Mocne nonyveHns ACK o6e CTOpOHbI 3aKpbiBalOT CoeaNHEHME.

TCP A TCP B
1. ESTABLISHED ESTABLISHED
2. (Close)
FIN-WAIT-1 --> <SEQ=100><ACK=300><CTL=FIN,ACK> --> CLOSE-WAIT
3. FIN-WAIT-2 <-- <SEQ=300><ACK=101><CTL=ACK> <-- CLOSE-WAIT
4. (Close)
TIME-WAIT <-- <SEQ=300><ACK=101><CTL=FIN,ACK> <-- LAST-ACK
5. TIME-WAIT --> <SEQ=101><ACK=301><CTL=ACK> --> CLOSED
6. (2 MSL)
CLOSED
PucyHok 13. HopmaribHbil nopsidok 3akpbimusi COeOUHEHUs
TCP A TCP B
1. ESTABLISHED ESTABLISHED
2. (Close) (Close)
FIN-WAIT-1 --> <SEQ=100><ACK=300><CTL=FIN,ACK> ... FIN-WAIT-1
<-- <SEQ=300><ACK=100><CTL=FIN,ACK> <--
... <SEQ=100><ACK=300><CTL=FIN,ACK> -->
3. CLOSING --> <SEQ=101><ACK=301><CTL=ACK> ... CLOSING
<-- <SEQ=301><ACK=101><CTL=ACK> <--
... <SEQ=101><ACK=301><CTL=ACK> -=>
4. TIME-WAIT TIME-WAIT
(2 MSL) (2 MSL)
CLOSED CLOSED

PucyHok 14. OOHo8peMeHHOe 3aKpbimusi COEOUHEHUS

3.6. [lpednoymeHusi u 6ezonacHocmb

3ap,aqa opraHunsauuum COGJJ,VIHGHVIVI 3akKrnw4vyaeTcd U B TOM, 4TOObI O03BONAINMUCb TOJIbKO COeAUHEeHUA MeXxay nopTtamu,
paGOTarOLIJMMI/I C OQMHaKOBbIM YypOBHEM 6e3onacHocTu 1 pasaeneHuna (compartment) c obeunx CTOPOH U C BbICLULMM N3 OBYX
YKa3aHHbIX YPOBHEW NpeanoyTeHus.

MpeanoyTeHns n napameTpbl 6e3onacHocTy, ucnonb3yemble TCP, B TOYHOCTbIO COBMaAal0T C OAHOMMEHHbLIMW NapameTpamu
npotokona IP [2]. B paHHOW cneumdmkaumm TepMuHbl security/compartment cnyxaT ans o6o3HaveHns napameTpoB
6esonacHocTn, ucnonb3yembix B IP, Bkmouvas 6Ge3onacHocTb, pasgeneHune, rpynnbl NOMb3oBaTenen W OorpaHuyYeHus Ha
obcnyxnBaHue.

MonbiTka COeAVMHEeHUs C HecoBMajallWMMM napamMeTpaMu 6e3onacHoCTM unM Goree HU3KMM YPOBHEM MpennoyTeHus
npueoOuT K cOpocy coeauHeHust. OTKas OT COEAMHEHUS MPU CIULLIKOM HU3KOM YPOBHE MPEAnoYTeHUst MPOVUCXOAUT TOMbKO
nocrne Toro, kak 6yaeT nony4yeHo noAaTeepxaeHne ans cermeHTta SYN.

OtmeTtum, yto mogynu TCP, paboTaiome TOMbKO C MPUHATBIM MO YMOMYaHUIO YPOBHEM MpPeAnoYTeHus, Bce paBHO OyayT
NpoOBEPSATb 3TOT YPOBEHb ANA BXOASALMX CErMEHTOB W, BO3MOXHO, MOBbIWATb YPOBEHb MNPEeAnOYTEeHVS AnS AaHHOro
coeanHeHvs.

MapameTpbl  3aWmTbl  MOFYT UCMOMb30BaTbCA AaXe B He3alMLEeHHbIX cpedax (3HaveHuss 6yayt  3agaeatb
HeknaccuuULMpoBaHHble AaHHbIE), NO3TOMY XOCTbl B He3alUMLEeHHOW cpede AOMMKHbl ObiTb FOTOBbI K NpMEMY napameTpoB
6e30nacHOCTU, XOTS UM HeT HyKabl NepeAaBaTtb 3TV NapameTpsbl.

3.7. O6bMeH OaHHbIMU

Mocne opraHv3auum CoeAVHEHWs nepefada AaHHbIX OCYLLEeCTBNAETCs nyteM obmeHa cermeHTamu. [1oCKOnbKy CermeHTbl
MOTYT TEPATLCA B pe3ynbTarte ownboK (HEKOPPEKTHAsA KOHTPOMbHasA Cymma) unm Hacblwenusi cetn, TCP ncnonb3yeT mexaHuam
NOBTOPHOM nNepedaun (nocrne Tamm-ayta) Ans obecrneyeHus OOCTaBKM Kaxdoro cermeHta. B pesynbTate atoro moryT
BO3HMKaTb Aybnukatbl cermeHToB. Kak 6bino ckazaHo npu obcyxaeHun nopsakoBbix HOMepoB, TCP BbINONHAET psg NpOBEPOK
Onsi NOpsiAKOBbIX HOMEPOB M HOMEPOB MOATBEPXKAEHUI Nepes BOCNPUATUEM CErMEHTOB.
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OTnpaBuTenb AaHHbIX COXPAHSAET CrieaylLni NopsaKoBbIA HOMep (KOTopbid OyaeT mcnonb3oBaH) B nepeMeHHor SND.NXT.
Monyyatenb coxpaHAeT crneaylwuin NopsaKkoBbIM HOMEP (KOTOpbIN npepnonaraeTca nonyyntb) B nepemeHHon RCV.NXT.
OTnpaBuTenb AaHHbIX COXPaHSET MOPSAKOBLIN HOMEP MOCNeaHero HEMOATBEPXKAEHHOrO cermeHTa B nepemeHHon SND.UNA.
Ecnn noTok AaHHbIX ceryac He nepefaeTcs M BCe OTNPaBMEHHble paHee faHHble MOATBEPXAEHbI, 3HAYEHUss BCEX Tpex
nepemeHHbIx OyayT coBnagarhb.

Korpa otnpaBuTens co3gaeT cerMeHT v nepegaeTt ero, 3HadyeHne SND.NXT ysenuuusaetcs. [Nonyyatens, NpyHUMasa CerMeHT,
yBenuumeaet 3HadeHne RCV.NXT wun nepepaer nogTtBepxaeHue. Korga oTnpaBuTenb AaHHbIX MonyyaeT Ans  HuX
noareepxaeHve, oH yeenuuueaeT 3HadeHne SND.UNA. Pasnnuua B 3HayeHusIX yKasaHHbIX MepeMeHHbIX CBfA3aHbl C
3agepxkaMmuM Npu nepegave CerMeHToB 4Yepe3 ceTb. BenuuvMHa, Ha KOTOPYHD M3MEHSTCA 3HayeHUsl MNepeMEHHbIX,
onpegensieTcs paaMepoM AaHHbIX B cermeHTe. OTmeTnm, 4to B cocTtosiHum ESTABLISHED Bce cermeHTbl A0MmMKHbI NepegaBaTth
TeKyLLyto MHpopmaumio Ans NOATBEPKOAEHWUNA.

Mpu BbI3oBe nonb3oBaTenem dyHkuMn CLOSE BbINOMHSAETCA BbITankMBaHWe AaHHbIX (PyHKUMA push), kak 310 Aenaet
ynpasnstowmin dnar FIN Bo BxoasiLiem cermeHTe.

Tatim-aym noemopHoli nepedayu

B pesynbTaTe NOCTOSIHHO NPOUCXOASLLMX B CETU U3MEHEHWIA U UCMONBb3OBaHNUS pasnnyHbliX coeanHeHunii TCP 3HadeHne Taiim-
ayTa ansi NoBTOPHOW Mepefayn OOIMKHO AUHAMUYECKM U3MEHATLCSA. Hike npvBedeH npumep onpeneneHus 3HauyeHus Tanm-
ayTa [rnsi NOBTOPHOW nepegayn.

lMpumep npouyedypbl maliM-ayma

N3amepsieTca 3agepxka Mexay nepefavell oKTeTa [AaHHbIX C  KOHKPETHbIM MOPSAKOBbIM  HOMEPOM U MOMyYEHMEM
noaTBepXAEeHWs, NOKPbIBAKOLLEro 3TOT NOPSAKOBLIN HOMEpP (nepeAaHHble CerMeHTbl He TOYHO COOTBETCTBYHOT MPUHATLIM), B
eguHuuax RTT'. Mocne aToro paccuntbiBaeTcs 3HavyeHne SRTT?, kak:

SRTT = ( ALPHA * SRTT ) + ((1-ALPHA) * RTT)
U Ha OCHOBE 3TOr0 paccuMTLIBAETCS TaliM-ayT AN noBTopHol nepegayun (RTO):

RTO = min[UBOUND,max[LBOUND, (BETA*SRTT)]]?

raoe UBOUND 3apaet BepxHui Npegen 3HadyeHus Tanm-ayta (Hanpumep, 1 muHyta), LBOUND - HwxkHuI npegen (Hanpumep, 1
cekyHaa), ALPHA - secosow caktop (Hanpumep, 0.8 - 0.9), a BETA - koaddumumeHT Bapuauuin 3agepxku (Hanpumep, 1.3 -
2.0).

O6MmeH cpoyHol uHghopmayueli

MexaHuam pasgeneHus uHdopmauum Mo CPOYHOCTM MO3BOMSET nepefarollerd CTOPOHE CTUMYNMPOBaTb MPUHUMAIOLLYHO
CTOPOHY Ha BOCMPUSITUE HEKOTOPbIX CPOYHbIX AaHHLIX U OaeT npueMHoi ctopoHe TCP BO3MOXHOCTb MPOUHMOPMUPOBATL
nonb3oBaTens, korga BCce nonyveHHble AaHHble 0cobon cpoyHoCcTM ByayT nepenaHbl emy.

OTOT MexaHW3M Mo3BoNsAeT 3adaTb B MOTOKE AaHHbLIX TOYKY 3aBepLUeHWst AaHHbIX ocobol cpoyHocTu. Korga 3HaveHue aToro
yKasaTens npesbllLaeT TeKyLUMIA nopsiakoBein Homep anst npuema (RCV.NXT), mogyne TCP gormkeH coobLumTb nonb3oBaTento
0 HeobXxogMMOCTW nepexoda B pexum urgent; korga NpUMHMMaeMbll MOPSAKOBLIM HOMEP MPEBLICMT 3HAaYeHWe ykasaTens
cpoyHocTn moaynb TCP gomkeH ckaszaTb NOMb30BaTeNo O TOM, YTO HYXXHO MepenTn B HopManbHbIA pexum. Ecnn ykasaTenb
CPOYHOCTM OBHOBMAETCH, KOrAa nonb3oBaTenb HaXoAWUTCS B pexumMe urgent, 3TOro M3MeHeHus Nonb3oBaTtenb He YBUANT.

Ons peanusaumm atoro metoga ucnonb3yeTca cnar cpoyHoctn (URG), nepenaBaembin B kaxgom cermeHTte. ®nar URG
nokasblBaeT, YTO Morie urgent UMeeT CMbICI M ero 3HadeHue AOMKHO ObiTb 4OOaBNEHO K MOPSAKOBOMY HOMEPY CerMeHTa arnis
nonyyYeHust ykasarterns Ha CpoyHble AaHHble. OTcyTCcTBME hrnara CPOYHOCTM rOBOPUT, YTO B CETMEHTE HET CPOYHbIX AAHHbIX.

MNepedaya ykasaTens CPOYHOCTM FOBOPWT MOSIb30BATENIO, YTO OH TakkKe AOMKEH nepedaTb MO KpalHen mepe OOWH OKTeT
JdaHHbIX. Ecnn nepepgatolmii nonb3oBaTenb MPUMEHSIET Takke (YHKUMIO BblTallkMBaHWsl, 4OCTaBKa CPOYHOM MHbopMaumm
nony4yaTeso YCKOpPSeTCs.

YnpaeneHue okHOM

OkHO, nNepefaBaeMoe B KaXOOM CErMeHTe, nokasbiBaeT Avana3oH NOpsOKOBbIX HOMEPOB OTMPaBUTENs OKHa (nonyyartens
AaHHbIX), KOTOpble OH rOTOB MPUWHATL. [lpegnonaraeTcsi, YTO 3TO 3HAYeHMEe CBA3aHO C AOCTYMHbIM B HAcTosLLee BpeMs
BydepHbIM NPOCTPaHCTBOM AN 4aHHOTO COEANHEHMS.

YkaszaHne 6GOSbLIOrO OKHa CTUMyNuUpyeT nepegady. Ecnu gaHHbix npuxoguT Gomblue, Yem MOXET ObiTb BOCMPUHSATO, OHM
oTGpackIBaloTCsA, B pesynbTate 4Yero BO3HMKAOT MOBTOPLI Nepedauyn, A0GaBNSAOWME HEHYXHYH Harpysky Ha ceTb u TCP.
3afjaHne MareHbKoro okHa OyaeT orpaHWYMBaTh nepefavy AaHHbIX - 3TO CBSI3aHO C 3adepkKoi obxoda Mexay nepefadvent
KaXkgoro HOBOrO CerMeHTa.

3710T MexaHu3m no3sonsietr TCP aHoHcuMpoBaTb GONbLIOE OKHO M BMOCNEACTBMM MHOTFOKPaTHO CHWXaTb pa3mep OkHa 6e3
BOCMpUATUSA Gonblloro obbema AaHHbIX. Takoe siBeHWEe Ha3blBAaeTCH «CxXaTueM OKHa» WM BHOCUT CepbesHble MpensiTcTBuS.
MpuHuun yctonumsoctn Tpebyet oT TCP «He cxumaTtb CBOE OKHO, HO ObiTb FOTOBbLIM K TakKOMy CXaTUo CO CTOPOHbI APYruX
TCP».

Mepepnatowas ctopoHa TCP gomkHa ObiTb rOTOBa NPUHATL OT MONb30BaTENs U NepefaTh No KpaHe Mepe OAWH OKTET HOBbIX
OaHHbIX, JaXe ecnu OoHa nepefana Hynesoe okHo. lNMepepatowas ctopoHa TCP pomkHa perynspHo MOBTOpPATb nepepavy
NPUEMHOI CTOPOHE Aaxe Npu YCTaHOBKE HyNeBoro okHa. Mpu ycTaHOBKe HyneBOro OkHa pekoMeHAyeTCsl MOBTOPSITL Nepenavy
Kaxgble 2 MuHYTbl. Takon MOBTOpP BaeH Ans obecneyeHus rapaHTuv, YTO MpW WMCNOMb3OBaHUW Apyrow ctopoHou TCP
HyneBoro pa3mepa okHa Npu NOBTOPHOM OTKPbITUM OKHAa Apyras CTOPOHa rapaHTUpPOBaHHO y3HaeT 06 3ToM.

Korga npuHumarowas ctopoHa TCP umeeT HyneBoe OKHO M MonydyaeT CerMeHT OaHHbIX, OHa CHadyana [ofbkHa nepeaaTb
noATBepXaeHWe, NokasbiBatollee creayrLmin oXxuaaeMblili HOMep U Tekywwuii pasmep okHa (0).

'Round Trip Time - BpeMsi kpyroBoro o6xoga.

2Smoothed Round Trip Time - B3BeLLEHHOE BpeMsi KpyroBoro obxoga.

B naparpacax 4.2.2.15 1 4.2.3.1 RFC 1122 (nepeBof uMeeTcs Ha caiiTe Www.protocols.ru) BHeCEHbI MONPaBKU B ariroputv
pacyeta Tanm-ayTa. [lpum. nepes.
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Mepepatowas ctopoHa TCP nakyeT AaHHble AN nepefayy B CErMeHThI, KOTOpble MOMELLATCA B TEKyLLee OKHO, N BO3MOXHa
TakKKke nepenakoBka CErMEHTOB B ouepean NOBTOPHOW nepedadn. Takas nepenakoBka He ABNAETCA obsi3aTenbHOW, HO MOXET
oKasaTbCs MOMe3HOoN.

B coeavHeHnn ¢ 0AHOCTOPOHHMM MOTOKOM AaHHbIX MHopMaLmsa 06 okHe ByaeT nepedaBaTbCs B CErMeHTax NoATBEepXKOEHUN,
KOTOPbIE UMEIOT Te XEe MOPSAKOBbIE HOMepa, MO3TOMY NPU HEKOPPEKTHOM MOPSAAKE AOCTaBKM NOPSIAOK MOATBEPKAEHUNA TaKkKe
n3MeHuTcs. OTa npobrnemMa He O4YeHb Cepbe3Ha, HO MOXET MpUBOAWUTbL K BPEMEHHOMY MWCMOMb30BaHWUIO YCTapeBLUEen
nHpopmMauum o6 okHe. Bo usbexaHue takon npobnemsl cnegyet 6patb MHopmaumio 06 OKHe 13 CermeHTa ¢ MakCUMarnbHbIM
HOMEPOM MoATBEPXKAEHUS (T. €., CErMEHTa C HOMEPOM MOATBEPXKAEHMS HE MEHBLLUMM, YeM MoOOI U3 NOMNyYEHHbIX paHee).

Mpoueaypa ynpaBrneHUss OKHOM OKasblBaeT CYLIECTBEHHOE BIUSIHUE Ha MNPOU3BOAMTENBHOCTL OBMeHa AaHHbiMKU. Hwke
npuBeaeHbl pekoMeH4auum nNo peanusaunm Takux npoueayp.

ﬂpedno»(eHun no ynpaesieHuUr0 OKHOM

BblgeneHve CnuWLKOM MarneHbLKOro OKHa 3acTaensieT nepefaBaTb [faHHble O4YeHb MEMKUMU CerMeHTamu, CHuKas
Npou3BoAUTENbHOCTL O6MeHa UHopMaLMeEn.

Ona Toro, 4to6bl M3bexaTb MCMONb30BAHMSA CMMLIKOM MESKMX OKOH, MPUEMHOM CTOPOHE CrefyeT BO3AepXMBaTbCsA OT
OGHOBMNEHUS OKHa, Noka He OGyaoeT BO3MOXHO BbIAENUTb MO kparHen mepe X% OT MakcumarbHOro pasmepa (X MoxeT
npuHMMaTh 3HaveHne ot 20 go 40).

,D,pyI'VIM crnocobom sBnsieTca npenoTeBpalleHne nepegadvm CriMkKoOM MeEJKUX CerMmeHToB OoTnpaBuUTeNeM 3a CHeT OXuaaHua
nepepn oTNpaBKkoN [aHHbIX pacLUMPEHUst OKHa A0 noaxogsiiero pasmepa. Ecnv nonb3oBatenb Bbl3biBAET (byHKLIMPO push,
OaHHble OOJNKHbI NepefaBaTbCA OaXke B Buae HeBONbLUNX CErMEHTOB.

OTMmeTuM, YTO Nepedada NoATBEPXKAEHUIA He OOMKHA CIIULLKOM 3a4epXKMBaTbCsl, MOCKOMbKY Takas 3agepkka npvBeder K
nosTopam nepedadn. OOHUM M3 BapMaHTOB ABMAETCA Nepedada NOATBEPXKAEHUS NMPU NOMYyYEHUM MenKoro cermeHTa (6es
MHDOPMaLMM 06 M3MEHEHNUWN OKHA) U Nepedaya APYroro NoATBePXAeHUs ¢ HOBOW MHdpopMmaLuei 06 yBenmyeHnn okHa.

CermeHT, NnepegaBaeMblil AN NPOBEPKU HYNEBOro OKHa, MOXeT MHMUUUpoBaTh pa3bueHne AaHHbIX Ha Bce bonee menkue
cerMeHTbl. ECnn cermeHT ¢ 0gHUM OKTETOM AaHHbIX NepeaaTth 4515 NPOBEPKU HYNIEBOrO OKHA, 3TOT CErMeHT NoTpebuT oauH
OKTEeT [OCTYNHOW 4YacTu okHa. Ecnu nepepatowias ctopoHa TCP npocto 6yaeT nepegaBaTh CErMeHTbI, kak OyaTo OKHO
MMeeT HeHyrneBoW pa3mep, nepedaya AaHHbix Gyaet BecTucb B chopme GomMblUMX U MENKUX CEerMeHToB noodepenHo. B
TaKkMx CUTyauusix cryyarHas naysa npv BbiAeNeHUM OKHa Ha NPUEMHON CTOPOHe ByaeT NpuBoOAUTbL K pa3bueHnto KpynHbIX
CerMeHToB Ha Merkue U cpegHve. B KOHEYHOM WTOre npakTUYeCKUn BCe [OaHHble CTaHyT nepefaBaTbCsl B MENKUX
CermMeHTax.

OcHoBHbIM NpeanoxeHnem anga peanusaumm TCP aBnseTca He06X0OMMOCTb aKTMBHBIX MOMbITOK OObeAUHEHUS MEenKuX
OKOH B OKHa Gonbliero pasmepa, MNOCKOSIbKY MEXaHW3Mbl YMPaBEHMUST OKHOM MMEKT TEHOEHUMIO K CHUKEHUIO pasmepa
OKHa BO MHOIMX NPOCTbIX peann3auusx.

3.8. Uumepdgpelcnbi

MpoTtokon TCP noppepxvBaeT ABa MHTepdelica - C NoMb30BaTeNbCKMM YPOBHEM W MPOTOKONIOM HMXENeXallero ypoBHSI.
3pecb Oyaetr nopgpobHO paccMoTpeHa cneuudukauma uHTepdenca mexgy TCP u nonb3oBaTenbCkuM YpOBHEM, a
B3aMMOJeNcTBME C MPOTOKONaMM HUXEeNexallero ypoBHs byaeT onvcaHo B cneuudmkauusix COOTBETCTBYIOLMX NPOTOKOSOB,
noaTomy 3Aecb Mbl He Byaem Hagonro ocTaHaBNMBaTLCA Ha 3TOM mHTepderice. [ing crnyyas B3aMmModencTBMS C NPOTOKONOM
IP Mbl paccMOTpUM HeKoTOopble MapameTpbl, KOTOpble MOryT ucnonb3oBaTbcsi B TCP.

Uumepgbetic TCP - nonb3oeamernb

Hwxe npuBegeHo pyHKLMOHanNbHOE onncaHne nonb3oBaTtenbcknx komaHg TCP, koTopbie MOryT CyLEeCTBEHHO OTNMYaThbCH
B PasfnuyHbIX OnepauMoHHbIX cucTemax. [103ToMy Mbl OOMmKHbI NpedynpeauTb yYuTatene O TOM, YTO pasfuyHble
peanu3auun TCP MOryT umeTb CyLLECTBEHHO OTnunyarolmecs nornb3oBaTtensckue nHtepdencel. OgHako, Bce BapuaHThbl
TCP pomxHbl obecrneunBaTb MUHUManbHbIN Habop cnyx6, rapaHTMpylOWWiA NOAAEPXKY BCEMU peanv3auusmun
OOVHaKOBOW Mepapxum nNpoTokonos. B aTtom pasgene npuBegeHo yHKUMOHANbHOE OnucaHWe KOMMOHEHT uHTepdelica,
TpebyeMmbix ans nobon peanunsaumm TCP.

IMonb3oeamenbckue komaHObI TCP

B cnepyiowmx naparpadax npuBeAdeHbl (PyHKUMOHAanbHbIEe XapakTepucTuku uHTepdennca mexgy TCP u
nonb3oBaTenbCKMM YpoBHEM. Wcnonb3yemasi 34ech HoTauusi noxoxa Ha o0o3HaueHus npouedyp M (PyHKUMIA B
NporpamMMHbIX S13blkax BbICOKOrO YPOBHSl, HO 3TO He O3Ha4yaeT 3anpeTa Ha WUCMOMb30BaHWE CepBMCa TuMa MOBYLUEK
(npepbiBaHun) - trap (Hanpumep, SVC, UUO, EMT).

OnucaHHble HWXe Nonb3oBaTenbCkMe KOMaHAbl 3ajalT 06as3oByk GyHKkUMOHanbHocTb TCP ans nopgaepxku obmeHa
uHdopMaumen mexay npoueccamu. Kaxpgas peanusauus [ofmkHa TOYHO OMpefenaTtb CBow dhopmat M MOXeT
ob6beanHaATb KOMOMHaLMM unn nogMHoxecTBa ©0a3oBbIX (PyHKUMA B OOHOM Bbi3oBe. B yacTHOCTM, HekoTopble
peanu3auumn mMoryT aBToMaTnyecku opraHm3oBbiBatb (OPEN) coeanHeHve npu nepsom BbidoBe SEND mnnu RECEIVE,
caenaHHOM nonb3oBaTtenem Anst AaHHOro CoeAUHEHMS.

Ona obecneyeHns B3ammogencTBusa mexay npoueccamm ot TCP Tpebyetcsi obecneuntb He TONMbKO BOCMpUATME
KOMaHz, HO 1 BO3BpaT MHOPMaLMN OT OOCMNYXMBAIOLLMX 3TN KOMaHbl NpoLeccoB. JTa MHpopmaLms BKOYaeT:

(a) obwume ceBeneHUst 0 coeauHeHUM (Hanmpumep, NpepbiBaHWsl, yaarneHHOe 3aKpbiThe, CBA3bIBAHWE C HEeyKasaHHbIM
BHELLUHVIM COKETOM).

(b) OTKINMMKN Ha KOHKpEeTHble MnoJib3oBaTesIbCKMe KOMaHAbl, coaepxXawune pe3ynbtaT BbINONMHEHUA (Hanpwmep, Koa
oLmnbKN).

Open
dopMaT: OPEN (JIOKANBHENI NOPT, BHEWHUII COKeT, aKTMBHNI/naccueHem: [, TamM-ayT] [,
npepnouTenne] [, 6GesonacHocTh/pasgenenue] [, onumm])-> JOKAIBHOE WMMSI COEAVHEHMS

Bynem npegnonaraTe, YTO nokanbHbIi Mogynb TCP cnocobeH naeHTMguMumupoBaTh obcnyxmMBaemble NPOLIECChl 1
NpOBEPUTb MX MONIHOMOYMSI B 4YacTM AOCTyna K ykasaHHOMY coefuHeHuto. B 3aBucumoctu ot peanusauum TCP
naeHTndunkaTopbl nokansHo cetm u TCP gna agpecoB oTnpaButenen 6yaoyT npepoctaBnsatecss TCP uvnu
NPOTOKONIOM  HWbKeNnexallero ypoBHsi (Hanpumep, IP). Takoe npeanonoxeHue siBnsieTcs pesynbTaToM ydeTa
BOMpoCcoB 6e30MacHOCTU M NpefHasHadeHo Ans npeaoTBpalleHus mackvpoBku nporpamm TCP nog gpyrve
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nporpaMmbl 1 T. N. TOYHO Tak ke HMKaKOM MPOLLeCC He MOXET MacKMpoBaTbCs Mo APYroi npouecc 6e3 KoHGUKTa ¢
TCP.

Ecnu dnar akTMBHOCTM yCTaAHOBIIEH B MACCMBHOE COCTOSIHME, 3TO O3HA4aeT BbI3OB AN Mepexona B COCTOsIHUE
LISTEN (npocnywmBaHve Bxoasawmx coeamHeHwun). [pyv naccuMBHOM oOpraHu3aumMyM BHELUHWUA COKET MOXeT ObiTb
3aaH MONHOCTbIO (KO4aTb BbI30Ba TONbKO OT 3TOr0 COKeTa) WUnv He 3agaH coBceM (NpuHMMaThb Nobble BbI3OBbI).
MaccuBHbIA BbI30OB C YyKa3aHHbIM BHELUHUM COKETOM MOXHO BMOCNEACTBUM aKTMBM3NPOBaTbL C MOMOLLLIO BbI30Ba
SEND.

Mpu opraHunsaumm coeamHeHus co3gaeTcsa 6rok ynpasneHust nepenaden TCB, KOTOPbLIA YACTUYHO 3arorHsEeTCs Ha
ocHoBe napameTpoB koMmaHabl OPEN.

Mpu akTmBHoM BbizoBe OPEN moaynb TCP HauvHaeT npoueaypy CUHXPOHMU3aLMK (OpraHnsaumnm) CoeauHeHus.

3HaveHve Tanm-ayTa (ecnm oHO 3af4aH0) NO3BONSET BbI3BABLUEMY MPOLIECCY YCTaHOBUTL BPEMS OXUAAHUSA ANs BCEX
AaHHbIX, HanpasneHHblx TCP. Ecnn B TeyeHne 3adaHHOro BpeMeHW AaHHble He Obinv JocTaBfeHbl nonyyartento,
TCP 6yget paspbiBaTb coeMHeHVe. B HacTosiLee BpeMs NPUHATO 3HayYeHne TaniM-ayTta 5 MyH.

TCP vnv KOMMNOHEHTbI onepawumoHHON CUCTEMBI 6y,D,yT npoBepATb NOJTHOMOYMA NOoJib30oBaTeN A B YaCTu opraHunsaunum
COEaVHEHWNI C 3a4aHHbIM YpOBHEM 6e3onacHocCTL. OTcyTCTBMe napamMeTpoB 6e3onacHOCTM 1 YPOBHA npeanoyTeHuna
npu Bbl3OBE OPEN roBopuTt 06 1cnonb3oBaHUK NPUHATBLIX MO YMOJ14aHUIO 3HaYeHUN.

TCP 6ygeT BocnpuHMMaTb BXOAsLME 3anpochbl TOMbKO MPM YCNOBUM TOYHOTO COOTBETCTBUA MapaMeTpoB
6e30MacHOCTM 1 YPOBHE NPEATNOYTEHUS He HXKeE, YeM Obin 3adaH npu BbisoBe OPEN.

YpoBHEM nNpeanoyTeHna Ana coeauvHeHus BbiGupaeTcsa Gorbllee U3 3Ha4YeHui, 3adaHHbIX npu BbizoBe OPEN wu
nomny4YyeHHbIX BO BXOAdAWleM 3anpoce. BblibpaHHoe 3HayeHWe UKCUpPYeTCca Ha BCe BpeMs CyLLEeCTBOBaHUSA
coeauHeHusl. PaspaboTyMku MOryT noxenaTb MpefoCTaBUTb MOSb30BaTesllo KOHTPOSIb 3a YCTaHOBKOW YpPOBHS
npeanoyTeHus. Hanpumep, nonb3oBaTenb MOXET ykasbiBaTb HEOGXOAMMOCTb TOYHOrO COOTBETCTBUS YPOBHEW
NpeanoYTeHUs UNKn TpeayeTcs NoATBEPXKAEHME NoSb30BaTeNs Npu NOMbITKE NMOBLICUTL YPOBEHb NPEANOYTEHNS.

JlokanbHOe MMsA coeaMHeHUs BoO3BpalwlaeTcs nonb3oBaTento Mopynem TCP. 3T0 uMa MOXET MPUMEHSITLCA B
KayecTBe KpaTKoro 0003HaYeHns CoeaUHEHMI BMECTO Mapbl <foKasbHbIA COKET, BHELLUHUA COKET>.

Send
dopmaT: SEND (nokanbHOe MMSI COeAMHEHMs1, agpec 6ybepa, cuerumk 6GanrToB, ¢mar PUSH, dmar
URGENT [, TamM-ayT])
OTOT BbI3OB 3aCTaBMsieT nepefatb B 3aaHHOE COEAMHEHUE OaHHble M3 yKa3aHHOro rnorb3oBaTenbckoro bydepa.
Ecnun coegunHeHue ewe He opraHusoBaHo, Bbi3oB SEND TpaktyeTcs kak owwmbka. HekoTopble peanusauun moryt
no3sonATb BbI3oBbl SEND g0 opraHu3aumy coeguHeHusl; B Takux Crnydasix aBTOMaTUYecKu Bbl3biBaeTcs yHKLUSA
OPEN. Ecnu Bbi3biBalOWMI NpoLecc He WMeeT MOMHOMOYMIA Ha MWCNONb30BaHME YKa3aHHOr0 COEAVHEHNs,
BO3BpaLlaeTcs coobuieHne ob owmnbke.

Ecnn yctaHoBneH dnar PUSH, paHHble pomkHbl 6biTb ObICTPO nepedaHbl nonyyatento u dnar PUSH
ycTaHaBnuBaeTcs Ansa nocnegHero cermeHta TCP, co3gaHHoro u3 6ydepa. MNpu otcytctBun dnara PUSH gaHHble
MOryT 06beanHATLCS C AaHHbIMK OT nocneayoLmx Beid3oBoB SEND ans noBbiweHus apeKTUBHOCTM Nepeaayu.

Mpu yctaHoBke cpnara URG cermeHT nepefaeTcs nonyyartenio ¢ ykaszaTenem cpoyHocTw. [puHMMatowas ctopoHa
TCP 6ygeT coobLaTth 0 HAaNMYMU CPOYHbIX AaHHbLIX NMPUHMMAILWLEMY NPOLIECCY, eCry yKka3aTenb CPOYHOCTU eLle He
nonagaeTr B 4ucno obpaboTaHHbIX 3TMM MPOLECCOM AaHHbIX. Vicnonb3oBaHve cnara u ykasaTens CPOYHOCTU
Nno3BonsieT CTUMYNUpoBaTh 06paboTKy CPOYHbIX AaHHBLIX U MHCOOPMUPOBATL MPUHMMAIOLLNIA MPOLIECC O 3aBEPLLEHMM
npuema cpoyYHon uHcpopmauun. Yucno cnaroB CpPOYHOCTU Ha nNepepatoLlert ctopoHe TCP He 065s3aHo coBnaaath C
4YncnoM akToB MHEPOPMUPOBAHNS MPUHMMAIOLLETO NPOLEecca O NPUCYTCTBMN CPOYHbIX AaHHbIX.

Ecnu npn BeidoBe OPEN BHeLHWI cOKeT He Obin ykasaH, HO COeAUHEHNE OpPraHW30BaHO (Hampumep, B COCTOSHUM
LISTEN npuHAT BbI30B ANst OAHHOMO JOKanbHOrO COKeTa), yka3aHHbI Gydep nepenaeTcs KOCBEHHO 3aJaHHOMY
(nogpasymeBaemomy) BHellHeMy cokeTy. [Monb3oBatenu, BbidbiBawowwme OPEN ¢ HesagaHHbIM COKETOM, MOryT
Bbi3biBaTb SEND, gaxe He 3Has agpec BHELUHero cokeTa.

OpHako Bbi3oB SEND go Toro, kak BHeELWHW COKeT onpegenuTcd, OyaeT npvBoavTb K Bo3BpaTy coobLueHuns o6
owmnbke. MNonb3oBaTenb MoXeT Bbi3BaTb yHKUMO STATUS ans npoBepkM COCTOSIHUSA coeauHeHus. B HekoTopbix
peanu3auuax TCP moxeT yBegoMnaTb NONb3oBaTens npu OTCYTCTBUM YKa3aHWN Ha BHELLHWUI COKET.

Ecnu 3apaH Talim-ayT, Tekyllee BpeMsi OXXuaaHusl ansi aHHOro CoeanMHeHUs GyaeT 3aMmeHeHo HOBbIM 3Ha4YeHNEM.

B npoctenwunx peanusaumax SEND moxeT He BO3BpallaTb ynpasneHus Bbi3BaBLUEMY MNpoueccy, noka He byaet
3aBeplueHa nepefada Wnu He McTedyeT 3adaHHoe BpeMs oxugaHuda. OgHako, TakoW MOAXond MOXET MPUMBOAMTL K
npoctosiM (Hanpumep, obe CTOPOHbI COeAMHEHWUs MOryT nonelTaTbcs Bbi3BaTe SEND go nonyveHust kakmx-nubo
daHHbix ¢ nomowpto RECEIVE) u He of6ecneuvMBaeT [JoOCTaTOYMHOM MPOU3BOAUTENBHOCTU, MNO3TOMY He
pekomeHayeTcs K wucnomnb3oBaHuio. bonee cnoxHble peanu3auum OyayT He3amennuTenbHO BO3BpalLaTb
ynpaeneHue, no3eonssd npoueccy paboTaTte OOHOBPEMEHHO C CEeTeBbIMM Onepaumamyn BBOAA-BbiBOAA. B Takux
crny4asix MoXeT OAHOBPEMEHHO WCMOMb30BaTbCA MHOXeCTBO ak3emnnspoB SEND, obcnyxvBaHue BbINOMHAETCA B
nopsigke BbiI3oBoB M TCP 6yaeT BbicTpamBaTb AaHHbIE B OMepefb.

MpennonaraeTtcsi, YTO B3aMMOAENCTBME C MONb30BATENbCKMM YPOBHEM MPOUCXOAWUT ACUHXPOHHO M BbizoB SEND
COMPOBOXOAETCA reHepaumen Hekoro curHana (Mnv nceBAonpepbiBaHUS) CO CTOPOHbI OGCHYXUBAKOLLENO BbI30OB
TCP. [Opyrum BapuaHTOM SBRsSieTCA HesameanuTenbHbin oTknuk. Hanpumep, SEND moxeT HesameanurtensHo
BO3BpalLaTb IOKanbHOE NOATBEPXOEHME OaXe Npu OTCYTCTBUM NOATBEPXKAEHUS OOCTaBKM OT yaaneHHoro TCP.
Bynem ontumMucTnyeckn npegnonaratb ycnelwHyto nepeaady. Ecnm ato He Tak, coeamHeHue ByaeT paspbiBaTbCs Mo
Tanm-ayTy. Peanusauum Takoro Ttuna (CUHXPOHHbIE) MPOAOIKAOT UCMOMb30BaTb ACUHXPOHHLIE CUrHarbl, HO 3TU
CUrHarnbl OTHOCATCS K COeQUHEHNAM, a He cerMeHTam unu 6ydgepam.

Ona Toro, 4tobbl Mmpouecc Mor pasnuuyatb coobweHus (kod pesynbtata) oT mHoxectBa SEND Bmecte ¢
pesynbTaTtoM MOXET BO3BpaLlaTbCs agpec ucrnonb3oBaHHOro npu BbidoBe SEND Oydepa. CurHanel ot TCP «k
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nonb3oBaTersio, o6cy>K,qaeMb|e HWXe, cogepxart VIHCbOpMaLlVI}O, KOTOpad AOJKHa ObITb BO3BpaLleHa Bbi3BaBLUEMY
yHKUMIO Npoueccy.

Receive

dopmaT: RECEIVE (JMOokaJNBHOE MMsI COeOUHEHMUsi, ajpec 6ybepa, cueTumk 6aMTOB) -> CUETUMK
6anToB, Gymar cpouHocTM, Gyar BHTaJIKUMBAHUS

OTta komaHAa BbigensieT npuemHbii bydep, CBs3bIBas ero C ykasaHHbIM coeauvHeHneMm. Ecnm pgo atoro He Obino
BbizoBa OPEN unu npouecc He vMmeeT NOMHOMOYMIA Ha WCMOMb3OBaHWE OAHHOrO COedMHEHWs, BO3BpaLLaeTcs
cooOLeHne 06 oLnbke.

B npocTenwmnx peanusauusix ynpaBneHWe MOXeT He BO3BpaliaTbCH Bbi3BaBLIEMY (DYHKLMIO Npoueccy, noka He
Oynet 3anonHeH Gydep unu He npousonaeTt owwnbka. Takoe pelleHne HeadddPEeKTUBHO, MOCKOMbKY MPUBOAUT K
npoctosiM. bonee cnoxHele peanusaunm obecneynBaloT BO3MOXHOCTb MCMOMb30BaHWUSA HECKOSbKUX 9K3EMMNIISIPOB
RECEIVE. BeligeneHHsle dyHkumsMu Bydepbl 6yayT 3anonHaTbes No Mepe npubbiTns cermeHToB. Takas cTpaTtervs
no3BonsieT MOBbICUTb MPOU3BOAUTENBHOCTb, HO TPebyeT opraHv3aumm MexaHusama (BO3MOXHO, aCMHXPOHHOTO)
YBEIOMITEHNS BbI3bIBAOLLEN NPOrpaMmMbl 0 nonyyveHuun cornara PUSH vnu 3anonHeHun bydgepa.

Ecnn Gydpep 3anonHsietcs go npuxoga PUSH, dyHkuusi He Bo3BpawaeT dnara BbiTankusaHus PUSH. TMpu
nonydyeHun cnara PUSH po 3anonHeHuss Gydepa, dyHkuma OyaeT BosBpallaTb COOEPKUMOE YaCTUYHO
3anosiHeHHoro 6ydepa n yctaHaBnmBaTth nNpu Bo3epaTte dnar PUSH.

Mpu nomny4YeHUM CpPO4YHbLIX AaHHbIX MNonb3oBaTento OyaeT nepefaBaTbCs yBEOOMIIEHME C MOMOLLBH CurHana
nonb3oBaTenbCckoro nHTepgenca TCP. MNMpuHMMaroLwmin nonb3oBaTenb AOMMKEH HAaXoauTbLCA B pexume urgent. Ecnv
dnar URG ycTaHOBNEH, 3TO roBOPWUT O HanuuumM [OMOSNHUTENbHBIX CPOYHbIX AaHHbIX. OTcytcTBMe dnara URG
rosoput o Tom, yto hyHkumss RECEIVE BosBpaTtuna Bce CpouYHble AaHHble M MOMb3oBaTeflb MOXET Mepentu B
HopMarnbHbIn pexum. OTMETUM, YTO [aHHbIE MOCME ykasaTens CPOYHOCTU (HECPOYHbIE AaHHbIE) HE MOryT ObiTb
OOCTaBreHbl NONb30BaTENO B TOM Xe Bydepe, rae cogepxaTcs CpoYHble AaHHbIE, €CNU rpaHuLa He yKasaHa ang
nonb3oBaTenem siBHO.

[ns Toro, 4Tobbl MOXHO 6bINo pasnuyaTtb Gydepsbl pasHbix ak3emnnapos RECEIVE n BuaeTtb NoOnNHOTY 3anonHeHus
Oydepa, byHKUMS BO3BpaLLaeT ykasaTenb Ha bydep u ymcno 6anToB, KOTOpbIe ObINN pearnbHO NPUHSTLI B Bydep.

HekoTopble peanusaunmm RECEIVE wmoryt wucnonbsoBaTe 6ydepHoe npocTpaHctBo TCP unun TCP moxer
MCNoNb30BaThb KoNbLiEeBOW Bychep COBMECTHO C MOMb30BaTENBLCKMMU NPOLEeCCaMu.

Close

$éopmaT: CLOSE (IOoKanpHOE MMSI COEAMHEHMSI)

OTa KkomMaHOa 3akpbiBaeT ykasaHHOe coefvHeHue. Ecnu coeguHeHne He OTKPbITO MNK Bbi3bIBAKOLMIA NPOLECC He
MMeeT MOMHOMOYMIA Ansd paboTbl C ykasaHHbIM COeAUHeHMEeM, (PYHKLUMS Bo3Bpallaet coobuieHne o6 owwmbke.
3aKkpbiTVe coeaMHEHWI OCYLLECTBMSIETCH KOPPEKTHO W BCE [aHHble He3aBeplUeHHbIX BbizoBoB SEND Oyayr
nepegaHbl (BO3MOXHO, MOBTOPHO) C COXPaHEHNEM YrMpaBrieHMs1 MOTOKOM AaHHbIX. TakuMm 06pa3om, MOXHO caenatb
Heckonbko Bbi3oBoB SEND, nocne koTopbix 6yaet cnenoBath Bbid3oB CLOSE u ObiTb YBEPEHHLIM B Nepeaaye Bcex
AaHHbIX. CregyeT MOMHUTb, YTO MNONb3OBaTeNU OOMMkHbI nNpogorkatb Bbi3oBbl RECEIVE pns 3akpbiBaemoro
COeQIMHEHWs1, MOKa Apyras CTOpOHA MbiTAeTCs nepedaTb OCTallMecss y Hee AaHHble. TakuMm 06pas3om, BbI3OB
¢yHkumm CLOSE o3HavaeT, 4To Gonblle HeT AaHHbIX AN nepegayun, HO BOBCE HE rOBOPUT O TOM, YTO AaHHble
Oonblwe He npuHMmatrTcsa. MoxeT cnyunTbCcs (ecrnyM  NPOTOKON  MOMb30BAaTENbCKOTO YPOBHS  peanu3oBaH
HEKOPPEKTHO), YTO 3aKkpblBalOLlas coeguHeHMe CTOPOHa He CMOXeT nepefaTb BCe MMeLWMecsa y Hee AaHHble 40
3aBepLlueHus TariM-ayTa. B atom cnyvyae CLOSE tpaHcnupyetca B8 ABORT u coeanHeHune TCP pBeTcs.

Monb3oBaTenb MOXET 3aKpblTb coeauHeHne ¢ nomouwpbto CLOSE B nto6Goit MOMEHT Mo CBOEW WHMUMaTUBE UNn B
OTBET Ha npeanoxeHue co cTtopoHbl TCP (Hanpumep, 3akpbiTe COeAVMHEHUS YAaneHHOW CTOPOHOW, TavM-ayT npu
nepegaye, HeAOCTYNHOCTL Nonyyartens).

Mockonbky 3akpbliTue coeguHeHus TpebyeT obmeHa uHdopmauumen ¢ BHewHum TCP, coeavHeHwe B TeyeHue
KOPOTKOrO BPEMEHM MOXET COXPaHATLCHA B 3aKPbITOM COCTOSHUW. MMOMbITKM OTKPbITb COEAUHEHUE 3aHOBO [0 TOro,
kak TCP BepHeT oTknuk Ha komaHay CLOSE 6yaeT npvBoguThb K ownbke.

CLOSE Takke KOCBEHHO BbINOMHAET PYHKLMIO BbITANKMBaHWS AaHHbIX.

Status
$opmaT: STATUS (nokanbHOE MMs COeAMHEHMs) -> MHPopMaumsi O COCTOSHUM
3OTa nonb3oBaTenbckas KOMaHOda 3aBUCUT OT peanu3aunn n Mmoxet ObITb UCKNtOYeHa 6e3 HeraTUBHOro BIUAHUA Ha
pabotry TCP. BosBpalwiaemas komaHgon wuHdopMaums 0OblMHO ABRseTcs Konuen copepxumoro TCB ans
YKa3aHHOro coemMHeHuA.

KomaHnga Bo3BpallaeT 6rnok gaHHbIX, cogepKaLiuin:

NoKarnbHbIN COKET,

BHELUHWIN COKeT,

rnokanbHOe NUMsi COEANHEHMS,

OKHO Npuema,

OKHO Nnepefayu,

COCTOSIHNE COEAMNHEHMUS,

yncno 6ydepos, oxmaaLMX NOATBEPKAEHWS,
yncno Bydepos, oxmaarLwmx npuema,
COCTOSIHWE CPOYHOCTH,

NpeAanoYTeHNns,
6e3onacHocTb/pa3geneHune,
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Tanm-ayT Ans nepegayu.

B 3aBMCMMOCTM OT COCTOSIHMSI COeOQUHEHUst W/UNN peanu3aumm HekoTopble Morisi MOryT GbiTb HEAOCTYMHbIMU UMK
HeoAHO3HauHbIMU. Ecnv BbI3BaBWMA (DYHKLUMIO MPOLECC HE MMeeT [OoCTyna K COeAVMHEHUI0, BO3BpallaeTcs
cooOLLeHne 06 ownbke.

Abort
$éopmaT: ABORT (nokanbHOE MMsI COEAMHEHMS)
Ota KomaHaa npepbiBaeT paboTty Bcex oxupatowmx BbidoBoB SEND u RECEIVE, ynanser TCB u nepepaet
cneunansHoe coobweHne RESET Ha ypaneHHyto ctopoHy TCP-coeaunHeHusi. B 3aBucMMocTn oT peanvsaumu
nonb3oBaTenb MOXET MOMyyYuTb YBEOOMIIEHUSA O NPEpbIBaHUMWN ANS BCEX OCTaBLUMXCHA HEe3aBepLUEHHbIMU BbI30BOB
SEND n RECEIVE wnu nogTeepxgeHue onepauun npepbiBaHUs.

CoobweHusi om TCP k nonb3oeamento

MNpepnonaraeTcs, 4TO OnepauMoHHas cuctemMa obecneyvBaeT BO3MOXHOCTb ACMHXPOHHOW nepepayn curHanmos oT TCP «k
nonb3oBaTtensckuMm nporpammam. Korga TCP nogaeT curHan nonb3oBaTento, C 9TMM CWUrHanoM nepefaeTcs Hekast
nHdopmaumsa (Hanpumep, cooblyeHne o6 owwnbke). B HeKoTopbIX crydasx MOXeT nepedaBaTbCs MHMOPMaUMSA O COCTOSHUU
o6pabotkn SEND, RECEIVE vnu gpyrux nonb3oBaTenbCKUX BbI30BOB.

B curHanax cogepxartca crnegyolimne cBegeHus:

JlokanbHoe nmsa coeguHeHns Bcerga

CTpoka oTknuka Bcerga

Apnpec 6ydepa Send n Receive
CyeTuuK NpuHATLIX 6aiToB Receive

®nar Push Receive

®nar Urgent Receive

Numepdpeiic TCP - Huxenexauwjuli yposeHb
TCP obpalyaeTtca K MOAYMIO NPOTOKOMa HUXenexallero ypoBHS ANS peanbHOW nepefadn unm npuema AaHHbIX Yepes CeTb.
OpHUM 13 NpUMEpPOB Takol peanusaunm siensietcs cuctema ARPA, ncnonbaytowas Ha Hkenexatliem yposHe mogyrns IP [2].

Mpn ucnonb3oBaHWM Ha HwXkenexawem ypoBHe npoTokona IP nocnegHu obecnedvBaeT aprymMeHTbl ANS ykasaHus Tuna
obcnyxuBaHusi U BpemeHn xusHu. TCP MoXeT ncnonb3oBath A5 3TUX NapameTpoB crneytolume 3Ha4YeHns:

Tun o6cnyxmBaHust (Type of Service) = lpegnourenmss (Precedence): routine, 3Bagepxka (Delay):
normal, IpomnyckHasa cnocobuocTek (Throughput): normal, HagmexnocTe (Reliability): normal (>Tm
BHaueHus1 Bagaworcsa umciom 00000000) .

Bpemst xmusHu (Time to Live) = 1 mmuyra wmam 00111100°.
OTMeTMM, YTO NPUHATOE MaKCMMallbHOEe BpeMA XU3HU NaKeTOB COCTaBndAeT ABe MUHYTbl U Mbl 30eCb ABHO yKa3blBaeM
HeO6X0}J,VIMOCTb YHUYTOXEHUA NakeToB, KOTOpPble He Obinn AOCTaBlieHbl B Te4YeHne 1 MWHYTbI.

Ecnn Ha HwxenexalleMm ypoBHe paboTaeT npotokon IP (Mnu mHOW npoTokon, obecneynBaloLuii TakMe BO3MOXKHOCTM) U
UCMonb3yeTcs MapLupyTM3aums, 3adaHHas oTnpaBuTeneM (source routing), uHTepdenc [JomkeH paspewaTts obmeH
MapLUpyTHOM uMHdopMmaumen. OTo 0cOGEHHO BaHO MOTOMY, YTO ajgpeca OTMpaBUTENS M MonyvaTens UCMomnb3ylTcs npu
pacyeTe KOHTpomnbHOM cymmbl TCP Ha npuemHol 1 nepefarollert CTopoHe. BaxHO Takke COXpaHWTb MapLlpyT Bo3BpaTta Ansi
OTBETa Ha 3anpoc opraHn3aLmn coeanHeHus.

JTioBol npoTokon HwKenexallero ypoBHS OOIKEH npefocTaBnsaTb MHopmauuo 06 agpecax OTnpaBuTens v nonydvaTens,
rone nNpoTokona, a Takke TOT UNKN uHoW cnocob onpepeneHns pasmepa TCP. 3Tn gaHHble obecnevmBaoT YHKLMOHAMbHbIN
9KBMBaneHT cnyx6 npoTtokona IP 1 ncnonb3yloTcsa npy pacyeTe KOHTPOnbHbIX cymm TCP.

3.9. O6pabomka cobbimuti

PaccMmoTpeHHbIn HWKe npumep ob6paboTkM cobbiTuin ABNSETCA NUb OAHMM U3 BO3MOXHbIX BapuaHToOB peanusauuu. B
KOHKPETHbIX peanusauusax nopsaok obpaboTkm MOXET HECKONbKO OTNMYaTbCHA, HO 3TM pasnuunst OOSDKHbl ObiTb TONMBKO B
aetansx, a He B CyTW.

Oenctena TCP MOXHO paccmaTpuBaTb Kak OTKIUKM Ha cobbiTusA. MNponcxogdwme cobbiTus MOXHO pasbutb Ha Tpy KaTeropum -
nonb3oBaTenbCkue BbI30BbI, JOCTaBKa CErMEHTOB U TaliM-ayTbl. B 9ToM pasgene onuncaHbl genictens TCP B oTBET Ha cobbITus
Ka)kOoro M3 nepeyncrieHHbix TunoB. Bo MHormx cnydasx Tpebyemasa B oTBET Ha cobbiTve o6paboTka 3aBUCUT OT COCTOSIHUSA
COefIMHEHMS.

Co6rrTHst :

[lonkb30oBaTENILCKME BHISOBH
OPEN
SEND
RECEIVE
CLOSE
ABORT
STATUS

JocTaBka CerMeHTOB
SEGMENT ARRIVES

TanM-ayTs
TIMEOUT
RETRANSMISSION TIMEOUT
TIME-WAIT TIMEOUT

9710 TpeboBaHme ycTapeno 1 BpeMs XU3HWU He 06a3aHo cocTaensaTe 60 cekyHa (cM. RFC-1122, 4.2.2.19). lMpum. nepes.
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Mogenb nonb3oBaTenbCKOro VIHTepCbeVIC& TCP 6a3wpyeT0ﬂ Ha HemenneHHOM BO3BpaTe U3 NoJfib30BaTEJIbCKMX Bbl30OBOB U
BO3MOXHO 3a,u.ep>|<aHHb|x1 OTKNMMKax Ha BbI30OB C MNOMOLLbHO cobbITns nnu ncesaonpepbiBaHUA. B nocnenywwnx onncaHnax
TepMuH curHan byaeT ykasblBaTb NPUYMHY aCMHXPOHHOIO OTKIMKA.

CoobLeHus 06 owmbkax NpMBOAATCS B hopme CMMBOSBHBIX CTPOK. Hanpumep, npu Bbi3oBe KOMaHAbl, koTopas obpallaeTcs K
HEeCYyLLeCTBYIOLLEMY COeaAMHeHMo, ByaeT Bo3BpawaTbcs coobLuleHne «error: connection not open» (owwvbka: coeguHeHne He
OTKpbITO).

OTMeTUM Takke, YTO BCce apudpMeTUdIeckme onepauum ¢ nopsiakoBLIMU HOMepamu, HoMepamu NOATBEPXKAEHWIA, OKHaMK U T. M.
OCHOBaHbl Ha Mogyne 2% (paamep MPOCTPaHCTBA MOPSIAKOBLIX HOMEPOB). 3HAYOK =< O3HA4YaeT «MEHbLUe MMM paBHO» (Mo
mMoaynio 23%).

EcTecTBeHHbIM BapuaHTOM npouecca o6paboTky BXOASALMX CErMEHTOB SBMSIETCS CHavana npoBepka KOpPPEKTHOCTU
nopsiAkoBOro Homepa (T. €., ero «nomnagaHusi» B OKHO Mpuema), pa3MelleHve B o4yepean M nocneaywouwias obpaboTka B
rnopsiake Bo3pactaHusi HOMEPOB.

Korga cermeHTt nepekpbiBaeTcA C nosiydeHHbIM paHee CerMeHTOM, OH PEKOHCTPYMUpyeTCA Takum o6pa30M, YTOObl B CErMEHTE
coaepXannucb TOJIbKO HOBbIE AaHHbIe (I'IOJ'IH 3aroyioBKOB N3MEHAKTCA B COOTBETCTBUN C HOBbIM CO}J,ep)KVIMbIM).

OTMeTMMm, 4YTO ecnun nameHeHune coctosiima TCP He YKa3aHO, 3TO roOBOPUT O COXPaHEHUN NpeXXHEero COCToOAHNA.

lMonb3oe8amesibcKue 8bI308bI

OPEN
CocTtosinue CLOSED (TCB He cyLyecTByerT)

CospgaeTcs HoBbIV O6nok ynpaenenusi nepegaden (TCB) anga xpaHeHnst 4aHHbIX O COCTOSHMU COeaUHEHMs. 3anonHaTca
nonsa MaeHTUUKaTOPOB NOKaNbHOrO M BHELLUHEro coketa, npeanoyteHuid, 6e30nacHOCTM, a Takke Monb30BaTenbCKuii
Tanm-ayt. OTMETMM, 4TO Npu naccusHoM BbizoBe OPEN BHelHWIA cokeT MOXeT ObITb He yKa3aH MONHOCTBIO U 9TO none
3agaeTca nocne npuema Bxopsiwero cermeHta SYN. OcyllecTBNsieTcss MNpoBepka KOPPEKTHOCTM  3adaHust
nonb3oBaTtenem YypoBHS 6e30nacHOCTM M NpPeanovTeHUss - Mpu  HEeJonyCTMMOM Ans  NONb30BaTensl ypoBHE
BO3BpaLLaeTcs cooblieHne o6 owmnbke «error: precedence not allowed» (HegonyCcTUMBINA YPOBEHb NPeAnoYTEHMS) Unn
«error: security/compartment not allowed» (HegonycTumbin ypoBeHb 6e3onacHocTu,pasgenenus). NMpu naccrBHOM
BbI30Be OcyluecTBnsieTcst nepexos B coctosiHue LISTEN v Bo3Bpat. Ecnu BbI30B akTUBHBIN M BHELLHWIA COKET HE YKa3aH,
BO3BpaLyaeTcs coobLieHne ob owmnbke «error: foreign socket unspecified» (BHeLWHWI COKeT He 3adaH); ecnv BHELLHWN
COKET NpV aKTMBHOM BbI3OBE YKa3aH MOMHOCTbI, reHepupyeTca cermeHT SYN. Bbibupaetcsi 3HayeHue HayarnbHOro
nopsigkosoro Homepa ISS. MNepenaetca cermeHT SYN B hopme <SEQ=ISS><CTL=SYN>. YcraHaBnusatoTca 3Ha4eHNs
nonen SND.UNA = ISS, SND.NXT = ISS+1, ocywectBnsetcs nepexop B coctosiHne SYN-SENT 1 Bo3Bpat ynpaBneHus.

Ecnu BbI3bIBaOLLMIA NpoLECcC He MMeEeT AOCTyNa K yKa3aHHOMY IOKanbHOMY COKETY, BblgaeTcsi cooblieHne o6 owwmnbke
«error: connection illegal for this process» (HekoppekTHoe coeMHeHMe Anst faHHOro npouecca). Ecny HeT Bo3aMoXXHOCTH
opraHunsoBaTb HOBOE COeaMHEHME, Bo3BpaLlaeTcs cooblueHne «error: insufficient resources» (HexBaTtka pecypcos).

CoctosiHue LISTEN

Ecnun BbI30OB aKTMBHbIA M BHELUHUI COKET MOMHOCTbI0 3aJaH, COeAUHEHME MEepexoamT U3 MacCUBHOIO COCTOSIHWUS B
aKTMBHOe W 3apaeTtca 3HadveHue ISS. lNNepepaetca cermeHT SYN, yctaHaenusatoTcs 3HauveHuss SND.UNA = |[SS,
SND.NXT + ISS+1. CoeguHeHue nepesogutcsa B coctosiHne SYN-SENT. [aHHble, cBA3aHHbIe ¢ BbizoBoM SEND, moryT
ObiTb nNepefaHbl B cermeHTe SYN mnv nomelleHbl B ovepenb Ha nepepady Ans uUxX OTNpaBkM Mocne nepexogja B
coctositHne ESTABLISHED. Ecnu npu BbizoBe koMaHAbl Obin 3anpolueH rar CPOYHOCTU, OH NepefaeTcsi C CerMeHTOM
OaHHbIX, OTNpaBnsieMbiM B pe3ynbTaTe 3ToM KomaHwabl. Ecnn B ouvepeam 3anpocoB HeT cBoOOAHOroO MecTa,
BO3BpaLLaeTcs coobuieHue «error: insufficient resources». Ecnu BHELWHWIA COKET He Obin ykasaH, BbiaaeTcs coobLieHne
«error: foreign socket unspecified».

Cocrosaauma  SYN-SENT
SYN-RECEIVED
ESTABLISHED
FIN-WAIT-1
FIN-WAIT-2
CLOSE-WAIT
CLOSING
LAST-ACK
TIME-WAIT

BosBpaluaeTcs coobueHne ob owmnbke "error: connection already exists" (coeguHeHne yxe cyLecTByer).
SEND
CocTtosinue CLOSED (TCB He cyLiecTByeT)

Ecnn y nonb3oBaTtenst HET nNpaB 4OCTyNa K coeanHEeHW0, Bo3BpallaeTcs cooblyeHne «error: connection illegal for this
process» (HEKOPPEKTHOE COeanHEHNE AN AAaHHOrO NnpoLecca).

B ocTanbHbIX cryyasix Bo3BpallaeTcsi coobLeHue «error: connection does not exist» (coeanHeHWsi He cyLLecTBYeT).

CoctosiHue LISTEN

Ecnn ykasaH BHELWHWA COKET, COeAMHEHWe NepeBogMTCA M3 MACCUMBHOINO COCTOSIHMS B aKTMBHOE U BblbupaeTtcs
3HauyeHue ISS. lMepepaetcs cermeHT SYN, yctaHaenuBatotcs 3HadeHuss SND.UNA = ISS, SND.NXT + ISS+1.

TACVHXPOHHbIX (MpuM. repes.)
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CoeavnHenne nepeoautcs B coctosiHne SYN-SENT. [aHHble, cBA3aHHble ¢ BbidoBoM SEND, mMoryT ObiTb nepenaHbl B
cermeHTe SYN wnm nomelleHbl B oyepedb Ha nepedady Ansg wMx OTMPaBKM MNOCre nepexoda B COCTOSHME
ESTABLISHED. Ecnv npu BbI3oBe KOMaHAbl Obifl 3anpolleH dniar CPOYHOCTU, OH NepPefaeTcs C CEerMEeHTOM AaHHbIX,
oTnpaensieMbiM B pes3ynbTaTte 3TOW komaHAabl. Ecnv B oyepeam 3anpocoB HeT cBOOOAHOrO MecTa, BO3BpallaeTcs
coobueHne «error: insufficient resources». Ecnn BHewWwHn cokeT He Bbin ykasaH, BelgaeTca coobeHne «error: foreign
socket unspecified».

CocTtosiHunA SYN-SENT
SYN-RECEIVED
[aHHble nomMellanTcs B ovepedb Ans nepedayn nocre nepexoga B coctosiHne ESTABLISHED. Ecnn B ovepean HeT
cB06OOHOrO MecTa, Bo3BpallaeTcsa coobuieHne «error: insufficient resources».
CocTtosiHusA ESTABLISHED
CLOSE-WAIT
Bydep cermeHTMpyeTca u nepepaetcs ¢ BrnoxeHHbiM noateBepxaeHnem (RCV.NXT). MNpu HexBaTke namstn ang
3anoMUHaHus 3agaHHoro 6ydepa NpocTo Bo3BpallaeTcs cooblleHue «error: insufficient resources».

Ecnu 3apgaH cnar cpouHoctn, Toraa SND.UP <- SND.NXT-1 u gna ucxogswmx CermMeHToB 3afaeTcs ykasaTenb

CPOYHOCTM.

CocTosiHus FIN-WAIT-1
FIN-WAIT-2
CLOSING
LAST-ACK
TIME-WAIT

BoasBpallaeTcsa cooblieHne «error: connection closing» (coefiMHeHWe 3akpbiBaeTcsi) 6e3 3anpoca 06CnyXuBaHuS.

RECEIVE
Cocrtosinne CLOSED (TCB He cyuwiectByeT)

Ecnun y nonb3oBatensi HET NpaB 4OCTyNa K COeaAnHEHWI0, Bo3BpallaeTcsa coobueHne «error: connection illegal for this
process» (HEKOPPEKTHOE CoeanHeHNe AN AaHHOrO NpoLuecca).
B ocTanbHbIx cnyvasx Bo3BpallaeTcst cooblyeHme «error: connection does not exist» (coeaAMHeEHUS He CyLecTByeT).

CocTtosiHuA LISTEN
SYN-SENT
SYN-RECEIVED
[aHHble nomellaoTcs B oyepedb AnNs nepedayn nocne nepexoga B coctosiHne ESTABLISHED. Ecnu B ouepean Het
cBob6OOHOro MecTa, Bo3BpallaeTcs coobuieHne «error: insufficient resources».
CocTtosiHuA ESTABLISHED
FIN-WAIT-1
FIN-WAIT-2
Ecnu ans BbINOMHEHMsT 3anpoca He xBaTaeT BXOASLUMX CErMEHTOB M3 o4yepeau, 3anpaluvpaeTcs odepefb. Ecnu B
oyepeam HeT cBobogHoro mecta ans 3anomuHaHnss RECEIVE, Belgaetca coobuienne «error: insufficient resources».

OcyluecTBnsieTcs c6opka BXOASLLMX CErMEHTOB U3 o4epean B NpueMHbiii Bydep 1 nepegaya bydepa nonbaosatento.
Mpu Hannuun dnara BbITankMBaHWa PyHKUMA Bo3BpaluaeT nons3osartento dnar PUSH.

Ecnn nepepaBaemMbiM nonb3oBaTento AaHHbIM npegwecrtsyeT RCV.UP, nonb3oBatenb nony4vyaeTt ysegomieHune o
Hann4ymm CpoYHbIX OAaHHbIX.

Korga TCP npuHumaeT Ha cebsi OTBETCTBEHHOCTb 3a [AOCTaBKy AaHHbIX MOMb30BaTemNto, 3TO (hakTU4eCcKn O3HayaeT
HeobXxoaAMMOCTb nepefayn oTnpaBuUTENo NoaTBepXaeHu. PopMupoBaHMe MOATBEPXKAEHUA pacCMaTpPUMBaETCs HUXKe
npu obcyxaeHnn o6paboTkn BXOAALLMX CETMEHTOB.
CocTtosiHue CLOSE-WAIT
Mockonbky yaaneHHas ctopoHa yxe nepepana FIN, BeisoB RECEIVE pgomkeH orpaHMunMTbCcA AaHHbIMU, KOTOPbIE YXKe
NPUHATLI, HO HE JOCTaBNEHbI Nonb3oBaTento. Ecnu oxupatwmx JocTaBku AaHHbIX yxke HeT, dyHkums RECEIVE Gyanet
BO3BpaLlaTb coobuieHne «error: connection closing» (coegnHeHve 3akpbiBaeTcs). B octanbHbix cnyyasx RECEIVE
6yneT ncnonb3oBaTh BCE OCTaBLUMECH AaHHbIE.
CocTosiHus CLOSING
LAST-ACK
TIME-WAIT
BosBpaliaeTtcs coobuieHune "error: connection closing".

CLOSE
Coctosinne CLOSED (TCB He cyuwecTtByeT)

Ecnn y nonb3oBaTtens HeT npaB AOCTyna K COeaAnHEHWI0, Bo3BpallaeTcsa coobueHne «error: connection illegal for this
process». B ocTtanbHbIx criydasix Bo3spalyaeTcst cooblueHue «error: connection does not exist».
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Coctosinue LISTEN

Bce HesaBeplueHHble BbizoBbl RECEIVE 3aBepluatotcsi ¢ cooblieHnem «error: closing» (coegnHeHve 3akpbiBaeTcsl).
Ypansetca TCB u coeguHeHne nepesogutca B coctosiHne CLOSED.

CocTtosiine SYN-SENT

Ypansietcs TCB 1 Bo3BpalyaoTcs coobLueHnst «error: closing» ansi Bcex nocTaBneHHbIX B odepeab BbizoBoB SEND u
RECEIVE.

CocTtosiHue SYN-RECEIVED

Ecnu HeT odepeam SEND u gaHHbIX, oxuaarowmx nepeaadn, opmupyetca cermeHT FIN n coegnHeHvne nepexoauT B
coctosiHne FIN-WAIT-1. B npoTvBHOM crnyyae BbI30B MOMeELLAeTCA B ovyepedb AN oOpaboTkvM nocne 3aBepLueHus
coctosiHna ESTABLISHED.

CocTtosinne ESTABLISHED

3anpoc coxpaHseTcs B oyepeaw, noka He GyayT cermMeHTMpoBaHbl Bce npeabigywmne BbizoBbl SEND. Nocne atoro
dopmmpyetcsa cermeHT FIN n coegnHenne nepexogut B coctosHme FIN-WAIT-1.

CocTosiHuA FIN-WAIT-1
FIN-WAIT-2

CTporo roBopsi, Takov BbI30B SIBNSIETCS ANS AAHHbIX COCTOSHUIA OWIMOKOW M [OMKEH BO3BpallaTb COODLLEHNE «error:
connection closing» (3akpbiTue coegmHeHust). OaHaKo OTKNMK «ok» (HET owmnbOoK) Takke AonyckaeTcs, Noka He nepeaaH
noBTopHO cerMeHT FIN (xoTs1 nepBbii cermeHT FIN MoxeT ObITb NnepefaH NoBTOPHO).

CocTtosiine CLOSE-WAIT

3anpoc coxpaHsieTcss B oyepeam, noka He OydyT cerMeHTMpoBaHbl Bce npeabiaywne BbizoBbl SEND. lMocne atoro
dopmmpyeTcs cermeHT FIN 1 coeanHenne nepexoaut B coctosiHne LAST-ACK!.

CocTtosiHus CLOSING
LAST-ACK
TIME-WAIT
BosBpaluaeTcs coobuyeHue «error: connection closing».

ABORT
CocTtosinue CLOSED (TCB He cywecTByerT)

Ecnn y nonb3oBaTtens HeT npaB AOCTyna K COeAMHEHWI0, Bo3BpallaeTcsa coobleHne «error: connection illegal for this
process». B octanbHbIX cnyyasx Bo3BpallaeTcst coobueHue "error: connection does not exist".

Coctosihue LISTEN

Bce ocratowmecsa BbizoBbl RECEIVE gomkHbl ObiTh 3aBeplueHbl C BO3BpaTOM COOOLLEHUsi «error: connection reset»
(coeguHeHwne pasopBaHo). Yaansetcs TCB, coeagnHeHne nepexogut B coctosstHue CLOSED.

CocTtosiHue SYN-SENT

Ypansietca TCB u BosBpallatoTcs cooblieHust «error: connection reset» ansi Bcex NOCTaBlNEHHbIX B 0Mepedb BbI30BOB
SEND u RECEIVE, coeanHeHue nepesoauntcs B coctosiHue CLOSED.

CocTtosiHus SYN-RECEIVED
ESTABLISHED
FIN-WAIT-1
FIN-WAIT-2
CLOSE-WAIT
Mepenaetcs cermeHT <SEQ=SND.NXT><CTL=RST>.

BosBpaluatotca coobuieHus «error: connection reset» ons Bcex nocrtaBneHHbIX B ovepeab Bbi3oBoB SEND 1 RECEIVE;
BCE CerMeHTbl U3 oyepeaun Ha nepefady (3a ucknioveHvem copmupoBaHHoro paHee RST) unm noBTOpHYO nepegady
YHUYTOXalTCA, yaansaetcs TCB u coegnHeHne nepesoamtcs B coctosiine CLOSED.

CocTtosiHus CLOSING
LAST-ACK
TIME-WAIT
dyHkLMa BosBpaLllaeT «oky, yaansetca TCB u coeguHeHne nepesoautcst B coctosiHne CLOSED.
STATUS
CocTtosinue CLOSED (TCB He cylyiecTByeT)

Ecnn y nonb3oBaTtenst HET nNpaB 4OCTyNa K CoeaMHEHW0, Bo3BpallaeTcs cooblyeHne «error: connection illegal for this
process». B octanbHbIx cnyyasx Bo3BpallaeTcsi coobuleHue «error: connection does not exist».

Coctosinue LISTEN
BosBpaluaeTtcs coobuieHue «state = LISTEN» u ykazatenb Ha TCB.

CocTtosinne SYN-SENT
BosBpaluaeTtcst coobuieHme «state = SYN-SENT» u ykasatens Ha TCB.

'B NCXOOHOM JOKYMEHTE ownGOoYHO ykasaH nepexosd B coctosiHne CLOSING Bmecto LAST-ACK (cm. RFC-1122, 4.2.2.20(a)).
lMpum. nepes.
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Cocrtosinne SYN-RECEIVED

BosBpaluaetcsi coobuieHme «state = SYN-RECEIVED» n ykasatens Ha TCB.

CoctosiHue ESTABLISHED
BosBpalaeTtcs coobueHne «state = ESTABLISHED» n ykasatens Ha TCB.

Cocrosinne FIN-WAIT-1

BosBpaluaeTcsa coobuieHune «state = FIN-WAIT-1» n ykasatenb Ha TCB.
CoctosiHne FIN-WAIT-2

BosBpaluaetcsa coobuweHune «state = FIN-WAIT-2» n ykasatenb Ha TCB.
CocrosiHnue CLOSE-WAIT

BosspaluaeTcsa coobueHne «state = CLOSE-WAIT» n ykasaTens Ha TCB.

CoctosiHue CLOSING
BosBpalaeTtcst coobueHme «state = CLOSING» u ykazaTtenb Ha TCB.

CoctosiHue LAST-ACK
BosBpalaeTcsa coobuieHune «state = LAST-ACK» 1 ykasaTtenb Ha TCB.

Cocrosinne TIME-WAIT
BosepalyaeTtcs coobuweHve «state = TIME-WAIT» n ykasatens Ha TCB.

Hocmaeka ceeamenmoe
Cocrtosinne CLOSED (TCB He cyuwecTtByeT)

Bce gaHHble BO BXOAsLLIEM CEerMeHTe OTOpachbiBalOTCH, OTOpAchiBAaeTCA Takke BXOAALWMN CermMeHT, cogepxawimn RST.
B otBeT Ha Bxogswwmi cermeHT 6e3 RST nepemaetca cermeHT RST. MNopsiakoBbI HOMEP U HOMeEpP NoATBepXOeHus
BblbupatoTca Takum 06pasom, 4Tobbl caenaTb nopsakosbin HoMep RST npuemnembiv ans TCP, nepegasLluero cermeHT.

Ecnn 6ut ACK He ycTaHOBNEH, UCMONb3yeTcs NopsakoBbii Homep 0.

<SEQ=0><ACK=SEG. SEQ+SEG.LEN><CTL=RST, ACK>
Mpwn Hannuumn 6uta ACK

<SEQ=SEG.ACK><CTL=RST>
CoctosiHue LISTEN

1)
2)

4)

Mpoeepka RST - Bce Bxoaswme RST gomkHbl ITHOPMPOBATLCS C BO3BPATOM YrpaBIieHus.

MpoBepka ACK - nobble noaTBepXOeHUs SBNSOTCS HEKOPPEKTHLIMU, €CNM OHW MOCTYNalT Yyepe3 coeanHeHue B
coctosiHum LISTEN. B oTBeT Ha TakvMe noaTBepXaeHust 4omkeH hopMMpoBaTbCs NPUEMSIEMbIA CErMeHT cOpoca B
dopmare:

<SEQ=SEG.ACK><CTL=RST>
BosBpat ynpasneHus.

MpoBepka SYN

Ecnu 6ut SYN ycTaHoBneH, npoBepsieTcs ypoBeHb GesonacHocTu. Ecnu ypoeeHb Ge3aonacHocTw/pasneneHus ans
BXOASILLETO CEerMEHTa He COOTBETCTBYET B TOYHOCTM ypoBHIO Ge3sonacHoctn B TCB, nepenaetca curHan c6poca u
BO3BpaLlaeTcs ynpasrneHue.

<SEQ=0><ACK=SEG. SEQ+SEG . LEN><CTL=RST , ACK>'
Ecnn SEG.PRC > TCB.PRC, To npn Hannunu paspeLleHns co CTOPOHbI NOnb3oBaTens U CUCTEMbl YyCTaHaBNMBaeTcs
TCB.PRC<-SEG.PRC; B npoTMBHOM Cny4ae nepegaetcsa curHan cbpoca v Bo3BpaLlaeTcs ynpaBrieHue.

<SEQ=0><ACK=SEG.SEQ+SEG.LEN><CTL=RST,ACK>!
Ecnn SEG.PRC < TCB.PRC, o6paboTka Bbl3oBa NpoAomKaeTcs.

YcrtaHaBnmBatotcs 3HadeHns RCV.NXT = SEG.SEQ+1 u IRS = SEG.SEQ, Bce ocTarnbHble OaHHble U nons
yrnpaBreHns NoMeLLaTca B odyepedb AN nocneaywoulern obpaboTtkn. JomkHO ObiTb BbIOpaHO 3HayeHue ISS u
nepegaH cermeHT SYN B dhopme:

<SEQ=ISS><ACK=RCV.NXT><CTL=SYN,ACK>

YcraHaBnmBatoTcst 3HadeHnss SND.NXT = ISS+1 n SND.UNA = ISS. CoeanHeHne OomkHO ObiTb nepeBefeHo B
coctosiHne SYN-RECEIVED. OtmeTum, 4Tto nobble Apyrie BXoasaLwme AaHHble 1 Nons ynpasrneHus (BKNIOYEHHbIE B
SYN) 6ynyt obpabatbiBatbest B coctosHun SYN-RECEIVED, Ho obpabotka SYN n ACK He JormkHa NOBTOPSATHLCS.
Ecnu npocnywuBatollasi CTopoHa He 3adaHa MONMHOCTbi (T. €., He MOMHOCTbI0 YyKaszaH BHELUHWI COKET),
NponyLLeHHbIE NOMS AOMKHbI ObITh 3aMONHEHbI HA 3TOM 3Tane 06paboTku.

MNposepka apyrux nonei

JToGble ppyrme cermeHTbl ynpaBreHnss u AaHHbix (He copepxawme SYN) pomxkHel copgepxaTb ACK u, Takum
o6pasom, 6yayT otbpolueHsl npu nposepke ACK. Bxogsawwmin cermeHT RST He MOXeT ObITb KOPPEKTHBIM, MOCKOMbKY
OH He MOXEeT CMyXUTb OTKIIMKOM Ha Kakyl-nnbo nepegadvy B AaHHOW MHKapHauuMu coeguHeHusi. BeposTHoCTb
NnonyyYeHusi Takoro CerMeHTa marna, HO ecrnv 3TO MPOU30OMAET, HYXXHO MPOCTO OTOPOCUTL CErMEHT U BO3BPATUTb
ynpaBneHue.

'B MCXOQHOM AOKYMeEHTe OLMBOoYHO ykasaHa komaHaa copoca <SEQ=SEG.ACK><CTL=RST>. Owwub6ka ucnpaeneHa B RFC
1122, naparpad 4.2.2.20(b), nepeBog KOTOpPOro umeeTcs Ha canite www.protocols.ru. lpum. nepes.
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Coctosinne SYN-SENT

1)

5)

Mposepka 6uta ACK
Ecnu 6ut ACK ycTaHOBMEH, BbINOMHAKTCA CreayloLme onepawmu:

Ecnu SEG.ACK =< ISS unn SEG.ACK > SND.NXT, nepenaetcsi curHan copoca (ecnvm 6ut RST yxe ycTaHOBMEH,
cerMeHT oTbpacbiBaeTCcs C BO3BpaTOM ynpaBreHus)

<SEQ=SEG.ACK><CTL=RST>
U cerMeHT oT6pacbiBaeTcs C BO3BPATOM YrpaBneHus.

Ecnu SND.UNA =< SEG.ACK =< SND.NXT, 6ut ACK cuutaeTtcs gonyctumbiM 1 obpaboTka npogormkaeTcs.
MpoBepka 6uta RST
Mpwn Hanuuumn 6uta RST BLINOMHSAIOTCA CriegyoLlmne onepaumm:

Ecnn 6utr ACK Gbin gonycTumbiM, Monb3oBaTento nepegaetca coobuieHune «error: connection reset» (cbpoc
COEIMHEHNs1), CerMeHT OTOpacbiBaeTca u coeauHeHne nepeeoautcsa B coctosiHue CLOSED c yaanenvem TCB u
BO3BpaToOM ynpasneHus. B npotusHom cnyyae (Het ACK) cermeHT oTbpackiBaeTcs ¢ BO3BPaTOM yrnpaBneHus.

MpoBepka ypoBHSA 6€30nacHOCTM U NPeanoYTeHUs

Ecnu ypoBeHb 6Ge3onacHocTW/pa3geneHnss B MNPUHATOM CErMeHTEe He COOTBETCTBYET B TOYHOCTU YPOBHIO
©esonacHoctn TCB, nepenaetca curHan copoca:

6um ACK ycmaHoerneH

<SEQ=SEG.ACK><CTL=RST>
6um ACK He ycmaHoe/1eH

<SEQ=0><ACK=SEG. SEQ+SEG. LEN><CTL=RST,ACK>
Ecnun YpOBHU ©e3onacHOCTU COBMaAatoT, BbIMOMHAOTCA cnegywuimne onepauunn:

6um ACK ycmaHoeneH
Ecnu ypoBeHb npennoyTeHnst B cerMeHTe He COOTBETCTBYET ypoBHIo B TCB, nepenaetcs curHan cbpoca

<SEQ=SEG.ACK><CTL=RST>
6um ACK He ycmaHoeneH

Ecnn ypoOBE€Hb npennoyvTteHna B CerMeHte Bbille YpPOBHA B TCB, c no3BOneHus1 nonb3oBaTenss U CUCTEMbI
NnoBbILLAeTCA ypoBEHb NpeanoyYTeHnsa B TCB po coBnageHus ¢ YpPOBHEM B CermMeHTe; npn HEBO3MOXXHOCTU NMOBbICUTb
YpOBEHb npeano4YTeHna nepegaetca CurHan 06poca

<SEQ=0><ACK=SEG.SEQ+SEG.LEN><CTL=RST,ACK>
Ecnu ypoBeHb nNpegnoyTeHns B cermeHTe Huxke ypoBHsa B TCB, npogomkaeTtca obpaboTka BbI3oBa.

Ecnu 6b1n nepepaH curHan cbpoca, cerMmeHT oTOpackiBaeTCsl C BO3BPaTOM YNpaBrieHusl.
MpoBepka 6uta SYN
OTOT aTan BbINonHAeTCH Tonbko npu koppektHoM ACK unu otcytcteumn ACK, ecnu cermeHT He cogepxut RST.

Ecnu 6ut SYN yctaHoBneH n napameTpbl 6e3onacHOCTU/NpeanodTeHNsa NpUeMnemMsl, YCTaHaBNMBaTCA 3HAYEHUS
RCV.NXT = SEG.SEQ+1 u IRS = SEG.SEQ. 3HayeHne SND.UNA pomxHo 6biTb yBenuyeHo o SEG.ACK (ecnu
umeetca ACK) n Bce cerMeHTbl U3 odepean NnoBTOPHOW nepefayn, KoTopble TakuMm obpasom 6yayT noaTBepxAeHbI,
OOMKHbI BbITe yAaneHsl U3 oyepeau.

Ecnu SND.UNA > ISS (cermeHT SYN 6bin noaTBepXaeH), COCTOsIHUE coenHeHust meHsieTcst Ha ESTABLISHED,
dopmupyeTcs n nepegaetcsa cermeHT ACK

<SEQ=SND . NXT><ACK=RCV . NXT><CTL=ACK>

B 3TOT cermMeHT MoryT ObITb BKITHOYEHbI JAHHbIE U CUTHArbl YpaBreHns M3 ovyepean Ha NoBTOPHY nepenady. Ecnu
B CEermMeHTe MNpUCYTCTBYIOT ApYyrue AaHHble UM NOons ynpasneHusi, npogorkaeTcs obpaboTka 3TOro cermMeHTa c
npoBepkn 6uta URG (cm. atan (6) Hke), B NpOTUBHOM crnydyae obpaboTka 3aBepLlaeTcsi C BO3BPATOM YrpaBreHus.

Ecnu 6ut SYN He ycTaHoBneH, coegnHeHne nepexoamT B coctosiHne SYN-RECEIVED, cdopmupyeTtcsa n nepegaetcst
cermeHT SYN,ACK

<SEQ=ISS><ACK=RCV.NXT><CTL=SYN, ACK>
Ecnv B cermMeHTe npuCyTCTBYIOT OpYyrMe AaHHble WM MONs ynpasrieHus, OHM MOMELLATCs B odepedb And
o6paboTku nocne nepexona coeamHeHusi B coctosiine ESTABLISHED v Bo3BpalLaeTcs ynpaBneHue.

Ecnu He yctaHoBneH Hu 6uT SYN, H1 6ut RST, cermeHT oTGpackiBaeTcs ¢ BO3BpaTOM YNpaBrneHus.

Mocne nepeuncnenHblx ans coctosHuii CLOSED, LISTEN, SYN-SENT npoBepok BbINOMHSAKTCA CrieaylLimne onepaumm:
(1) Mpoeepka nopsidkoeo2o HomMepa.
CoctosiHua SYN-RECEIVED

ESTABLISHED
FIN-WAIT-1
FIN-WAIT-2

'B cootBeTcTBUM ¢ RFC 1122 npu nepexoge B coctosiHe ESTABLISHED pomkHbl 6bITb YCTaHOBMEHbI CrieaytoLime
nepemeHHble SND.WND<-SEG.WND, SND.WL1<-SEG.SEQ, SND.WL2<-SEG.ACK. lpum. nepes.
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CLOSE-WAIT

CLOSING
LAST-ACK
TIME-WAIT

HavanbHble npoBepkM C Uenbl OTOpacbiBaHWs CTapbix AyOnukaTtoB MPOBOAATCS B MOPsSAKe NpubbITUSI, HO
AanbHenwas obpaboTka cerMeHTOB BeAeTCH B COOTBETCTBUM C nopsgkoBbiMu Homepamu B none SEG.SEQ. Ecnn
CErMeHT BKITHOYaET CTapble U HOBble AaHHble, AOoMkHa 06pabaTbiBaTbCs TOMBKO HOBasi MHpopMaLums.

Mpw HayanbHOM NpoBepKe NPMOLIBAIOLLMX CETMEHTOB BO3MOXHbI 4 BapuaHTa:

Pasmep ceeamenma OkHoO npuema MNMpoeepka
0 0 SEG.SEQ = RCV.NXT
0 >0 RCV.NXT =< SEG.SEQ < RCV.NXT+RCV.WND
>0 0 HeJonycTMmMo
>0 >0 RCV.NXT =< SEG.SEQ < RCV.NXT+RCV.WND wunu

RCV.NXT =< SEG.SEQ+SEG.LEN-1 < RCV.NXT+RCV.WND
Ecnn RCV.WND = 0, cerMeHTbl He MOryT NpMHMMaTbCS 3a UCKITHYeHnem KoppekTHbIx cermeHToB ACK, URG n RST.

Ecnv BXxogsawmin cermeHT HenpuemneMm, B OTBET Ha Hero AOMKHO ObiTb NepedaHo yBedOMIeHne (ecnu ycTaHOBMEH
6ut RST, cermeHT gomxeH ObiTb OTOPOLLEH C BO3BPaTOM yrnpaBneHus):

<SEQ=SND . NXT><ACK=RCV .NXT><CTL=ACK>
Mocne nepenadyun nogreepxxgeHna nponcxoanT OT6paCbIBaHMe HenpuemnemMmoro cermMmeHTa 1 Bo3BpaTt ynpaBJiieHUA.

B panbHeiwem cermeHTbl npeanonaraiTcs naeanuanpoBaHHbIMU - OHM HaumHatoTes ¢ RCV.NXT n He BbIXxoasT 3a
npegensl okHa. PeanbHble cerMeHTbl MOryT ObiTb MOAOrHaHbI NOA Takyld Maeanu3auuio nyTem oTpesaHus ntoboi
yacTtu, Bbixogdwen 3a npegensl okHa (Bkntoyass SYN u FIN), n ganbHenwen obpaboTkn TONbKO ANSi CErMEHTOB,
HaunHawwmxcs ¢ RCV.NXT. CermeHTbl ¢ Gonee BbICOKMMU MOPSOKOBLIMU HOMEPAMW MOTYT COXPaHsiTbCA Ansi
nocneaytoulern obpaboTku.

(2) NMposepka 6uma RST
Coctosinue SYN-RECEIVED
Ecnu yctaHoBneH 6ut RST

Ecnn coeguHeHne 6bino OTKpbITO maccuBHbIM Bbi3oBoM OPEN (T. e., nepewno u3 coctosHus LISTEN), oHo
6yneT Bo3BpalleHo B cocTosiHue LISTEN ¢ Bosspatom ynpasneHusi. [Nonb3oBaTtento He OyaeT nepepaBaTtbes
HMKakoro ysegomneHus o6 atom. Ecnn coegmHeHne opraHnsoBaHo akTuBHbIM BbidoBom OPEN (7. e., nepeLurno
n3 coctosiHnst SYN-SENT), oHo 6ynet otBeprHyTo (refused) u nonb3oBatenb nonyuut coobuieHne "connection
refused". B oboux crnyyasix Bce CerMeHTbl M3 ouvepean Ha nepegadvy [OMmkHbl ObiTb yganeHsl. B cnydae
aktuBHoro BbizoBa OPEN coeauHeHve nepesoautcs B coctosiHue CLOSED c yganeHuem TCB u Bo3Bpatom

yrnpaBneHusi.

CocTtosinua ESTABLISHED
FIN-WAIT-1
FIN-WAIT-2
CLOSE-WAIT

Ecnu yctaHoBneH 6ut RST, Bce octatowmecst BoizoBel RECEIVE n SEND gomxHbl nonyuuts komaHay cbpoca. Bee
CerMeHTbl M3 oyepeaeln OOMkHbl ObiTb yaaneHbl. Monb3oBaTtenb OOMKEH NOMy4UMTb curHan «connection reset»
(cbpoc coennHeHust). CoeanHeHune nepexogut B coctosiine CLOSED c yganernvem TCB v Bo3BpaToM ynpaBneHus.

CoctosiHua CLOSING
LAST-ACK
TIME-WAIT

Ecnn ycraHoenen 6ut RST, coeavHeHnve nepexoaut B coctosHue CLOSED c yganeHnem TCB un BosspaTtoMm
ynpaBneHus.

(3) Npoeepka npednoymeHuli u 6ezonacHocmu
CocTtosinue SYN-RECEIVED

Ecnun ypoBHu GesonacHocTw/pasgeneHns U npeanoyTeHUs B CErMEHTe He COOTBETCTBYIOT B TOYHOCTM TakMM e
ypoBHsiM B TCB, nepegaetcst curHan cbpoca ¢ BO3BpaToM ynpaBrieHus.

CoctosiHua ESTABLISHED'
FIN-WAIT-1
FIN-WAIT-2
CLOSE-WAIT
CLOSING
LAST-ACK
TIME-WAIT

'B NCXOOHOM [OKYMEHTe yka3aHo Tonbko coctosiHne ESTABLISHED - RFC 1122 (naparpad 4.2.2.20(d)) conepxut
ucnpaenenue. lpum. nepes.
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Ecnun ypoBHM GesonacHocTW/pa3feneHns u npeanoyvTeHnst B CErMEHTE He COOTBETCTBYIOT B TOYHOCTU TakUM XXe
ypoBHsiM B TCB, nepepaetca curHan cbpoca (reset), Bce octawwmecs BbizoBbl RECEIVE n SEND pgomnxHbl
nonyuutb curHan reset. Bce ouepean cermeHToB yaanstoTtcs. MNMonb3oBaTtenb JOMKEH NOMYyYUTb CUrHan «connection
reset». CoeamHeHne nepexogut B coctosHne CLOSED c yaaneHnem TCB 1 Bo3BpaToM ynpasneHus.

OTmeTMM, 4YTO 3Ta NpoBepka NPOBOAWTCS NOCMe MPOBEPKU MOPSAKOBOro HoMepa ANsi NpefoTBpalleHus npuema
CErMEHTOB W3 CTapblX COEAMHEHU Mexay TeMu e ropTamu, HO C OpYyrMM YpoBHeMm GesonacHocTU wnu
NpeanoyYTeHUI, KOTOpble MOTYT BbI3BaTb Pa3pblB TEKYLLETO COEANHEHNS.

Ecnu coeguHeHne 6bino mMHUUMMPOBaHO naccuBHbIM BbldoBoM OPEN, oHo nepexogut B cocTtosiHme LISTEN c
BO3BpaTOM yrnpaBrieHusi. B ocTanbHbIX criyyasix BbINOMHsIeTCS AarnbHenwas obpaboTka’.

(4) Npoeepka 6uma SYN

CocrosiHusa SYN-RECEIVED
ESTABLISHED
FIN-WAIT-1
FIN-WAIT-2
CLOSE-WAIT
CLOSING
LAST-ACK
TIME-WAIT

Ecnn SYN HaxoauTcs B okHe, 3To roBopuT 06 owmnbke. Mepenaetcst curHan cbpoca, Bce HE3aBEPLUEHHbIE BbI30BbI
RECEIVE n SEND pomkHbl nonyy4ntb OTKNMKKM reset. Bce cermeHTbl u3 odepepen ygansiTcs, MOnb3oBaTenb
OOMKeH nonyy4utb curHan «connection reset». CoeguHeHne nepexoaut B coctosiHue CLOSED c ynaneHnvem TCB u
BO3BPATOM yrpaBneHusl.

Ecnun SYN He HaxoOuTcs B OKHe, 3TOT 3Tan He GyaeT BbINOMHATLCS, NOCKONbKY GydeT nepedaHo noATBepXKaeHue
elle Ha nepBoM aTane (NpoBepKa NopsAKOBOro HoMepa).

(5) MNMpoeepka nonsi ACK

Ecnun 6ut ACK He ycTaHOBINEH, CErMeHT oTbpackiBaeTcs C BO3BPATOM yrpaBrieHus.

Mpw Hannunm 6uta ACK BbINoNHseTcs gansHenwasn obpaboTka.

Coctosinue SYN-RECEIVED
Ecnn SND.UNA =< SEG.ACK =< SND.NXT, coeguHeHue nepexoaut B coctosHme ESTABLISHED' u obpaboTtka
npoJosmKaeTcs.
Ecnun cermeHT nogTBepXXaeHnst Henpvemnem, opmMupyeTcs 1 nepegaeTcs cermeHT cobpoca (reset)
<SEQ=SEG.ACK><CTL=RST>

CocTtosinue ESTABLISHED

Ecnn SND.UNA < SEG.ACK =< SND.NXT, yctanaBnmBaetca SND.UNA <- SEG.ACK. Bce, Tak nnm nHade, Lenmkom
noaTBepXAeHHble CEerMeHTbl yaanslTcss U3 ovepean NOBTOpHOW nepegadn. [Monb3oBaTenb OOMKEH MNOMy4nTb
Nno3vUTUBHbIE MoATBepXaeHus ans OydepoB, koTopble ObinvM nepegaHbl M MOMHOCTLIO NOATBEpPXAeHbl (T. €., B
pesynbTate BbidoBa SEND gomkHo ObiTb Bo3BpalleHo cooblieHne «oky»). Ecnu noateepxaeHne ACK sBnsietcs
ayénukatom (SEG.ACK =< SND.UNA?), ero mMoxHo urHopupoBaTb. Ecnu ACK noaTBepxgaeT 4To-TO, elle He
nepenaHHoe (SEG.ACK > SND.NXT), nocbinaetcs nogreepxaeHne ACK n cermeHT oTGpacbkiBaeTcsi C BO3BpPaToOM
ynpaBneHus.

Ecnn SND.UNA =< SEG.ACK =< SND.NXT?, okHO Hy>xHO 06HOBWTE. ECnK BbINONHAETCS yCroBue

(SND.WL1 < SEG.SEQ) OR ((SND.WL1l = SEG.SEQ) AND (SND.WL2 =< SEG.ACK)),
HyHO ycTaHoBuTb SND.WND <- SEG.WND, SND.WL1 <- SEG.SEQ n SND.WL2 <- SEG.ACK.

Otmetum, yto SND.WND 3apgaet cwmewenne ot SND.UNA, none SND.WL1 cogepxuT NOPSAKOBbIN HOMEp
nocnegHero cerMeHTa, ucnonb3oBaHHoro pnAns  obHoeneHns SND.WND, a SND.WL2 cogepxut Homep
noaTBepXAeHUs MOCnedHero cerMeHTa, ucnonb3oBaHHoro Ans obHoeneHua SND.WND. OnucaHHas npoBepka
Nno3BOSISET NPEAOTBPATUTL MCMONb30BaHWNE CTAPbIX CErMEHTOB Anst OOHOBMEHUS OKHA.

CoctosiHmne FIN-WAIT-1

B pgononHeHve k onepaumsiM, BbinonHAemMbiM B cocTositHun ESTABLISHED (cm. Bbiwe), ecnn Haw 3anpoc FIN yxe
noaTBepxaeH, coeauHeHne nepeeoantcs B coctosHue FIN-WAIT-2 u npogomkaetcs obpaboTka ans aToro
COCTOSIHUS.

CoctosiHne FIN-WAIT-2

B pononHeHue k onepauumsam, BbinonHsembiM B cocTosiHu ESTABLISHED (cm. Bbiwe), ecnv o4epeab NOBTOPHON
nepegayn nycra, Ha nonb3oBaTtenbckuin 3anpoc CLOSE moxeT 6biTb NepedaH oTknmk «oky», Ho TCB He yoansieTcs.

CocTtosiHue CLOSE-WAIT
BbinonHawTca Te e onepaumu, 4to u ansa coctosiHua ESTABLISHED.

'B ncxo4HOM JOKyYMeHTe 3ToT ab3ay oTcyTcTByeT. CM. ucnpasneHust B naparpadge 4.2.2.20(e) RFC 1122. lNpum. nepes.

2B ucxogHOM AoKymMeHTe olumboyHo HanncaHo SEG.ACK < SND.UNA. Monpaeka BHeceHa B naparpade 4.2.2.20 (g) RFC
1122. lpum. nepes.

°B ncxogHoM AokymeHTe ownboyHo HanmcaHo SND.UNA < SEG.ACK =< SND.NXT. NonpaBka BHeceHa B naparpade 4.2.2.20

(g9) RFC 1122. lNpum. nepes.
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Coctosinne CLOSING

B pononHenuwe k onepauuam, BbinonHAemMbiM B coctosHun ESTABLISHED (cwm. Bbiwe), ecnn ACK noateepxaaet
Haw 3anpoc FIN, coeauHeHne nepesoamTca B cocTtosHue TIME-WAIT, B ocTanbHbIX CryyYasix CermMeHT
UrHopupyeTcsi.
Coctosinue LAST-ACK
B aToM cocTosHMM MOryT AoCTaBnATbCA TOnbKo noaTteBepxaeHua ansa 3anpoca FIN. Ecnu 3anpoc FIN yxe
noareepxaeH, yaansetca TCB n coeanHenne nepesogutcs B coctosiHne CLOSED ¢ Bo3BpaTom ynpaBneHus.
Coctosinue TIME-WAIT
B aTOM CcOCTOSIHMM MOryT AOCTaBnATbLCSA TONbKO NoBTopbl cermeHTa FIN ¢ yaaneHHon ctopoHsbl. [MoaTBepxaaetcs
[OCTaBKa M 3anyckaeTcsl 3aHOBO oTcyeT TanMm-ayta 2 MSL.
(6) Npoeepka 6uma URG
CocrosiHus ESTABLISHED
FIN-WAIT-1
FIN-WAIT-2
Mpu yctaHoBneHHom 6ute URG, 3apgaetca 3HaveHne RCV.UP <- max(RCV.UP,SEG.UP) u nonb3oBaTento
nepefaeTcs curHan o ToM, YTO yaaneHHasi CTOpoHa MMEET CPOYHble AaHHble, ecnu ykasaTenb cpoyHocTn (RCV.UP)
npeBbILLaeT NOPSAKOBbIE HOMEpPa BOCMPUHATLIX AaHHbLIX. ECriv nonb3oBatento yxe Obin nepegaH Takon curHan (Mnm
nonb3oBaTenb HaxOAMTCH B pexume «urgent») AnNst NpPOAOIKalLLENCs MOCNeaoBaTeNbHOCTM CPOYHbIX OaHHbIX,
NMOBTOPSITb TAKOW CUrHaI He HYXKHO.
CocrosiHusa CLOSE-WAIT
CLOSING
LAST-ACK
TIME-WAIT
B aTnx cocTosiHusix chnar CpoYHOCTU He JOIMKEH NMOSIBNSTLCS, NMOCKOMbKY yAaneHHas CTOpoHa YXXe nepegana 3anpoc
FIN. ®nar URG nrHopupyeTcs.
(7) O6pabomka codepxumMo20 ceameHma
CocrosiHus ESTABLISHED
FIN-WAIT-1
FIN-WAIT-2

B coctosHun ESTABLISHED Bo3MOXHa fOCTaBKa CO4EpXMMOro cermeHTa B nonb3oBatenbckue 6ydepsl RECEIVE.
CopepXMmMoe cermMeHTa MOXEeT NepeHocuTbest B Bydbep 0O ero 3anofiHeHWs unu o 3aBepLUeHus cermeHTa. Ecnim
3aKOHYMBLLUICS cerMeHT copepxut dnar PUSH, nonb3oBaTento nepegaeTcs yBeAOMIIEHME MyTEM YCTaHOBKM
dnara PUSH npu Bo3pate ynpaBneHus.

Koroa TCP oTBeyvaeT 3a AOCTaBKy AaHHbIX NOMb30oBaTento, TpebyeTcs Takke noaTBEPXKAATh NOMyYEHUE AAHHbIX.

Korga TCP HeceT 0TBETCTBEHHOCTbL 3a AOCTaBKy AaHHbIX, 3HayeHne RCV.NXT yBenuumBaeTcst Ha pa3mep NpUHATLIX
AaHHbIX 1 yTouHseTcs 3HavyeHne RCV.WND c yyeTtom Tekywero pa3mepa bycdepa. Cymma RCV.NXT n RCV.WND
npu 3TOM He AOMKHA YMEHbLUATbCS.

MoxanyicTa, He 3abbiBaniTe O NPeanoXeHNsX NO yNpaBneHNo OKHOM, pacCMOTPEHHbIX B naparpade 3.7.
MNepenaeTtca noaTeepxaeHne B opme:

<SEQ=SND . NXT><ACK=RCV.NXT><CTL=ACK>
3710 NnoaTBEPXKAEHME AO0SMKHO BKNHOYATBCSA B CErMEHT, KOTOPbIN 6y,u,eT nepefasaTbCqd C MUHUMaNbHOW BO3MOXHOM

3a0EepXKKON.
CocTosiHus CLOSE-WAIT
CLOSING
LAST-ACK
TIME-WAIT

B 37X COCTOSIHMSAX CermMeHTbl AaHHbIX He AOIMKHbl NPUXOAMTb, MOCKOMbKY C YAANEHHOW CTOPOHbI YXe MNomy4veH
curHan FIN. UrHopupyinTe Takne cermeHTbl.
(8) Npoeepka 6uma FIN

®dnar FIN ansa coctosHun CLOSED, LISTEN mnnn SYN-SENT He oGpabatbiBaeTcsi, MOCkonbKy 3HayeHne SEG.SEQ He
MOXET OblTb NPOBEPEHO; CErMeHT oTBpackiBaeTCsl C BO3BPATOM yrpaBrieHusl.

Ecnun 6ut FIN yctaHoBneH, nonb30oBaTento nepeaaeTcst curHan «connection closing» (coeguHeHve 3akpbiBaeTcs) U Bce
oxugatowwme BbizoBbl RECEIVE pomkHbl BEpHYThH Takoe e cooblieHune, yBennyne RCV.NXT Ha pa3amep FIN 1 nepenas
noareepxaeHne ana FIN. OtmeTtum, yto FIN BbidbiBaeT PUSH gns Bcex cermMeHTOB, KOTOpbIE elle He OOCTaBMeHbl
nonb3oBaTento.
CocTosiHus SYN-RECEIVED

ESTABLISHED

Mepexopn B coctosiHne CLOSE-WAIT.
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Cocrosinne FIN-WAIT-1

Ecnu Haw 3anpoc FIN yxe nogteepxaeH (BO3MOXHO B JAHHOM CErMEHTE), COeAMHEHUE NEPEBOAUTCSI B COCTOSIHUE
TIME-WAIT, HauMHaeTCst HOBbIN OTCHET AN BPEMEHU OXWAAHMSA U BbIKMOYaTCs Apyrve TaviMmepbl. B npotuBHOM
cnyyae coeauHeHune nepesoauntcs B coctosiHue CLOSING.

CoctosiHue FIN-WAIT-2
Mepexon B coctosHne TIME-WAIT, HauMHaeTcs HOBbI OTCHET ANSA BPEMEHU OXWAAHUA W BbIKNIOYaTCA Apyrue

Tanmepsbl.
CocTosiHus CLOSE-WAIT
CLOSING
LAST-ACK
TIME-WAIT

CocTosiHue coxpaHsieTcs HeumameHHbIM. B coctosiHnm TIME-WAIT 3aHoBO 3anyckaeTcs oTcyeT Tanm-ayta 2 MSL.

3aBepLueHne 06paboTky 1 BO3BpaT yrnpaBrieHus!.

Tatim-aymsi
Monb3oBaTenbCKuM TanmM-ayT

Ecnn npu nobom CoCcTosHUM coeaAnHEHUst UCTeKaeT BPpemsi MOofb30BaTeNbCKOro TanM-ayTa, yaansawTcs Bce bydepsl,
noneb3oBaTento nepegaetca coobleHne «error: connection aborted due to user timeout» Ans Bcex ocTarowmxcs
BbI30BOB, yaansetca TCB u coegmHeHne nepexoaut B coctosiHne CLOSED c Bo3spaTtom ynpasneHus.

lMoemopHas nepedaya
Ecnu npu nio6om cocTtosiHMM coeanHeHUsa ucTekaeT BpeMs TariM-ayTa NOBTOPHONM nepegayu, NepBblil CErMeHT U3 oyepeam
NMOBTOPHOW Nepeaayun nocbinaeTcs 3aHOBO, TaiMep NMOBTOPHOW nepefayn copacbiBaeTcs U ynpasreHve Bo3BpaLlaeTcs.

Bpewmsi oxudaHusi
Mpw 3aBepLUEHU BPEMEHW OXULAHUS ANs coeanHeHus yaansetcs TCB u coeguHeHve nepexoaut B cocTosiHe CLOSED ¢
BO3BPAaTOM YNpaBneHus.

I'noccapuu

1822
BBN Report 1822, «The Specification of the Interconnection of a Host and an IMP» - cneuudukauusa nHtepderica mexay
xoctom n ARPANET.

ACK (¢pnae noomeepx0deHusi)
BuT ynpaBneHus (nogTBepXaeHne), He 3aHMMalLLMA MecTa B NPOCTPAHCTBE MOPSAKOBBIX HOMEPOB W MOKa3bIBAOLLMN, YTO
none NOATBEPXAEHWUS B JaHHOM CErMEHTE COAEpPXWT CrefyloLMi NopsAKOBbIA HOMEP, KOTOpbIA OTNpaBUTENb AaHHOMO
CerMeHTa oxungaet nony4ynTb B noAaTBepXXaeHne OoCTaBkM BCeX npeablaywmnx nopaakoBbiX HOMEPOB.

ARPANET message (coobweHue ARPANET)
EaonHuua nepepaun nHdopmaumm mexay xoctom n IMP B ARPANET'. MakcuManbHblii pa3mep Coo6LLEeHUsi cocTaBnsieT
1012 okteToB (8096 6uTOB).

ARPANET packet (nakem ARPANET)
Eannnua nepegaum nagpopmaumm mexagy IMP B cetn ARPANET. MakcumanbHbIv pasmep naketa coctasnsieT 126 okreToB
(1008 6uToB).

Connection (coeduHeHue)
Jlornyeckun nyTb Nnepegayvv AaHHbIX, 3a4aBaeMblil Mapol COKETOB.

Datagram (Gelimazpamma)
CoobLeHune, nepefaBaeMoe Yepes KOMMbIOTEPHYHO CETb C KOMMYTALMEN NAKETOB.

Destination Address (adpec nosy4amerisi)
Appec nonyyartens, 06bI4HO yKka3biBalOLLMIN XOCT UMK CETb.

FIN (¢pbnaz 3asepweHusi)
BuT ynpaeneHus, 3aHMmaloWwmi eaMHULy NpoCTpaHCTBa MOPSAKOBbIX HOMEPOB, KOTOPbIN MOKa3blBaeT, YTO OTnpaBuTenb
Honblue He ByaeT nepeaaBaTh AaHHbIE UMK CUrHaIbI YNIpaBNeHUs!, 3aHMatoLme NopsiAKoBble HOMePa.

Fragment (dppacmernm)
YacTb normyeckor eanHuULLbl AaHHbIX (B YaCTHOCTM, hparMeEHTOM HasbIBaloT YacTb AenTarpammel IP).

FTP
[poTokon nepegayun annos.

Header (3a2zonoeok)
Ynpaensiowas nicpopmaums B Hayane coobLyeHns, cermeHTa, doparmeHTa, naketa unm 6noka AaHHbIX.

Host (xocm)
KomnetoTep. B yacTHOCTW, OTNpaBuTens 1 nomnyvaTternb COOOLEHUA C TOYKM 3PEHUST KOMMYHUKaLMOHHON CeTu.

Identification (uGenmudpukayusi)
Mone npotokona IP, cogepxallee naeHTudmkaTop, 3agaHHbIi oTnpaBuTenem ansa obecneyeHns COOpkM gentarpammbl M3
parMeHTOB.

"Mpoobpa3s cerogHsiluHel ceTn Internet. Mpum. nepes.
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IMP
Interface Message Processor - nakeTHbIn kommyTaTtop ARPANET.

internet address
Agpec oTnpaBuTens unu nony4vaTtens, NCnonb3yemMblin Ha ypOBHE XOCTOB.

internet datagram
EovHnua obMeHa gaHHbIMM Mexay moaynem IP y nmpoTOkKonoM Bbllenexallero ypoBHSl, coaepkawas 3aronoBok IP u
AaHHble.

internet fragment
YacTb AaHHbIX 13 gentarpammsl IP ¢ 3aronoskom IP.

IP
Internet Protocol.

IRS
Initial Receive Sequence - HayanbHbI NOPSOKOBLIA HOMEp Ans npuema. MNepBbii NOPAOKOBLI HOMEpP, MUCMONb3yeMbIN
oTnpaBuTEnem B AHHOM COEQUHEHUN.

ISN
Initial Sequence Number - HavanbHbIN NopsiAkoBbIN HOMep. [NepBbii nopsakoBbii HoMep (ISS unu IRS), ncnonebayemblii
Ansi coegnHeHns. BoibrpaeTca Ha OCHOBE TeEKyLLIEro BPEMEHMW.

ISS
Initial Send Sequence - HayanbHbI NOPAAKOBLI HOMEP ANA nepefayun. [epBbli NOPSAKOBLIA HOMEP, WUCMOSb3YyeMbIi
oTnpaBuTENem B AHHOM COEQUHEHUN.

left sequence
Cnepyowmnin NOpsiAKOBLIN HOMEP, KOTOpbIN ByaeT NoATBEepXAeH AaHHbIMW, npuHMmaembiMu TCP (Mnu HaumeHbwnin u3
elle HEMOATBEPXXAEHHbIX MOPAAKOBLIX HOMEPOB); B HEKOTOPbIX Crydasx TPaKTyeTCsi Kak feBbli Kpan okHa nepegayu.

local packet (nokanbHbIlU nakem)
EavHvua nepegayn gaHHbIX B 1loKanbHOM CeTw.

Module (Modynb)
Peanusauus (06b14HO NporpaMMHasi) IPOToKoNa nnu Apyron npoueaypsl.

MSL
Maximum Segment Lifetime - makcumanbHoe Bpems xu3Hu cermeHta TCP B ceTu. Npon3BonbHO BbiGpaHoO 3HaveHue 2
MWHYTbI.

Octet (okmem)
BocbMUOUTOBLIV GOK JaHHbIX - 6anT.

Options (onyuu)
Mone Option MoxeT cogepaTb HECKONbKO OMUWUIA, Kaxaasi U3 KOTOPbIX MOXET 3aHMMaTb HeCKONbko okTeToB. Onuun
MCMONb3YHTCS B OCHOBHOM Af1si MPOBEPKM UMW 3a4aHusA TEX UIN UHBIX YCIOBUIA (HanpuMep, coaepxaT BPEMEHHbIE METKM).
Monsa onunn noaaepxusatoTca Kak IP, Tak n TCP.

Packet (nakem)
EavHvua gaHHbIX C 3arofioBKOM (MOXeT ObiTb MOrMY4ECKM NOMHBIM UKW HenornHbIM). bonee yacto TepMuH NakeT OTHOCAT K
h13NYECKMM, @ He NOrMYECKUM eAVNHMLAM AaHHbIX.

Port (mopm)
YacTb cokeTa, 3agaroLlasi nornyeckuii kaHan BBoa Unu BbiBoda AaHHbIX Ans npolecca.

Process (npouecc)
BeinonHeHsiemas nporpamma. MICTOYHMK unm notpebutens AaHHbIX C TOYKM 3peHust TCP unu gpyrmx npoTtokonos obmeHa
Mexagy XocTamu.

PUSH
Ynpasnswowmii 6uT, He 3aHMMaKLWUIA NPOCTPAHCTBA NOPSAKOBLIX HOMEPOB, KOTOPLI yKa3biBa€T, YTO CEFMEHT COAEPXKUT
AaHHble, TpebyloLume He3amMmeanUTENbHOW OTNPaBKX NnonyyaTtento.

RCV.NXT
receive next sequence number - cneayoLMiA NOPAAKOBLIV HOMEpP ANSA npuema.

RCV.UP
receive urgent pointer - ykazatenb CpO4YHOCTU A58 Nnpuema.

RCV.WND
receive window - oKHO npuema.

receive next sequence number (cnedyrouwyuli nopsidkoenIli Homep Oisl Npuema)
CnepyoLwmnin NopsiaKoBbIA HOMEP, KOTOPLIN OXUAAET NoMy4uTb NoKanbHbn Moaynb TCP.

receive window (okHO npuema)
MpenctaBnsgeT nNopsgKoOBbIA HOMEP, KOTOPbIA foKanbHbIA (MpuHUMatowmn) moayne TCP oxunaaeT nonyunTb. Takum
obpasom, nokanbHbii Mogyns TCP npegnonaraeT, 4TO CermMeHTbl, nepekpbiBaowme auvanazoH ot RCV.NXT po
RCV.NXT+RCV.WND-1, copepxaT npuvemnemble AaHHble U nons ynpaBneHusi. CermeHT, coaepxalliui nopsaKkoBble
HOMepa, LIeNMKOM BbIXoAsLLMe 3a 3T Npedensl, paccMaTpuBaeTcs Kak oybnukat n otopacbiBaeTcs.

RST
Ynpaenswowmun 6ut (reset - cbpoc), He 3aHMMaOLWMA NPOCTPaHCTBa MOPSAAKOBLIX HOMEPOB, KOTOPLIV MOKa3biBaeT, YTO
npuemMHasi CTOpoHa [OrkKHa yaanuTb coeauHeHune 6e3 AanbHenlumnx BornpocoB. MNpMeMHasi CTOpoHa MOXET OnpeaenuTh,
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OCHOBbIBaACb Ha NopAAKOBOM HOMepe U HOMepe noaTBepXAeHUdAa BO BXoAdAlleM CerMmeHTe, cnengyet BOCNpPpUHATbL KoOMaHAay

cbpoca nnn urHopuposaTtb ee. Hu B koeM cnydae B OTBET Ha CerMmeHT, cogepxawmi RST, He cnegyeT nepegaBaTtb OTKIMK
¢ butom RST.

RTP

Real Time Protocol - npoTokon Ans nepegayn mexagy XocTamu KpUTUYHOW K 3adepxKkam uHopmaLuun.
SEG.ACK

segment acknowledgment - noaTeepxaeHue cermeHTa.
SEG.LEN

segment length - paamep cermeHTa.
SEG.PRC

segment precedence value - ypoBeHb NpeanoyTeHns Ans cermeHTa.
SEG.SEQ

segment sequence - NOpPsAKOBbI HOMEP CEerMeHTa.
SEG.UP

segment urgent pointer field - none ykasaTtensi CPOYHOCTM B CETMEHTE.
SEG.WND

segment window field - none okHa B cermeHTe.

segment (ceameHm)
TNornyeckas eguHuua gaHHbIX. B yactHoctH, cermeHT TCP npeactaBnsieT cobol eanHULYy AaHHbIX, NepedaBaemMylo Mexay
napow mopynen TCP.

segment acknowledgment (nodmeepxdeHue ceameHma)
MopsiakoBbI HOMEP B Norne NOATBEPXKAEHNS NPMObIBAIOLLErO CErMeHTa.

segment length (pa3mep ceameHma)
Uncno nopsiakoBbIX HOMEPOB, 3aHMMAeMoOe CErMEHTOM, C YY4eTOM Monei YnpaBrneHusl, 3aHUMaloLMX MPOCTPaHCTBO
NopsiAKOBbIX HOMEPOB.

segment sequence
Homep B none sequence npnbbiBaoLlero cermeHTa.

send sequence
CrnegylowmMin NOpSAKOBbIA  HOMEP, KOTOpbIM OydeT ucnonb3oBaH nokanbHbiM (nepegatowmm) TCP  gna  gaHHoro
coefuHeHusl. Hymepaumsi HauMHaeTcs C HadanbHOro nopsigkoBoro Homepa ISN u ganee yBenuuuMBaeTcs C KaXablM
nepegaHHbIM OKTETOM AaHHbIX UMK YYUTbIBaEMbIM OKTETOM ynpasnsaoLLen nHdopMaumu.

send window (okHo nepeda4u)
MpeacraBnseT nopsakoBble HOMepa, KOTopble yAaneHHbi (npyHumarowmin) TCP rotoB nonyuntb. 3TO 3Ha4yeHue nonsi
window, ykasaHHOe B CerMeHTax OT yAaneHHoro (npuHumatowero aaHHele) TCP. [JuanasoH HOBbIX NOPSOKOBLIX HOMEPOB,
koTopble moxeT nepegatb TCP, nexut mexgy SND.NXT n SND.UNA+SND.WND-1 (nopsakoBble HOMepa A1 MOBTOPHOW
nepegaun nexat mexay SND.UNA n SND.NXT).

SND.NXT
[MopsakoBbI HOMEP AN nepegayun.

SND.UNA
MopsagKoBbI HOMEP OCTaBLUEroCs.

SND.UP
YKazaTenb CPOYHOCTU M nepejayn.

SND.WL1
Homep cermeHTa npu nocnegHem o6HOBMNEHUN OKHa.

SND.WL2
Homep cermeHTa noaTeepxaeHVs npu nocnegHem o6HOBMEHNM OKHa.

SND.WND
OkHo nepegaum.

socket (cokem)
MaoeHTudpmkartop, Bknovarowmin Homep nopta TCP n agpec IP.

Source Address
Agpec otnpaBuTens, 06bIYHO MAEHTUULMPYIOLLMIA XOCT UMK CETb.

SYN
But ynpaBneHuss BO BXOOsLLEM CErMeHTe (3aHMMaloWMii OAMH NOPSIAKOBbIA HOMEP), KOTOPbLIA WCMONb3yeTcs Ans
MHOMKaUMW Hayana oTcyeTa NopsakoBbIX HOMEPOB.

TCB

Transmission control block - 6nok ynpaeBneHus nepegavein, cogepxalinii MHOPMaLUMo O COCTOSIHUN COEAUHEHUS.
TCB.PRC

MpeanoyteHns Ans 4aHHOro coeguHeHMs.
TCP

Transmission Control Protocol - npotokon ynpasneHus nepegaden. NMpotokon obmeHa vHgopmaumen Mexay xoctamu,
obecneymBaloLLMin rapaHTMPOBaHHYIO JOCTaBKY B MEXCeTeBbIX cpeaax.
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TOS
Type of Service - Tn obcnyxusanus. MNMone npotokona IP.

Type of Service
Mone npoTokona IP, 3apatowiee T1n o6ecnyxmBaHus Ans gaHHoro dparmeHTa’ IP.

URG (¢pnae cpoyHocmu)
But ynpaBneHusa (urgent - CPOYHOCTB), HE BKIHOYAEMbI B MPOCTPAHCTBO MOPSAKOBLIX HOMEPOB W CryXawwui ans
WHAMKaLMKM TOro, YTO nonyyatenb AomKeH ObiTb yBeAOMIIEH O CPOYHOCTM 06paboTku AaHHbIX (3TU AaHHble AOMKHbI ObITh
BOCMNPWHATLI Cpasy e nocne 3aseplleHns paboTbl ¢ AaHHbIMW, NMOPSAKOBLIA HOMEP KOTOPbIX MEHbLUE, HeXenu 3afaHo
yKasaTenem Cpo4HOCTH).

urgent pointer (ykazamesnb cpo4Hocmu)
Mone ynpaBneHus, nmetoee cMbICn TONbKO Npu yctaHoBke 6uta URG 1 cogepxallee 3HavyeHWe ykasatensi CPOYHOCTMH,
KOTOpOE roBOPUT O 3a4aHHOM MONb30BaTENEM YPOBHE CPOYHOCTU AaHHbIX.
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